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The Missing John Yoo Emails — What Did CREW Learn?

As CREW'’s Freedom of Information Act (FOIA) lawsuit against the U.S. Department of Justice
(DOJ) over the missing John Yoo emails draws to a close, it is time to assess what CREW
learned. The relatively limited volume of emails DOJ eventually produced is as enlightening for
what it includes as what it omits. DOJ’s processing of CREW’s FOIA requests also speaks
volumes, as does the way in which it handled requests for information from both the National
Archives and Records Administration (NARA) and Congress. And while some of the mystery
surrounding the missing Yoo emails has been resolved, key questions remain.

By way of background, on February 19, 2010, DOJ’s Office of Professional Responsibility
(OPR) released publicly a July 2009 report of its investigation into the Office of Legal Counsel’s
(OLC) preparation of memoranda evaluating the use of torture in the context of interrogations
conducted outside the United States (torture memos), including the roles of former OLC Deputy
Assistant Attorneys General John Yoo and Patrick Philbin. The report noted OPR was
“hampered by the loss of Yoo’s and Philbin’s email records,” and described most of Mr. Yo0’s
emails as having been “deleted and . . . reportedly not recoverable.”

On February 24, 2010, in response to this revelation, NARA requested that DOJ determine
within 30 days whether the deletion of the Yoo and Philbin emails constituted an unauthorized
destruction of records in violation of federal law. Congressional requests for additional
information also followed from John Conyers (D-MI), then chairman of the House Committee on
the Judiciary, and Senate Judiciary Committee Chairman Patrick Leahy (D-VT).

CREW responded by filing two FOIA requests with OLC in February and March 2010. The
February request sought record keeping guidance in effect during Mr. Yoo’s DOJ tenure as well
as records reflecting any problems with the storage or retention of OLC staff emails during that
time. With its March request CREW sought copies of all emails Mr. Yoo sent or received in an
effort to verify whether his emails in fact were missing.

DOJ ignored the FOIA requests until CREW sued the department. Then, in response to the first
request, OLC turned over record keeping guidance making clear Mr. Yoo had a legal obligation
to preserve emails qualifying as records during his DOJ tenure. The agency had no records
documenting any component-wide emails problems, meaning that whatever happened to Mr.
Yoo’s emails likely was unique to him. As for the second request, DOJ eventually produced 229
documents consisting of emails located in Mr. Yoo’s mailbox, although DOJ redacted
information from some based on claimed exemptions and withheld 151 others in full. [ letter #1,
letter #2, documents received ] In all, OLC located only 380 emails, purportedly representing
the sum total of all emails in Mr. Yoo’s email account he either received or sent during his nearly
two-year tenure at DOJ.
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For many, 380 emails would represent a daily or perhaps weekly haul of emails, given how
ubiquitous emailing has become. Yet DOJ claimed a nearly two-year total of emails for Mr. Yoo
—a high-level OLC official in the thick of many important issues at DOJ — that averages out to
Mr. Yoo sending or receiving approximately one email every other day.! Incredible enough as
this is, the vast majority of the email traffic had little, if anything, to do with Mr. Yoo’s assigned
responsibilities at DOJ. Instead, it concerned his frequent stints as an outside lecturer and the
various and sundry articles he published while employed at DOJ. While on the federal payroll,
Mr. Yoo was busy expanding his credentials and burnishing his resume for the next job on which
he had set his sights — a return to academia. The emails offer little or no insight into what real
work Mr. Yoo did for OLC, suggesting he preserved virtually no emails dealing with agency
business, and virtually none of the emails he sent.

Despite claiming to have fully processed CREW'’s FOIA requests, DOJ held back from CREW
another body of Yoo emails recovered from backup tapes after the agency’s discovery that many,
if not most, of Mr. Yoo’s emails mysteriously had gone missing. According to a February 4,
2011 letter to NARA- DOJ’s long overdue response to NARA'’s February 2010 request for
information — this body of recovered emails consists of 15,151 “unique” emails and attachments,
including emails from Mr. Y00’s entire tenure at DOJ and emails for another former OLC
official, Patrick Philbin, during the period he was working on the OLC torture memos. The
Justice Management Division (JMD) retrieved this new collection from email backup tapes and,
in Mr. Philbin’s case, in part from a DOJ server.

DOJ justified the omission of these recovered emails from its response to CREW’s pending
FOIA request on the ground CREW was seeking records from OLC. Although in the control of
OLC, DOJ claimed they were — at least temporarily — in the possession of JMD when it
conducted the recovery effort. As a result, CREW was forced to file another FOIA request with
JMD seeking copies of the restored emails as well as documents reflecting the process JMD used
for the restoration. In subsequent negotiations with IMD, CREW agreed to limit the scope of this
new FOIA request for Yoo emails to the subset of recovered emails DOJ made available for
review by the staff of the Senate and House Judiciary Committees.

In partial response to this new FOIA request, JMD provided CREW with a memorandum from
Assistant Attorney General for Administration Lee Lofthus to then-Acting Deputy Attorney
General Gary Grindler explaining the process JMD used to locate and restore the missing Yoo
and Philbin emails. This memo confirms DOJ initially was able to find only 500 emails in Mr.
Yoo’s account for the 2001-2003 time period, and subsequently retrieved 20,000 emails,
including duplicates, from “all available sources.”

The memo also explains the record keeping policies and procedures to which Mr. Yoo and all
other OLC employees were subject. That guidance directed employees to preserve all of their

1 JMD’s analysis of the 500 stored emails available from Mr. Yoo’s account revealed that only
one email was sent by Mr. Yoo; the others all were emails he received.


http://www.citizensforethics.org/page/-/PDFs/Reports/John Yoo Summary Report 4_27_11 - Exhibits 1-17.pdf?nocdn=1#page=91
http://www.citizensforethics.org/page/-/PDFs/Reports/John Yoo Summary Report 4_27_11 - Exhibits 1-17.pdf?nocdn=1#page=91
http://www.citizensforethics.org/page/-/PDFs/Reports/John Yoo Summary Report 4_27_11 - Exhibits 1-17.pdf?nocdn=1#page=95
http://www.citizensforethics.org/page/-/PDFs/Reports/John Yoo Summary Report 4_27_11 - Exhibits 1-17.pdf?nocdn=1#page=107

emails with “record” content? either electronically or by printing and storing them in paper files.
A June 2000 OLC Manual reminded attorney-advisors of the need to retain “all notes,
documents, and e-mails that are important to understanding a decision of the Office.” OLC
employees retained email records using a computer “autoarchiving” function that was set up to
save all email messages in an employee’s inbox or sent items folder for 30 days by putting them
in .pst files on the employee’s H drive. If the H drive became too large, the technology staff
would move the archived emails to an archive server on JMD’s Storage Area Network (SAN).
Employees could access and delete any autoarchived emails on either the H drive or their folder
on the archive server. For departing OLC employees, OLC typically requested their emails be
copied to a folder on OLC’s G drive for OLC’s continued use. JMD also had a policy of copying
a departed employee’s emails to a folder on IMD’s SAN, where they were accessible only to
specified JMD individuals.

Other sources of emails include the backup tapes JMD created either daily, weekly or monthly.
They contain a “snapshot” of all of the data on a particular server at the particular point in time at
which the data was backed up. All of the backup tapes had overwrite schedules, although JMD
did not always follow that schedule. As a result JMD found 11 backup tapes with email
messages from Mr. Yoo that it was able to restore. In addition, JMD reviewed “Gateway logs” it
maintains that filter email messages going into and out of DOJ for viruses and the like and
capture and log information about the sender, recipient, date, time, and sometimes the subject
line of email messages passing through the Gateway. The Gateway neither retains copies of the
email contents nor captures internal DOJ emails. Generally JMD saves these logs for only two
years, although it found some dating back to July 2002. Finally, JMD determined that during
Mr. Yoo’s tenure at OLC, no employee had either a classified email account or access to such an
account, meaning Mr. Yoo cannot explain away the absence of work-related emails as due to his
use of a classified email account.

Using these available sources for preserved emails, JMD initiated a search to locate all existing
Yoo emails. From OLC’s G drive and a set of DVDs JMD maintained of Mr. Yoo0’s email
account, JMD found approximately 500 emails dated between July 19, 2001, and June 4, 2003.
Only one of those emails was from Mr. Yo0’s sent items folder; the remainder were from his
inbox. In other words, OLC had stored with its records only a single email Mr. Yoo sent during
his DOJ tenure.

JMD also located 287 backup tapes from the relevant period still in existence notwithstanding
JMD policy requiring they be overwritten. Of those 287 tapes, 39 were unreadable and only 11
contained Yoo emails. When coupled with the 500 emails discussed above, JMD found a total of
approximately 20,000 emails. This total includes many duplicates.

JMD’s review of the Gateway logs revealed that between July 2002 and June 2003, Mr. Yoo sent
3,553 emails from his DOJ email address to outside email addresses, and received 4,810 emails
on his DOJ email account from outside email addresses. This is a far cry from the single email

% The Federal Records Act, 44 U.S.C. §§ 3191 et seq, defines a preservation-worthy record as
one that evidences the agency’s “functions, policies, decisions, procedures, operations, or other
activities of the Government”or one whose data has “informational value.”



sent by Mr. Yoo that was located on OLC’s G drive. These logs, together with the JMD dvds,
also revealed Mr. Yoo’s use of his university account and one from a private Internet service
provider to send email messages. But, as the memo points out, if Mr. Yoo did not send or copy
emails from these accounts to his DOJ email address, it is impossible for DOJ to locate such
emails.

JMD also attempted to ascertain what happened in 2005, when OPR requested Mr. Yoo0’s emails.
Existing documentation shows OPR was given access to those of Mr. Yoo’s emails stored on the
JMD SAN and JMD made some effort to restore data from backup tapes that was unsuccessful
for unexplained reasons.

The results of IMD’s recovery efforts raise serious questions about how and why such a large
cache of email was not preserved. JMD advised NARA that given the more than seven years
that have elapsed since Mr. Yoo left DOJ, “it is impossible for us to determine whether technical
issues caused the loss of the emails or whether they were deleted by an individual.” Thus, if an
unauthorized destruction of emails occurred, the perpetrator has eluded detection. Just as
troubling, there is no way to determine whether other emails from Mr. Yoo0’s account still are
missing. JMD’s recovery efforts relied on the 11 backup tapes still existing for the relevant time
period, but we have no idea how many more backup tapes from that period were overwritten
with new data pursuant to JDM’s policy. Nor can we expect any more forensic efforts from the
government: NARA has accepted the corrective actions DOJ took and closed out its
examination of this matter.

The content of these newly restored emails is equally tantalizing. In response to CREW’s FOIA
request of JMD for the 36 restored emails shared with congressional staff, JIMD produced 15
with minor redactions to protect personal privacy interests and withheld 14 in full as covered by
the deliberative process privilege and therefore subject to FOIA Exemption 5. The produced
emails are perhaps most interesting for their glimpse into the relationship between Mr. Yoo and
Vice President Chief of Staff David S. Addington, as well as the president’s role as the “decider
in chief” in crafting a position on the use of torture. For example, in a tersely worded email of
November 25, 2002 with the subject line “ambiguity,” Mr. Addington reminds Mr. Yoo:

The President of the United States will decide for the United
States what constitutes a “material breach” as that term is used
in the relevant UN resolutions. | am sure that the President
would be interested at the appropriate time in input from the
Secretary of State, the Secretary of Defense and the Attorney
General, among others, on that subject, but the decision will,

| am confident, be his and his alone.

In another email of November 27, 2002, to someone whose name is blacked out, Mr. Yoo
expresses relief that no one at DOJ appeared to be aware of his role in aiding then White House
Counsel Alberto Gonzales in rewriting the laws of wars. Although a Wall Street Journal article
mentions his involvement, Mr. Yoo writes: “I did see it [the article], but luckily it did not appear
in the DOJ clips, so | caught no flack.” Another email offers a glimpse into the relationship
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between Mr. Yoo and Mr. Addington, as Mr. Yoo casually inquires “interested in lunch?” But
these emails offer only a limited window on Mr. Yoo0’s role in drafting the torture memos and we
can only speculate on how much more insight could be gleaned from the emails Mr. Yoo did not
preserve.

The way DOJ handled CREW’s FOIA requests also is revealing. Despite President
Obama’s day-one FOIA memorandum emphasizing transparency and disclosure and Attorney
General Eric Holder’s pro-disclosure FOIA memorandum DOJ resisted disclosure at every turn.
CREW had to file suit before DOJ produced even a single record. And even once in litigation,
DOJ’s counsel withheld critical information from CREW about DOJ’s recovery efforts and the
existence of thousands of pages of potentially responsive documents. DOJ’s handling here of a
politically sensitive FOIA request mirrors its behavior during the last administration, which
many consider a watershed for secrecy in government.

We will probably never know what happened to the Yoo emails that remain missing, or
why any emails went missing in the first place. That gap also means we will never know Mr.
Yoo’s full role in developing the torture memos and the involvement of high-level White House
officials such as Mr. Addington. While the FOIA may still be the most potent tool the public has
to learn what our government is up to, its utility is hampered by the failure of agencies like DOJ
to comply with their legal obligations to preserve records that, in the end, belong to the people,
not the individuals who create them.
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