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Figure 1  

The Defense-in-Depth strategy puts the target, in our case the Automation system, in the middle and around 

the target are different hulls. The different hulls represent the different security measures. 

The first hull includes measures regarding the physical security. 

It is not helpful to discuss about firewalls, virus scanner and account management if all doors are open and 

unlocked. The first step to a secure system is to secure all doors, to lock the system components for example in 

cabinets and to control the access to the system components. In most cases are these building measures. 

The second hull includes measures of the organization. That means, the organization needs an Information 

Security Management System (short ISMS) for the Plant IT-Security or in case the organization has already such 

an ISMS for the traditional IT-Security they should implement the automation system into the existing ISMS. 

 

The ISMS is a library of methods and rules of a company, which is helpful to define, control, maintain and 

improve the IT-Security.  
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Then the technical hulls follow: 

Creating security cells 

Safeguarding the access points to the cells 

Implement secure communication 

Implement UMAC (User Management and Access Control) 

Think about Patch Management 

Implement Malware-Detection. That means implement Virus scanner. 

 

Figure 2 

Automation cells represent certain production-relevant zones, sections, areas or units and must fulfill the 

following conditions: 

An automation cell corresponds to a system or unit that is autonomous in function and can be operated without 

connection to the other systems or units for a certain period of time, i.e. it must function autonomously and 

remain so for some time. 

All associated elements of an automation cell must be directly connected to each other (e.g. not via rented 

lines). From the point of network engineering, it represents a LAN (Local Area Network). 
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It is highly recommended that units causing a high system load or computational load, e.g. if they have to be 

connected from outside using complex security mechanisms, should be directly integrated into the automation 

cell. 

One or several automation cells become a security cell if the following additional conditions are met: 

Only trustworthy and authorized persons with appropriate training are granted access to a security cell.  This 

concerns: 

✓ operator authorizations for the individual production steps 

✓ physical access to the production areas and process control rooms 

✓ access authorization to the file system and the configuration of the process control system 

stations or to whole computer and control networks, their power supply and infrastructures (e.g. 

network services). 

 

Any access to a security cell is not granted until a successful authorization check has taken place. This includes 

that persons and devices must be authenticated and authorized for this purpose. 

Any access must be traceable in log files or monitored by authorized personnel, e.g. user access, file access, 

support service etc. 

The overall planning of security cells is based on the actual responsibility areas, the options of separating 

automation cells, the possibilities of physical access and the resulting implementation of network design and 

access control. 

Figure 2 presents the criteria for the creation of security cells. 

✓ Each security cell must be a system which is autonomous in function.  Thus, it must be possible to 

operate it without connection to the other systems or units for a certain period of time. 

✓ Security cells are enclosed areas in which all participants are trustworthy. 

Therefore, it is not necessary to implement security measures within the security cell. 

✓ Access to the security cell is only possible at clearly defined access points.  At these access points, 

there are routers and firewalls installed. 

✓ Any access to a security cell must not be granted until it is checked and logged, and it must be 

monitored by authorized personnel. 

✓ All participants of the security cell and the elements required for its functions must be directly 

connected to each other. 

✓ Components causing a high system load at the access points (bottleneck) must be integrated into the 

security cell. 
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Figure 3 

In the old days, automating systems were easier to oversee, and that certainly applies to the subject of patch 

management.  If a patch was released, you were expected to install it.  Today, Process Automation systems 

consist of a variety of applications from various suppliers, and patches are a constant concern. 

One approach, is to leave an operating system be and never to touch it again.  There is something to be said for 

that, although it is not a very good approach when it comes to security.  There is a constant race going on 

between “malicious people” on the one hand and the suppliers of applications on the other hand.  We as users 

are caught in the middle.  Constantly, vulnerabilities are being found in applications, services and protocols 

which will then have to be eliminated by the suppliers. 

As part of system hardening, controlling system access to, applications, services and protocols can avoid a lot of 

problems.  When worms and Trojan horses are discovered, it regularly turns out that they use already known 

vulnerabilities for which a patch is already available.  This is why keeping system patches up to date is so 

important. 

 

As a basic rule, you should only install those patches, hotfixes, drivers and service packs that have been released 

by your Process Automation supplier.  This will guarantee compatibility with the various software and hardware 

versions supplied. 

  

 


