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1 Control de versiones

El siguiente cuadro muestra el historial de cambios sobre el presente documento.

Fecha Autor Version Comentarios
09-05-218 Rodrigo Lagos 1.0 Creacion del documento
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2 Introduccién

La aplicacion khipu permite a personas y empresas, pagar y cobrar, usando sus cuentas co-
rrientes o cuentas vista del banco, de manera fécil y segura.

El terminal de pago de khipu es un navegador web especializado en pagos, por lo que, valida
el correcto uso de las paginas de los bancos, forma parte de un sistema que genera com-
probantes de pago firmados electrénicamente, es reconocido por los principales antivirus
del mundo y se instala desde fuentes oficiales de cada plataforma.

Adicionalmente, khipu no almacena ni envia claves u contrasefias a sus servidores o a ter-
ceros.

El analisis consiste en el monitoreo y analisis de todo el trafico que genera la aplicacion para
las distintas plataformas, con el fin de detectar conexiones sospechosas.

Esta revision incluye las versiones del terminal de pagos disponible para Windows, OSX,
Linux, i0S y Android.
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3 Objetivo

El presente analisis se realiza mensualmente, en un dia y hora definida por Nivel 4 sin que
khipu conozca esta informacion de antemano y tiene por objetivo certificar que khipu no
recibe las claves bancarias de sus usuarios ni las comparte con terceros.

Adicionalmente, se realiza un Ethical Hacking a los terminales de pago mdviles en I0S y
Android.


https://nivel4.com/
https://nivel4.com/

MIVEL )
INFORME TECNICO

ANALISIS DE TRAFICO DE DATOS
KHIPU

4 Metodologia

La metodologia utilizada para la realizacion de este analisis de trafico de red se basa en la
utilizacién de un equipo que captura este trafico entre el terminal de pagos y los bancos, de
acuerdo al siguiente diagrama:

Terminal de Pagos Mowil

Punto de Acceso

inaldmbrico Firewall Local

‘:- Andlisis de

E o

[

Terminal de Pagos

Esta u otras metodologias pueden ser realizadas por cualquier organizacién o persona na-
tural que asi lo requiera.
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5 Ambito

Para el actual periodo se registraron cambios para las aplicaciones de Android e iOSgse
observaron cambios en version y HASH.

Plataforma | Version

' SHA256SUM

Android 6.6.33 a8ff742eb5b82d87cde85a4bf94c298100ef4eebc61dfbbec069a86340f0b4
. c026ba9012692630a838f5b5edcbh139ef4ffch3c212a9bh83031584e4q
iOS 6.23 65615

Linux i386 1171922 1 1;5153366203cbce75ecc9d6fdf9632ffb189941533f4992ef0ed8aaf82e6bl
Linux x64 11719221 235;:1&2910a9dfcd8801ca24c11a43e707a62e8b579bcb4a10d79e0e77
0SX 1171922 1 gg;f66c0b5c4dO4f2291ffc71ee85643980ee3e1e60171flcaeb3430ff16a
Windows 1171922 1 Sg12e91976939e06ee53797db22f97f58403063ae311ab8fab68a5f81faf
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6 Anadlisis de trafiabe datos

Todo el tréfico analizado entre el terminal de pagos y los bancos se establecié mediante un
canal segurale comunicacion. Si bien se detecto trafico no seguro (http) este corresponde
a la validacién del estado de los certificados SSL de algunos sitios, mediante OCSP y no du-
rante la interaccion con algin banco, en ningdn caso se enviaron credenciales de usuario o
datos de relacionados con las transacciones realizadas con el terminal de pagos al momento
de realizar las pruebas. Finalmente, el resto del trafico corresponde a consultas DNSy tréa-
fico propio de una red local, como NTR NETBIOSARR entre otros.

En los siguientes puntos se detalla el trafico detectado durante el uso de la aplicacién evi-
denciando que las transacciones se realizan de forma segura y no se almacenan datos de
usuario como, por ejemplo, claves del banco.

6.1 Trafico TLS (seguro) entre elrteinal de pagos yBanco
G{lFYyialyRSNI hTFAOSOIlI Yyl AYyIE
APK

184 34 546454 192.168.1.199 170.18.32.145 TLSw1.2 270 client Hello

185 34554208 170.18.32. 145 192.168.1.199 TLSvl.2 1514 Server Hello

186 34, 555169 170.18.32. 145 192.168.1.199 TCP 1514 [TCP segment of a reassembled PDU]

187 34.555265 170.18.32. 145 182.168.1.199 TLSv1. 2 175 certificate, Server Hello Done

188 34, 555817 192.168.1.199 170.18.32.145 TCP 66 58688 — 443 [ACK] Seq=205 Ack=1449 Win=865535 Len=8 TSval=47993 TSecr=1160323664
189 34558652 192.168.1.199 170.18.32, 145 TCP 66 58600 — 443 [ACK] Seq=205 Ack=2897 Win=£65535 Len=0 TSval=47993 TSecr=1160323664
190 34, 558853 192.168.1.199 170.18.32.145 TCP 66 58688 — 443 [ACK] Seq=205 Ack=3008 Win=865535 Len=8 TSval=47993 TSecr=1160323664
191 34.558929 192.168.1. 199 170.18.32, 145 TLSv1.2 384 client Key Exchange, Change Cipher Spec, Hello Request, Hello Request

192 34565722 170.18.32. 145 192.168.1.199 TCP 66 443 — 58600 [ACK] Seq=3006 Ack=523 Win=4982 Len=0 TSval=1160323677 TSecr=47993
193 34, 569017 170.18.32. 145 192.168.1.199 TLSw1.2 72 Change Cipher Spec

194 34,569298 170.18.32. 145 192.168.1.199 TLSv1.2 111 Encrypted Handshake Message

195 34,570352 192.168.1.199 170.18.32.145 TCP 66 58680 — 443 [ACK] Seq=522 Ack=3057 Win=65535 Len=8 TSval=47995 TSecr=1160323688
196 34617247 192.168.1. 199 170.18.32, 145 TLSv1. 2 494 Application Data

361 84.864075 192.168.1.179 170.18.32, 145 TLSv1.2 284 client Hello

362 B4.871573 170.18.32. 145 192.168.1.179 TLSv1.2 1514 Server Hello

363 B4.872101 170.18.32.145 192.168.1.179 TCP 1514 [TCP segment of a reassembled PDU]

364 84.872159 170.18.32, 145 192.168.1.179 TLSv1.2 175 certificate, Server Hello Done

365 B4.873762 192.168.1.179 170.18.32. 145 TCP 66 49302 — 443 [ACK] Seq=219 Ack=2897 Win=65535 Len=0 TSval=395945929 TSecr=1162681335
366 B4.873847 192.168.1.179 170.18.32. 145 TCP 66 49302 - 443 [ACK] Seq=219 Ack=3006 Win=65535 Len=0 TSval=395945929 TSecr=1162681335
367 84.878828 192.168.1.179 170.18.32. 145 TLSv1.2 384 client Key Exchange, Change Cipher Spec, Hello Request, Hello Request

368 B4.885878 170.18.32.145 192.168.1.179 TCP 66 443 - 49302 [ACK] Seq=3006 Ack=537 Win=4916 Len=0 TSval=1162681352 TSecr=395945933
369 B4.8889976 170.18.32.145 192.168.1.179 TLSv1.2 72 change Cipher Spec

370 84.890273 170.18.32. 145 192.168.1.179 TLSv1.2 111 Encrypted Handshake Message

371 84.802182 192.168.1.179 170.18.32, 145 TCP 66 49302 — 443 [ACK] Seq=537 Ack=3012 Win=65535 Len=0 TSval=395945945 TSecr=1162681355
372 B4.892266 192.168.1.178 170.18.32. 145 TCP 66 49302 — 443 [ACK] Seq=537 Ack=3057 Win=65535 Len=0 TSval=395945945 TSecr=1162681355
373 B4.8092742 192.168.1.179 170.18.32.145 TLSv1.2 397 Application Data
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6.2 Trafico TLS (seguro) entre el terminal de pagos y Banco
G/ 2y az2NDOA2E
APK

2645 79.840871 192.168.1.199 190.153.227.5 TLSv1.2 271 client Hello

2646 79.846079 190.153.227.5 192, 168.1.199 TCP 66 443 — 41350 [ACK] Seq=1 Ack=206 Win=4584 Len=0 TSval=1160342589 TSecr=52522
2647 79.847406 190.153.227.5 192.168.1.199 TLSv1.2 1514 Server Hello

2648 79.847772 190.153.227.5 192.168.1.199 TCP 1514 [TCP segment of a reassembled PDU]

2649 79.848183 190, 153.227.5 192.168.1.199 TLSv1.2 715 Certificate, Server Key Exchange, Server Hello Done

2650 79.848656 192.168.1.199 190.153.227.5 TCP 66 41350 — 443 [ACK] Seq=206 Ack=1449 Win=98624 Len=8 TSval=52522 TSecr=1160342590
2651 79.848910 192.168.1.199 190.153.227.5 TCP 66 41350 — 443 [ACK] Sel 06 Ack=2897 Wi 3440 Lel TSval=52522 TSec 160342590
2652 79.849314 192, 168.1.199 190.153.227.5 TCP 66 41350 — 443 [ACK] Seq=206 Ack=3546 Win=96512 Len=@ TSval=52522 TSecr=1160342590
2653 79.854090 192.168.1.199 190.153.227.5 TLSv1.2 192 client Key Exchange, Change Cipher Spec, Hello Request, Hello Request

2654 79.857118 190.153.227.5 192.168.1.199 TCP 66 443 -~ 41350 [ACK] Seq=3546 Ack=332 Win=4704 Len=0 TSval=1168342601 TSecr=52523
2655 79.857932 190.153.227.5 192, 168.1.199 TLSv1.2 72 Change Cipher Spec

2656 79.900462 192, 168.1.199 190.153.227.5 TCP 66 41350 — 443 [ACK] Seq=332 Ack=3552 Win=96512 Len=0 TSval=52528 TSecr=1160342602
2657 79.903690 190.153.227.5 192.168.1.199 TLSv1.2 111 client Hello[Malformed Packet]

2658 79.905423 192.168.1.199 190.153.227.5 TCP 66 41350 — 443 [ACK] Seq=332 Ack=3597 Win=96512 Len=0 TSval=52528 TSecr=1160342647
2659 79.960072 192, 168.1.199 190.153.227.5 TLSv1.2 508 Application Data

3360 116. 187051 192.168. 190.153.227.5 TLSvl.2 282 Client Hello

3361 116. 187506 190.153. 192.168.1.179 TCP 1514 [TCP segment of a reassembled PDU

3362 116, 187867 190.153. 192,168, 1,179 TLSvl.2 1514 Application Data[TCP segment of a reassembled PDU

3363 116, 187924 190.153. 192,168, 1,179 TCP 66 443 — 49319 [ACK] Seq=1 Ack=217 Win=4592 Len=0 TSval=1162686285 TSecr=395977053

3364 116, 187978 190,153, 192,168, 1,179 TLSv1.2 168 Server Hello, Change Cipher Spec

3365 116, 102156 192.168. 190,153, 227.5 TCP 66 49316 — 443 [ACK] Seq=2610 Ack=113817 Win=128128 Len=0 TSval=305077060 TSecr=1162686279

3366 116, 192251 192, 168. 190.153,227.5 TCP 66 49316 ~ 443 [ACK] Seq=2619 Ack=113833 Win=128128 Len=0 TSval=395977060 TSecr=1162686279

3367 116.192315 192.168. 190.153.227.5 TCP 66 49316 ~ 443 [ACK] Seq=2619 Ack=115294 Win=126656 Len=0 TSval=395977060 TSecr=1162686279

3368 116.192377 192.168. 190.153.227.5 TCP 66 49316 — 443 [ACK] Seq=2619 Ack=118190 Win=123776 Len=0 TSval=395977060 TSecr=1162686279

3369 116.192437 192.168. 190.153.227.5 TCP 66 49319 — 443 [ACK] Seq=217 Ack=103 Win=131648 Len=0 TSval=395977060 TSecr=1162686285

3370 116.192498 192.168. 190.153.227.5 TCP 66 [TCP Window Update] 49316 - 443 [ACK] Seq=2619 Ack=118190 Win=131072 Len=0 TSval=395977060 TSecr=1162686279
3371 116, 192761 190.153. 192,168, 1,179 TCP 66 443 — 49321 [ACK] Seq=1 Ack=217 Win=4592 Len=0 TSval=1162686289 TSecr=395977056

3372 116, 193479 190.153. 192,168, 1,179 TLSv1.2 168 Server Hello, Change Cipher Spec

3373 116, 195006 192, 168. 190,153,227, 5 TCP 66 49321 — 443 [ACK] Seq=217 Ack=103 Win=131648 Len=0 TSval=305977064 TSecr=1162686289

3374 116, 105835 190.153.227.5 192,168, 1,179 TLSv1.2 111 Hello Reguest, Hello Request

3375 116. 196383 190.153.227.5 192.168.1.179 TLSvl.2 547 Application Data, Application Data

6.3 Trafico TLS (seguro) entre el terminal de pagos y Banco
G{ O20GAl o0l yO¢

APK

11610 409, 862256 192.168.1.199 96.17.24.71 TLSv1.2 267 client Hello
11611 409, 863961 96.17.24.71 192, 168.1.199 TCP 66 443 — 35012 [ACK] Seq=1 Ack=202 Win=20080 Len=0 TSval=329180543 TSecr=85524
11612 409.864728 96.17.24.71 192.168.1.199 TLSvl.2 1514 Server Hello
11613 409, 8648931 96.17.24.71 192.168.1.199 TCP 1514 [TCP segment of a reassembled PDU]
11614 409, 865102 96.17.24.71 192.168.1.199 TLSv1.2 1266 Certificate[TCP segment of a reassembled PDU]
11615 409, 866043 96.17.24.71 192.168.1. 199 TLSvl.2 1514 certificate Status[TCP segment of a reassembled PDU
11616 409, 867587 192.168.1.199 96.17.24.71 TCP 66 35012 — 443 Len=0 TSval=85524 TSecr=320180543
11617 409, 867748 192.168.1.199 96.17.24.71 TCP 66 35012 — 443 Len=0 TSecr=329180543
11618 409.867828 192.168.1.199 96.17.24.71 TCP 66 35012 — 443 Len=0 TSecr=329180543
11619 409, 867999 192, 168.1.199 96.17.24.71 TCP 66 35012 — 443 [ACK] Seq=202 Ack=5545 Win=99328 Len=0 TSval=85524 TSecr=329180545
11620 409, 869435 96.17.24.71 192.168.1.199 TLSv1.2 335 Server Key Exchange, Server Hello Done
11621 409.870309 192.168.1.199 96.17.24.71 TCP 66 35012 — 443 [ACK] Seq=202 Ack=5814 Win=99328 Len=0 TSval=85525 TSecr=329180548
11622 409, 877541 192.168.1.199 96.17.24.71 TLSv1. 2 192 client Key Exchange, Change Cipher Spec, Hello Reguest, Hello Request
11623 409, 879844 96.17.24.71 192, 168.1.199 TLSw1.2 324 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
11624 409,920492 192.168.1.199 96.17.24.71 TCP 66 35012 — 443 [ACK] Seq=328 Ack=6072 Win=99328 Len=0 TSval=85530 TSecr=329180559
11625 409.932354 192.168.1.199 96.17.24.71 TLSv1.2 743 Application Data
9948 148.247713 192.168.1.179 64.233.186.97 TLsvi.2 288 client Hello
9949 148.250035  64.233.186.97 192.168.1.179 TCP 66 443 - 49326 [ACK] Seq=1 Ack=223 Win=43520 Len=0 TSval=1058219057 TSecr=396008755
9950 148,251952  64,233,186,07 192.168.1,179 TLSv1.2 1484 Server Hello
9951 148,252171  64,233.186.97 192.168.1,179 TCP 1484 [TCP segment of a reassembled PDU
9952 148.252235  64.233.186.97 192.168.1.179 TLSvl.2 391 Certificate, Server Key Exchange, Server Hello Done
9953 148254262 192.168.1.179 64.233.186.97 TCP 66 49326 — 443 [ACK] Seq=223 Ack=2837 Win=128448 Len=0 TSval=396008762 TSecr=1058219058
9954 148, 254365 192.168.1,179 64.233.186.97 TCP 66 49326 — 443 [ACK] Seq=223 Ack=3162 Win=128128 Len=0 TSval=396008762 TSecr=1058219058
9955 148, 255303 192.168.1,179 64.233.186.97 TCP 66 [TCP Window Update] 49326 — 443 [ACK] Seq=223 Ack=3162 Win=131072 Len=0 TSval=396008762 TSecr=1058219058
9956 148,275296 192.168.1.179 64.233.186.97 TLSv1.2 159 Client Key Exchange, Change Cipher Spec, Hello Request, Hello Request
9957 148.276596 192.168.1.179 96.17.24.71 TLSv1.2 544 Application Data
https://nivel4.com
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6.4 Trafico DNS

34,517990
2626 78.749603
2639 79.757747
2640 79,826871
2641 79.830107
7346 88.066883
7347 88,971138
7416 190.550389
7441 191,550022

11605 409. 695301

11606 400. 842258

DNS 81

DNS 97
DNS 81
DNS o7
DNS 76

DNS 92
DNS 81
DNS 97
DNS 77
DNS. 170

o i
Standard query response 0%4dS5 A i, of ficebanking, cL CNAHE Wiz, of ficebanking.cl A 110.18.32. 143

Standard query ©x573a A www.bancoconsorcio, cl

Standard query response 0x573a A www bancoconsorcio.cl A 190.153.227.5

Standard query ©x88d7 A www.bancoconsorcie, c.

Standard query response 0x58d7 A www bancoconsorcio.cl A 190.1532,227.5

standard query ©x547b A inbox.google.com

Standard query response 0x547b A inbox.google com A 172,217.162,37

Standard query @xced7 A www.bancoconsorcio, cl

Standard query response 0xced7 A www bancoconsorcio.cl A 199.153,227.5

Standard query Ox5dfa A www.scotiabank.cl

Standard query response 0x5dfa A www.scotiabank.cl CNAME www. scotiabank.cl edgekey.net CNAME 10175 .b.akamaiedge.net A 96.17.24.71

1.
1.
1.
1.
1.
1.
1.
1.
1.
1.
1.1

75 Standart
B4 Standard
147 Standard
135 Standard
81 Standard
83 Standard
85 Standard
77 Standard

query
query
query
query
query
query
query
query
query
query
query
query
query
query

50 A waw.gstatic. com
©x945h A ss1.google-analytics. com

response 0x845h A ss1.google-analytics. com CHAME ssl-google-analytics. 1 google.com A 64.233.185,97
response 0x827 A graph. facebook. com CHAME api.facebook.com GHAME star.clor. facebook.com A 179.60.193.16
response OxFfO0 A www.pgstatic.com A 172.217.162.35

@xSce2 A khipu.com

response @xScc2 A khipu.com A 50.22.89.18

©x3aB9 A ocsp. comadoca, com

response Gx3aB A ocsp. comodoca.com A 178, 255.83.1

©x1c75 A www.of ficebanking. c1

response Ox1c75 A www.of flcebanking. cl GHAME www2.officebanking.cl A 170.18.32. 145

Oxeb06 A tags. tigodn. com

©xcab3 A bancosantanderinversiones. finmarketslive.
Paaponon GacaB3 A bancosontandor inver alonme: Fimmckatalive.cl A 180,215, 32, 172

i X X B2 Standard query 8xcc3? A push, Finmarketslive.cl
2548 B5.201520 182,168 1 182,168 179 DRS. 08 Standard query response ©xcc37 A push, finmarketslive.cl A 180.215.32,172
2618 B5.337488 182,168 1 182,168 19 DRS. 185 Standard query response ©xebDS A tags. tigodn.com CNAME tags. tigodn.com.edgekey.net CNAME e8001.b.akamaiedge net A 23,45, 137.187
2724 B5.417109 182,168 179 182,168 1 DRSS B3 Standard query ©x3%98c A push2. finmarketslive.cl
2725 B5.419436 182,168 1 182,168 i DKS. 98 Standard query response ©x398c A push2. finmarketslive.cl A 196, 215.35. 164
2708 85471863 192.168.1.179 192,168 DRS 84 Standard quary 0x730d A www.googls-analytics, com
2800 85, 47526 192,168 192,168.1.179 DS 224 Standard quary ragponss 6x730d A . oogle-analytic.com CHAHE v googls-analytics. 1. googla. cum A €4.233.106, 102 A 64233, 106. 135 A €4.233.106. 113 & 4.,
13,9 E E i DNS 31 Standard quary Oxfabd A wew.bancoconsereso. cl
] L1681, .i66.1.1 DS 81 Standard quary oxfdbd A www.bancoconsorcio.cl
3133 114, 003798 192.168.1.1 192,168.1.179 DS §7 Standard qusry respoes Oxfdbd A . bancoconsorcic.cl A 190.193.221.5
3144 115,048032  192.168.1,179 192,168.1.1 DS 80 Standard quary ox6cds A ocsp2.globalsign
3145 115.051807  192.168.1.1 192, 168.1.179 DS 195 Standard query response Ox6c0s A ocsp2. giobalsign. com CHANE global.prd. cdn, globalsign.com CNANE celn.globalsigneen, com.cdn.cloudflare.net A 164.31.74.124 ,
29, 2 192.168.1.179 192,168.1.1 DS 81 Standard quary 0x3807 A www.bancoconsorcio.cl
64 130, 208066 192.168.1.1 192,168.1.179 DNS 97 Standard quary response 0x3807 A wew.bancoconsorcio.cl A 190.183,227.5
6685 130, 301196 192.168.1.179 192.168.1.1 DS 61 Standard quary 0x3807 A wew. bancaconsorcio.c.
77 131, 3090 92.168.1.1 192,168.1,179 DS 97 Standard quary responss 0x3807 A www.bancoconsorcio.cl A 190.153.227.5
9809 147, 569525 192.168.1.179 192.168.1,1 DNS 77 Standard query 0x70d4 A www.scotiabank.cl
9890 147717671 192.168.1.1 192,168.1.179 DS 170 Standard quary responss Ox70d4 A k. €1 CHAME v .c1 adgekey.nat CHANE 910175.b, akamaisdge.nat A 95.17.24.71
9907 147, 7603 192.168.1.179 192.168.1.1 DS 76 Standard qusry Oxe0ch A ocsp. entrust.nat
9912 147,007960  192.168.1.1 192,168.1.179 DNS 167 Standard query responss Oxedch A ocsp.entrust.net ONAKE ocsp.entrust,net.edgekey,net CHAME e6913.dscx akamaiedge.net A 23.3,247.209
POIR.INI0 1821881179 192.168.1,1 DS 84 Standard quary 0131 A . googletagmnagar. con
192.168.1.1 192,168.1.179 ohs 147 Standard 2 Oxi318 A . googletagmanager . con CNAKE we-googletagmanager. L. google.can A 64.233. 166,97
Jo2h g Seamas 1o a6 1 im0 182,168 1.1 DKS 84 Standard Sribeaa
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6.5 Trafico HTTP

Mo Pratocel Length info
3 1 324 GET DAZEAHE 4w TDBINAKG 58852V B 2F KRB SKgHUTELNk OGNS a0 1RAN TGN j0od: 30 HTTP/L
1 3,1 HTTP 322 GET DAGEANEOwS 28 JHAK G DBBS7r 34CP fqmB TyE )q3U0] | 521 1y 1AIQBQUDGNTr&2F £Q. D HTTP/L, 1
182.168,1.179 acsp 527 Response
186 25, 228602 182.168,1.179 acsp 1182 Response

2151 115. 061285 104.31.74.124 HTTR 318 GET /g 1shazgara/uF TaBQAEF] VEZAEykpA7TBATY ITadTy (QINHEF2 T FEERDmUp HTTP/1.1
2154 115, 084211 104.31.74.124 HTTP 312 GET /rootr3/ T Qe i q TNIZRAXSXID HTTP/1.1

2157 115.089055 192.162.1.179 acsp 563 Response

2164 115431535 192,162, 1,179 acsp 720 Response

9916 147921359 23.3,247.209 HTTP 305 GET / GBS SOANT IMEFbQAfLBBRAC1Z6087 v Fec TavHUB T2 fkBINGWINYAHAOGAARABRO2aM HTTP/1, 1

9919 147, 925788 192.188,1.179 ocsp 988 Response

6.6 Otro Trafico
APK

No. Time Source Destination Protocol Length Info
2 5,158970 Tp-LinkT_df:18: Motorola_13: 42 192.168.1.1997 Tell 192.

232 5.279651 Motorola 13:87:7hb Tp-LinkT_df:10:c8 ARF 42 192.168.1.199 is at do:f8:8c:12:87:7h
2508 62, 579967 Tp-LinkT_df:10:c8 Motorola_12:87:7b ARP 42 Who has 192.188.1.1997 Tell 192.168.1.1
2509 62.629291 Motorola 13:87:7b Tp-LinkT_df:10:c8 ARF 42 192.168.1.199 is at do:f8:8c:12:87:7b
7405 140. 159854 Tp-LinkT_df:10:c8 Motorola_13:87:7b ARFP 42 Who has 192.188.1.1897 Tell 182.168.1.1
TADE 140, 240325 Motorola _12:87:7b Tp-LinkT_df:10:c8 ARF 42 Who has 192.168.1.17 Tell 192.168.1.199
T407 140, 240407 Tp-LinkT df:10:c8 Motorola 13:87:7h ARP 42 192.168.1.1 is at a4:2b:bo:df:10:c8
7408 140, 243007 Motorola_12:87:7hb Tp-LinkT_df:10:c8 ARP 42 192.168.1.199 is at do:f8:8c:12:87:7b

11366 195, 609969 Tp-LinkT_df:10:c8 Motorola_13:87:7h ARF 42 Who has 192.168.1.1997 Tell 192.168.1.1
11367 195.641498 Motorola 132:87:7b Tp-LinkT_df:10:c8 ARF 42 192.168.1.199 is at do:fB8:8c:13:87:7b
11374 256, 199964 Tp-LinkT_df: 10:c8 Motorola_13:87:7h ARF 42 Who has 192.168.1.1997 Tell 192.168.1.1
11375 256, 262514 Motorola_13:87:7hb Tp-LinkT_df:10:c8 ARP 42 192.168.1.199 is at do:f8:8c:13:87:7b
11376 292,531522 Motorola_12:87:7hb Tp-LinkT_df:10:c8 ARFP 42 who has 192.168.1.17 Tell 192.168.1.199
11377 292.531583 Tp-LinkT_df:10:c8 Motorola_13:87:7h ARF 42 182.168.1.1 is at a4:2b:bo:df:10:c8
11386 328, 859960 Tp-LinkT_df:10:c8 Motorola_13:87:7b ARP 42 Who has 192.168.1.1997 Tell 1892.168.1.1
11387 328,863915 Motorola_13:87:7hb Tp-LinkT_df:10:c8 ARP 42 192.168.1.199 is at do:f8:8c:13:87:7b
11394 334,712379 Motorola_12:87:7hb Tp-LinkT_df:10:c8 ARP 42 Who has 192.188.1.17 Tell 192.168.1.199
11395 334.712443 Tp-LinkT_df:10:c8 Motorola 13:87:7b ARF 42 192.168.1.1 is at a4:2b:bo:df:10:c8
11404 365. 429851 Tp-LinkT_df:10:c8 Motorola_13:87:7b ARFP 42 Who has 192.188.1.1897 Tell 182.168.1.1
11405 365.528413 Motorola _12:87:7b Tp-LinkT_df:10:c8 ARF 42 192.168.1.199 is at do:fB8:8c:13:87:7b
11705 410,089970  Tp-LinkT_df:10:c8  Motorola 13:87:7b  ARP 42 who has 192.168.1,1997 Tell 192,168.1.1
11706 410,091535  Motorola_13:87:7b  Tp-LinkT_df:10:c8  ARP 42 192.168.1.199 is at do:f8:8c:13:87:7b
No Time Source Destination Protocol Length Info
7 Tp-LinkT_df:16: ARP 42 Who has 192.168.1.179? Tell 192.168.1.1
20:ee:28:db:b7:8d Tp-LinkT_df:10:c8 ARP 42 192.168.1.179 1s at 20:ee:28:db:b7:8d
138 17.912807 192.168.1.179 224.0.0.251 MDNS 103 Standard query ©x0000 PTR _homekit._tcp.local, "QM" question PTR _sleep-proxy._udp.local, "QM" guestion
224 66.745213 Tp-LinkT_df:160:c8 20:ee:28:db:b7:8d ARP 42 Who has 192.168.1.179? Tell 192.168.1.1
225 66.871210 20:ee:28:db:b7:8d Tp-LinkT_df:10:c8 ARP 42 192,168.1.179 is at 20:ee:28:db:b7:8d
246 80, 117669 20:ee:28:db:b7: -LinkT_df:10:c8 ARP 42 Who has 192.168.1.1? Tell 192.168.1.179
247 80, 117728 B :28:db:b7:8d ARP 42 192,168.1.1 is at ad:2b:bo:df:10:c8
3205 115.645290 :28:db:b7:8d ARP 42 Who has 192.168.1.17 Tell 192.168.1.1
42 192, 168.1. 17! db: b d
X 70 Destination un a
cf el db: 42 Who has 192 168 17 192 1
11437 163.950813 20:ee:28:db:b7:8d Tp-LinkT_df:10:c8 ARP 42 192.168.1.179 is at 20:ee:28:db:b7:8d
11442 166. 103926 192.168.1.179 17.253.18.125 NTP 90 NTP Version 4, client
11443 166,238249 17.25%2,18,125 192.168.1.179 NTP 90 NTP Verslon 4, server
11444 166, 3204030 192,168.1,179 17.253.12.125 NTP 90 NTP Version 4, client
11445 166.454849 17.253.12.125 192.168.1.179 NTP 90 NTP Version 4, server
11446 166.510561 192.168.1.179 17.253.18.253 NTP 96 NTP Version 4, client
11447 166.670255 17.253.18.253 192.168.1.179 NTP 90 NTP Version 4, server
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6.7 Analisis del terminal de pagos

Como se puede ver en las siguientes tablas el trafico que se genera al utilizar la aplicacion
de khipu solo se realiza con servidores confiables mediante canales seguros.

6.7.1 Android

Destino

Tipo de Tréfico

Descripcion

192.168.1.199 50.22.89.18 TLSV1.2 khipu

192.168.1.199 170.18.32.145 TLSV1.2 SEMEIEAMERCET OTiEE-
banking

192.168.1.199 190.153.227.5 TLSv1.2 BancoConsorcio

192.168.1.199 96.17.24.72 TLSv1.2 BancoScotiabank

6.7.2 i0S

Destino

Tipo de Tréfico

Descripcion

192.168.1179 50.22.89.18 TLSV1.2 khipu

192.168.1.179 | 170.18.32.145 TLSV1.2 ZREMED SRMETEEr OREe-
banking

192.168.1. 179 190.153.227.5 TLSv1.2 Banco Consorcio

192.168.1. 179 96.17.24.72 TLSv1.2 Banco Scotiabank
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7 Analisis SSL

El siguiente andlisis tiene como objetivo determinar el nivel de seguridad en la implemen-
tacion de SSL/TLS, se realizaran pruebas para determinar si se ve afectado por las vulnera-
bilidades conocidas hasta el momento

7.1 khipu.com¢ 50.22.89.18 puerto 443

TLS_FALLBACK_SCSV | RFC 7507 No vulnerable

Vulnerabilidad Identificador Estado Observaciones
Heartbleed CVE20140160 V4 No vulnerable
CCS CVE20140224 v No vulnerable
ROBOT CVE201717382 v No vulnerable
Secure Renegotiation CVE2009-3555 v No vulnerable
i‘zggeoggteig:nmated CVE20111473 < | Novulnerable
CRIME CVE20124929 V4 No vulnerable
BREACH CVE20133587 v No vulnerable
POODLE CVE20143566 v No vulnerable
v
SWEET32 CVE20162183 V4 No vulnerable
FREAK CVE20150204 v No vulnerable
DROWN CVE20160703 v No vulnerable
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LOGJAM CVE20154000 < | Novulnerable

BEAST CVE20113389 X | Vulnerable

LUCKY13 CVE20130169 X | vulnerable
CVE20132566

RC4 i v No vulnerable

Se detectaron 2 vulnerabilidades en la implementacion de SSL/TLS del sitio khipu.com las
que afectan la confidencialidad de la informacion, sin embargo, estas vulnerabilidades tie-
nen un alto grado de dificultad de explotacion y se requieren condiciones especiales para

su correcta explotacion.

7.2 Referencias

Nombre Link de referencia

Heartbleed https://cve.mitre.org/cqgi-bin/cvename.cgi?name=CVE-2014-0160
ROBOT https://robotattack.org/

BREACH http://breachattack.com/

POODLE https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-3555
FREAK https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0204
Logjam https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4000
BEAST https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-3389
RC4 https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-2566
SLOTH http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-7575
DROWN https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0800
g?:glgg https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2107
SWEET32 https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2183
LUCKY13 https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-0169
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8 Ethical Hacking Mobile

8.1 Procesos automatizados y verificacion manual

Analisis de Package

b

A

Ingenieria Reversa

Desempaquetado

Decompilacion

Anélisis de integridad

Andlisis de metadatos

Analisis de strings

Busqueda con expresiones regulares
9 Andlisis en VirusTotal (malware)

= =4 -4 —a -8 -9

Andlisis de Packag&e analiza de forma estatica el paquete compilado para los distintos
sistemas operativos. En caso de Android se analiza el archivo APK 'y en el caso de iOS (para
iPhone) el archivo IPA. Estos paquetes son sometidos a distintos tipos de analisis que veri-
fican su integridad y seguridad.

Ingenieria ReversaDurante este proceso las aplicaciones son decompiladas con el fin de
realizar un andlisis de cAdigo. Este tipo de andlisis permite detectar malas préacticas de desa-
rrollo, fugas de informacién mediante el cédigo fuente, como direcciones IP, usuarios, cla-
ves. Ademaés, permite conocer internamente los distintos componentes que utiliza la apli-
cacion.
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8.2 Analisis APK

El resultado del analisis para la aplicacion mévil es el siguiente:

Nombre ' khipu.apk

SHA256 asff742eb5b82d87cde85a4bf94c298100ef4eebc61dfbbec069a86340f0b4c8
Tamarfo 7.2 MB
Tipo Android
URLs
6
Interesantes
IPs encontradas 0
Emails
0
encontrados

8.2.1 URLs detectadas

https://khipu.com/payment/simplified/
https://khipu.com/payment/show/
https://khipu.com/payment/end/
https://khipu.com/cerebro/
https://khipu.com/app/2.0/automaton
https//khipi.com/zendesk/support

ook wbdE
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8.2.2 Direcciones IPs detectadas

No se encontraron direcciones IP en el analisis.

8.2.3 Direcciones de correo detectados

No se encontraron direcciones de correo en el analisis.
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8.3 Analisis de Malware

Se hizo un andlisis utilizando distintos motores de antivirus, lo que permite la deteccién de
virus, gusanos, troyanos y todo tipo de malware que contengan los archivos .ipay .apk co-
rrespondiente a iOS y Android respectivamente. En este periodo se analizé la .apk debido a
su cambio de version y la .ipa debido a un cambio en su hash.

Motor Estado
Ad-Aware V4

AegisLab

AhnLabV3

Alibaba

ALYac

Antiy-AVL

Arcabit

Avast

Avast Mobile Security

AVG

Avira

AVware

Baidu

NNSNSNSNSSNSNSSNSNSASSAS

BitDefender
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Bkav

CATQuickHeal

ClamAV

CMC

Comodo

Cyren

Emsisoft

eScan

ESE-NOD32

FProt

FSecure

Fortinet

GData

lkarus

Jiangmin

K7AntiVirus

K7GW

Kaspersky

Kingsoft

N NSNS SNSNSNSNSSNSYYNSSNSNSNSSNSNSASNSS
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Malwarebytes

MAX

McAfee

McAfee-GW-Edition

Microsoft

NANGAntivirus

nProtect

Panda

Qihoo-360

Rising

Sophos AV

SUPERAnNtiSpyware

Symantec

Symantec Mobile Insight

Tencent

TheHacker

TrendMicro

TrendMicroHouseCall

Trustlook

N NNSNSYNSNSSNSNSSNSSNSNSSNSSNSNSSNSSNANSAS
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KHIPU

VBA32

VIPRE

ViRobot

Webroot

WhiteArmor

Yandex

Zillya

ZoneAlarm

Zoner

N NSNS SNSNSN NSNS
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Motor

Estado

Ad-Aware

K

AegisLab

AhnLabV3

Alibaba

ALYac

Antiy-AVL

Arcabit

Avast

Avast Mobile Security

AVG

Avira

AVware

Baidu

BitDefender

Bkav

CATQuickHeal

ClamAV

CMC

SN NSNS SNSNSYNSSNSNSSNSSNSSNSNASNSS
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KHIPU

Comodo

Cyren

Emsisoft

eScan

ESENOD32

FProt

FSecure

Fortinet

GData

lkarus

Jiangmin

K7AntiVirus

K7GW

Kaspersky

Kingsoft

Malwarebytes

MAX

McAfee

McAfee-GW-Edition

N NSNS SNSNSNSNSSNSYYNSSNSNSNSSNSNSASNSS
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Microsoft

NANGAntivirus

nProtect

Panda

Qihoo-360

Rising

Sophos AV

SUPERAnNtiSpyware

Symantec

Symantec Mobile Insight

Tencent

TheHacker

TrendMicro

TrendMicroHouseCall

Trustlook

VBA32

VIPRE

ViRobot

Webroot

N NNSNSYNSNSSNSNSSNSSNSNSSNSSNSNSSNSSNANSAS
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WhiteArmor

Yandex

Zillya

ZoneAlarm

NN N NS

Zoner

9 Vulnerabilidades declaradas

A continuacion, se listan las vulnerabilidades declaradas por terceros que puedan compro-
meter la seguridad de la aplicacion y khipu.com.

En este periodo de anlisis se encontraron 2 vulnerabilidades que afectan a la implementa-
cion de SSL/TLS, la primera de ellas es BEASTCVE-2011-3389), esta vulnerabilidad afecta a
la versién 1 de TLS, esta vulnerabilidad se encuentra mitigada al soportar la version 1.1y
1.2 de TLS, para corregirla correctamente, se debe desactivar el soporte para TLS 1.

La segunda vulnerabilidad es LUCKY 1&VE-2013-0169) esta afecta a las implementaciones
de TLS que utilicen el modo de cifrado CBC (Cipher-Block-Chaining), por lo cual la mitigacion
es deshabilitar los cifrados que utilicen estos métodos y siempre tener la Ultima version
estable de OpenSSL.

Referencias

https://www.openssl.org/blog/blog/2016/08/24/sweet32/
http://www.isg.rhul.ac.uk/tls/
https://raymii.org/s/tutorials/Strong_SSL_Security On_nginx.html
https://cipherli.st/

= =4 -4 A
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10 Anexos

5571faa36e85e3cc33231¢1443039c15a7

khipuandroid09052018.cap 3017404c07a8ed62568d31e566706a

1

6f6156e81ce2911822763212af19349b2d

Khipuipa09052018.cap 7e60d15aba5ef142¢87d0b51bf49%e1
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