
Steps to Take If  Your Personal Email has been Compromised

Having your email account compromised could lead to more severe problems, such as identity theft and other security and privacy 
intrusions, which could affect your reputation and finances. Before you panic, follow these simple steps to protect your information:

Change Your Passwords
• Use long and unique easy-to-remember passphrases for different accounts.  Password manager apps help create and manage multiple account passwords.
• Consider changing your password on any accounts that use the same password or which use your compromised email address.
• Enable 2-step authentication where possible.  This extra step requires a code sent to your phone to log in to an account.  Unless the hacker has your device, 

you alone can access the code. 

Check Your Email Settings
• Check your account settings for anything that may have changed. Hackers could have your emails forwarded to them, which could allow them to receive 

login information and obtain your contacts’ email addresses. If you use an email signature, check for any dubious changes the hacker might have made.
• Consider sending an alert message to your contacts informing them your email has been hacked and to ignore any suspicious message or post coming from 

you, or bearing your name.  Warn them about clicking on sent links as well.

Scan Your Computer For Malware
• Run a malware scan or take your computer to a reputable place for professional assistance, such as Best Buy's Geek Squad.  
• If your scans detected malware, change your password again and re-check your settings. Changing your passwords without cleaning your system might not 

lock hackers out of your accounts if you have malware sending them your new keys.

For more about how Baird protects your information, contact 
your financial advisor or visit our Information & Site Security 
website at http://www.rwbaird.com/help/safety-security/site-
security.aspx. 

To learn more about how you and your family can stay safe 
and secure online, visit the Department of Homeland Security 
website at https://www.dhs.gov/stopthinkconnect.
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