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Legacy Planning
    for 
Digital Assets 

The Brave New World of

 As the executor of her recently departed 
father’s estate, a daughter begins to inventory 
Dad’s assets. She knows he executed many of his 
transactions electronically, and archived account 
statements online. In rummaging through her 
father’s desk, she finds a list of accounts with user 
IDs and passwords. Grateful to have this shortcut 
to locating Dad’s assets, she logs on and begins the 
process of identifying, sorting, and dispersing the 
estate. And in doing so, the daughter may be a 
hacker, in violation of the Criminal Fraud and 
Abuse Act (CFAA), which imposes fines and even 
imprisonment for “accessing a computer without 
authorized access or exceeding authorized access.” 
 Welcome to the labyrinth of digital assets, 
where new technologies, privacy, identity theft, 
Terms of Service Agreements, and still-emerging 
law create a maze for beneficiaries, surviving 

2016, LifeHealthPro article that “Some studies 
show the average person has 90 online accounts, 
ranging from social media to banking.” And many 
of these assets are “orphaned.” Blachly says 
approximately 30 million Facebook accounts 
belong to deceased individuals. 
 So while everyone may have them, most of us 
have a very poor handle on our digital assets. We 
have forgotten passwords, stopped using applications, 
moved files to disks and thrown them in a drawer. 
Another problem: almost no one reads the Terms 
of Service Agreements (TOSAs) for online 
applications before clicking “I agree.” 
 A July 2016 working paper from Michigan 
State University and the University of Connecticut 
gave 543 students a TOSA for a fake social 
media site that required them to give up their 
first born child (by no later than 2050), and said 
their data would be shared with the NSA and 
future employers. Almost no one read the TOSA 

– and those who did, signed anyway.
 The TOSA above may be a joke, but 
companies that provide digital services have real 
liability concerns about the data they collect, 
store and share. Consequently, many TOSAs are 
very restrictive. For users of one of the larger 
e-mail platforms, here is a portion of the TOSA 
addressing the death of a user:
 Terms of Service: No Right of Survivorship 
and Non-Transferability. You agree that your 
account is non-transferable and any rights to 
your ID or contents within your account terminate 
upon your death. Upon receipt of a copy of a 
death certificate, your account may be terminated 
and all contents therein permanently deleted.
 When you are dead, your account and 
everything in it are no more. Emails with 

family members and executors to muddle through. 
As attorney Victoria Blachly put it in the July/
August issue of the American Bar’s Probate & 
Property, “The Internet is outrunning the law.” 

What are Digital Assets?  
 In a July 2016 AICPA article, retirement 
strategist Jeffry Levine gives this definition: 
 “In short, digital assets represent anything 
created, communicated, sent, received or stored 
by electronic means. These assets may have their 
own financial value, such as a desirable domain 
name, may be the way to access assets with 
financial value, such as an online bank account 
that stores statements, or they may just have 
personal and/or sentimental value, such as a 
personal email or social media account.”
 By that definition almost everyone has digital 
assets. Kristen Beckman reports in an August 24, 
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THE BRAVE NEW WORLD OF LEGACY 
PLANNING FOR DIGITAL ASSETS

attachments, pictures, music playlists or other 
content you’d want passed along to children? 
Gone. Bank, credit card, or statements needed by 
your representatives at your death? Gone. And you 
can’t – at least not legally – even pass along your 
login and password info for someone else to use. 
 So what happens to digital assets, especially 
the ones that exist online, when their owners pass? 
How can fiduciaries, like the executors of an estate, 
do their jobs? Right now, there are no standard 
answers, but there are some emerging guidelines.

“The Most Important Law You Don’t 
Know About”
 In 2015, the Uniform Law Commission 
developed the Revised Uniform Fiduciary Access 
to Digital Assets Act (RUFADAA), to clarify and 
standardize the procedures for accessing digital 
assets. RUFADAA is not a federal law, but a 
template for state governments to create 
standardized regulations. As of June 2016, 19 
states had enacted RUFADAA, and another 12 
had introduced it. Because of its potential to 
bring uniformity to the handling of digital assets, 
Levine has called it “the most important law you 
don’t know about.” As summarized by Laura 
Goldsmith in a March 2016 Privacy Law blog 
post, here are the essential principles:
•	 Fiduciaries can access and manage certain 

digital property such as computer files stored in 
the cloud, web domains, and virtual currency.

•	 Fiduciaries cannot access certain digital 
communications such as email, text messages, 

and social media accounts, unless the original 
account holder expressly consented to the 
disclosure (e.g., in a will, trust, power of 
attorney, or other record).

•	 Account holders can also create legally 
enforceable instructions for the disposition of 
their digital assets after death, either naming a 
person to be granted access or directing the 
service to delete the digital assets at that time.

•	 If the original account holder has not given 
express directions regarding disclosure to a 
fiduciary after death, the service provider’s 
terms of use will control whether a fiduciary 
can access the account.  Or, if the terms of use 
are silent, the default provisions of the 
RUFADAA will control.

•	 Fiduciaries do not have the same rights to 
access joint accounts.

•	 Companies will have the right to assess a 
reasonable administrative charge to comply 
with requests for access to digital assets and 
to reject requests that are unduly burdensome.

A Protocol for Preserving Digital 
Assets
 As if pretending to read TOSAs and 
remembering passwords wasn’t enough, owners 
of digital assets must also embrace a new mindset. 
Your ownership privileges are intertwined with 
the companies maintaining these assets as 
combinations of ones and zeros in cyberspace; 
what you own is access. And the relevant question 
is: Who do you want to have access to this stuff 
after you’re gone?
•	 Regardless of whether your state has passed 

RUFADAA, many legal experts recommend 

With so much of our lives 
migrating to the digital world, it is 
absolutely necessary to establish 
legacy protocols to ensure your 
digital assets are intact and 
accessible to future generations.



adding a provision to your will which 
contains a specific authorization for an executor 
to retrieve, preserve or destroy digital assets.

•	 As a matter of education, if an owner leaves a 
list of passwords for executors or trusted family 
members they should also be instructed to only 
use this information after informing the 
service provider. Accessing an account 
without authorization is still a risky legal issue.

•	 Where possible, some owners may want to 
consider authorizing additional users, 
typically a spouse or adult child, to pre-empt 
any access issues later. This might be 
especially appropriate for on-line financial 

“vaults” that allow clients to aggregate 
household financial information and store 
electronic copies of legal documents. 


