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Dear Client, 
Welcome to your July Savvy Cybersecurity newsletter. Read on to learn more about:
· The massive AT&T data breach 
· What caused the Crowdstrike outage
· And more

AT&T Data Breach: What You Need to Know
In a significant cybersecurity incident, telecommunications giant AT&T has revealed a massive data breachaffecting approximately 73 million current and former customers. The breach, which came to light when a dataset was discovered on the dark web, has raised serious concerns about data security and privacy.
The breach impacts 7.6 million current AT&T customers and 65.4 million former account holders. The exposed information is extensive, including sensitive data such as Social Security numbers, account passcodes, full names, email addresses, mailing addresses, phone numbers, dates of birth, and AT&T account numbers.
AT&T's Response
In response to this serious breach, AT&T has initiated several measures:
1. Passcode Reset: The company has proactively reset passcodes for all current customers to prevent unauthorized access to accounts.
2. Investigation: AT&T has launched a comprehensive investigation, enlisting both internal and external cybersecurity experts to determine the full extent of the breach and prevent future incidents.
3. Customer Notification: The company has begun the process of notifying affected customers via email or letter, ensuring they are aware of the potential risks.
4. Protective Services: AT&T is offering complimentary identity theft and credit monitoring services to affected individuals, a standard practice in the wake of large-scale data breaches.
Recommended Actions for AT&T Customers
If you are or have been an AT&T customer, consider taking the following steps:
1. Verify Your Status: Visit AT&T's dedicated webpage for this incident to check if your data was compromised.
2. Stay Vigilant: Be on high alert for potential phishing attempts or suspicious communications. Avoid disclosing personal information in response to unsolicited messages.
3. Monitor Your Accounts: Regularly review your AT&T account and other financial accounts for any unusual activity.
4. Enable Two-Factor Authentication: This adds an extra layer of security to your accounts.
5. Freeze Your Credit: As a precautionary measure, you may want to freeze your credit reports with the major credit bureaus.
6. Update Passwords: Change passwords for your AT&T account and any other accounts where you may have used similar credentials.
The AT&T data breach serves as a stark reminder of the ongoing challenges in data security, even for large corporations. As investigations continue, this incident will likely fuel further discussions on data protection practices and regulations in the telecommunications industry.
Cybersecurity shorts 
AI reshapes cybersecurity landscape: Strategies shift as threats and solutions evolve. A recent study reveals that 75% of surveyed cybersecurity professionals have altered their strategies in response to AI-powered threats, with a majority shifting towards more proactive and preventive approaches. While AI has increased stress and burnout among cybersecurity professionals, organizations are also turning to AI-based tools to automate tasks and reduce workload. As AI technology continues to advance, the cybersecurity industry faces ongoing challenges in adapting to new threats while leveraging AI solutions to enhance protection and alleviate workforce pressures. You can read more here.
CrowdStrike update triggers widespread disruptions. A faulty software update from cybersecurity firm CrowdStrike triggered a massive global technology outage, affecting airlines, banks, media outlets, and government services across multiple countries. The disruption, which began with issues in Microsoft Windows systems, has led to flight cancellations, border crossing delays, and service interruptions in healthcare and financial sectors. While CrowdStrike and Microsoft work to resolve the issue, the incident highlights the fragility of interconnected digital systems and the far-reaching consequences of a single point of failure in today's technology-dependent world.
Safeguarding your data in the wake of AT&T's cybersecurity breach. Following AT&T's recent data breach affecting nearly all customers, cybersecurity experts emphasize the importance of individual proactive measures to protect personal information. Jason McKinley, CEO of Arc Technologies Group, advises implementing multi-factor authentication, avoiding password reuse, and promptly changing compromised passwords across all accounts. He also recommends using a password manager instead of writing down passwords, highlighting that cybersecurity is an ongoing responsibility for both companies and individuals in an era of increasing digital vulnerabilities.
The Federal Communications Commission's recent $200 million cybersecurity pilot program for schools and libraries underscores the growing importance of federal-education collaboration in addressing cyber threats. While this initiative is a step forward, schools must prioritize cybersecurity, implement Zero Trust Segmentation, and effectively utilize available resources to maximize the impact of these efforts. As K-12 institutions increasingly become targets for cybercriminals, a comprehensive approach involving federal guidance, funding, and industry expertise is essential to create resilient digital learning environments. You can learn more about the crucial role of these partnerships play here.
Generative AI: The game-changer in modern cybersecurity. Generative AI is revolutionizing cybersecurity defense by offering advanced threat detection, automated responses, and predictive analytics. This emerging technology is transforming traditional security measures through five key applications: strengthening encrypted protocols, predictive analysis, automated security patch generation, anomaly detection, and scenario-driven cybersecurity training. As organizations increasingly adopt AI-driven security solutions, Generative AI is poised to set new standards in cybersecurity resilience, though its implementation requires a balanced approach that addresses potential risks and ethical considerations.
Software updates
Microsoft: Microsoft has released an update this month for over 100 security issues across various products. Two of the vulnerabilities are currently being exploited. You can read more about the updates here. Your device should prompt you to update automatically. 

