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Identity Theft     

When your personal identification 

information (name, social security 

number, driver license number, etc.) 

has been used to fraudulently open 

credit accounts, bank accounts, obtain 

loans, utilities, telephone services, etc., 

without your knowledge or permission, 

you are the victim of the crime of identity theft. If you believe that your identity has been 

stolen or compromised, you should take the following steps: 

▪ Immediately contact the company or financial institution's fraud department 

where your information was used and alert them of this fraudulent account. Have 

the account closed or cancelled.  

▪ File an immediate police report with the law enforcement agency holding 

jurisdiction where the identity theft occurred and obtain a case number. The 

location of jurisdiction is where the account(s) were opened or services provided.   

▪ Contact the three credit reporting companies (listed at the end of this booklet), to 

report this identity theft complaint. You will need to confirm that a fraud alert is 

placed on your personal credit file. This alert should help prevent any future acts 

of fraud involving your personal identification information where a credit check 

would be conducted with the three credit bureaus.  

What Are The Most Common Ways 

To Commit Identity Theft Or Fraud?  

 

Many people do not realize how easily 

criminals can obtain our personal data 

without having to break into our homes. 

In public places, for example, criminals 

may engage in "shoulder surfing"  

watching you from a nearby location as you punch in your PIN number or credit card 

number.  They can also listen in on your conversation if you give your credit-card 

number over the telephone to a hotel or rental car company.  

 

Even the area near your home or office may not be secure. Some criminals engage in 

"dumpster diving"  going through your garbage cans or a communal dumpster or trash 

bin -- to obtain copies of your checks, credit card or bank statements.  They look for 

records that typically bear your name, address, and even an account number. These types 

of records make it easier for criminals to get control over accounts in your name and 

assume your identity.  

 

 

 



If you receive applications for "preapproved" credit cards in the mail, but discard them 

without shredding up the enclosed materials, criminals may retrieve them and try to 

activate the cards for their use without your knowledge.  

 

Some credit card companies, when sending credit cards, have adopted security measures 

that allow a card recipient to activate the card only from his or her home telephone 

number, but this is not yet a universal practice.  

 

If your mail is delivered to a place where others have ready access to it, criminals may 

simply intercept and redirect your mail to another location.  

 

The Internet is an appealing place for criminals to obtain identifying data, such as 

passwords or even banking information. In their haste, many people respond to "spam" 

(unsolicited E-mail)  that promises some benefit but requests identifying data.  They may 

not realize that the requester has no intention of keeping their promise. In other cases, 

criminals have hacked large databases to obtain large amounts of personal data.  

 

With enough identifying information about an individual, a criminal can take over that 

individual's identity to conduct a wide range of crimes:  

For example,  

• false applications for loans and credit cards. 

• fraudulent withdrawals from bank accounts. 

• obtaining other goods or privileges which the criminal might be denied if 

he were to use his real name.  

 

If the criminal takes steps to ensure that bills for the falsely obtained credit cards, or bank 

statements showing the unauthorized withdrawals, are sent to an address other than the 

victim's, the victim may not become aware of what is happing until the criminal has 

already inflicted substantial damage on the victim's assets, credit, and reputation.  

 

What Can I Do About Identity Theft And Fraud?    

 

To victims of identity theft and fraud, the 

task of correcting false information about 

their financial or personal status, and trying 

to restore their good names and reputations, 

may seem as daunting as trying to solve a 

puzzle in which some of the pieces are 

missing.  

 

Unfortunately, the damage that criminals do 

in stealing another person's identity and using it to commit fraud often takes far longer to 

undo than it took the criminal to commit the crimes.  

 

 

 



Complete an Identity Theft Prevention Kit for Your Safety: 

 

This kit has plenty of space to enter your important contact information for many types of 

accounts.  You may carry a Visa, but you must know who provides it, and you must call 

the provider to report the cards stolen and to cancel them. 

 

List each credit card number, the carrier, and the contact phone numbers (both US and 

International).  Be sure that your spouse’s card has the same number.  They are not 

always the same.  Include your ATM cards and debit cards on the list.   

 

List your bank accounts, usernames, passwords and contact info for the bank as well. 

 

There is a section for all other personal accounts, including your life insurance and home 

and auto policies. This allows all private information to be in one place.  Store this 

notebook in a safety deposit box, or a safe.  If you are traveling, keep a list of contact info 

separate from your wallet or purse. 

 

 

What Should I Do To Avoid Becoming A Victim Of Identity Theft? 

 

To reduce or minimize the risk of becoming a victim of identity theft or fraud, there are 

some basic steps you can take. For starters, just remember the word "SCAM": 

  

S     Stingy - Be stingy about giving out your personal information to others unless you 

have a reason to trust them, regardless of where you are:  

 

At Home  

       

Adopt a "need to know" approach to your 

personal data. Your credit card company 

may need to know your mother's maiden 

name, so that it can verify your identity 

when you inquire about your account.   

 

A person who calls you and says he's from 

your bank, however, doesn't need to know 

that information if it's already on file with 

your bank; the only purpose of such a call is 

to acquire that information for that person's 

personal benefit.  

 

Also, the more information that you have printed on your personal bank checks -- 

such as your Social Security number or home telephone number -- the more 

personal data you are routinely handing out to people who may not need that 



information.  Your Social Security number has been dropped from Medicare cards 

and should not be printed on your driver’s license.  When you renew, request that 

they leave it off.    

   

If someone you don't know calls and offers you the chance to receive a "major" 

credit card, a prize, or other valuable item, but asks you for personal data -- such 

as your Social Security number, credit card number or expiration date, or mother's 

maiden name -- ask them to send you a written application form.  If they won't do 

it, tell them you're not interested and hang up. Even giving the last four digits of 

your credit card or Social Security number can give them enough to recreate your 

account. 

   

If they will, review the application carefully when you receive it and make sure 

it's going to a company or financial institution that's well-known and reputable. 

The Better Business Bureau can give you information about businesses that have 

been the subject of complaints.  

 

While Traveling     

 

If you're traveling, have your mail held at your 

local post office, or ask someone you trust to 

collect and hold your mail while you're away.   

  

If you have to telephone someone while you're 

traveling, and need to pass on personal 

financial information to the person you're 

calling, don't do it at an open telephone booth 

where passersby can hear what you're saying. 

Be aware of your surroundings and who may be listening. 

 

C    Check your financial information regularly: 

 

If you have bank or credit card 

accounts, you should be receiving 

monthly statements that list 

transactions for the most recent 

month or reporting period.  

 

If you're not receiving monthly 

statements for the accounts you know you have, call the financial institution or 

credit card company immediately and ask about it.  

 

 

 



What Should Be There? 
 

If you're told that your statements are being mailed to an address that you haven't 

authorized, tell the financial institution or credit card representative immediately 

that you did not authorize the change of address and that someone may be 

improperly using your accounts.  
 

Ask for copies of all statements and debit or charge transactions that have 

occurred since the last statement you received. Obtaining those copies will help 

you to work with the financial institution or credit card company in determining 

whether some or all of those debit or charge transactions were fraudulent.  

 

What Shouldn't Be There? 
 

If someone has gotten your financial data and made unauthorized debits or 

charges against your financial accounts, checking your monthly statements 

carefully may be the quickest way for you to find a problem. Many of us give our 

credit card statements and bank statements only a quick glance, and don't review 

them closely to make sure there are no unauthorized withdrawals or charges.  

 

If someone has managed to get access to your mail or other personal data and 

opened any credit cards in your name or taken any funds from your bank account, 

contact your financial institution or credit card company immediately to report 

those transactions and to request further action.  

A    Ask periodically for a copy of your credit report.     
 

Your credit report should list all bank and financial 

accounts under your name and will provide other 

indications of whether someone has wrongfully 

opened or used any accounts in your name.  

 

Close all bank and credit card accounts that are no 

longer needed.  It helps your credit score and 

protects you from theft.  It is easier for thieves to use an account that you no long 

pay attention too.  Cutting up a card does not close the account.  You must write 

the credit card company and tell them to close the account. 

M    Maintain careful records of your banking and financial accounts.  
 

Even though financial institutions are required to 

maintain electronic copies of your checks, debit 

transactions, and similar transactions for five years, 

you should retain your monthly statements for at 

least one year, if not more. If you need to dispute a 

particular check or transaction  especially if they 

purport to bear your signatures  your original 



records will be more immediately accessible and useful to the institutions that you have 

contacted.  

 

Even if you take all of these steps, however, it's still possible that you can become a 

victim of identity theft. Records containing your personal data -- credit-card receipts or 

car-rental agreements, for example -- may be found by or shared with someone who 

decides to use your data for fraudulent purposes.  

 

Credit Card Fraud    

If someone has stolen or is fraudulently using 

credit cards that are issued to you (including any 

ATM/Debit/Check cards), you will need to take 

the following steps: 

▪ Immediately notify the credit card 

company or financial institution that 

issued your card. Do not delay as the 

stolen cards are generally used quickly 

after being stolen.  

▪ Make an immediate police report for the 

loss or theft of the credit card(s) with the law enforcement agency holding 

jurisdiction where the loss/theft occurred and obtain a case number. If the credit 

card was lost or stolen and it has been used fraudulently, a theft has occurred.  

The cardholder is the victim of the theft of the card only. Even though a credit card is 

issued to a cardholder, the issuing credit card company or financial institution (e.g., Visa, 

MasterCard, an issuing bank, etc.) has total control over their credit account and only 

extends the privilege of its use to the assigned cardholder(s).  

A cardholder is not deemed to be a victim of the fraudulent use of the credit card(s) 

solely by having their name embossed on the card. The credit card company or financial 

institution issuing this card will normally be the victim of any fraudulent use of the card.  

Debit Cards:  With a debit card, the thief may be able to access your bank account and 

clean it out.  The bank is not responsible to reimburse a theft of this kind.  For this reason, 

many people do not use debit cards when they travel. 

As a cardholder, you should remain in contact with the issuing credit card company or 

financial institution to determine what the outcome of the investigation and any decision 

to seek prosecution. If their decision is to take the loss, there will not be any further 

investigation by the agency. 

Contact the three credit reporting companies listed to report this credit card theft and / or 

fraudulent use. should confirm that a fraud alert is placed on your personal credit file. 

This should help prevent any future acts of fraud. 



Theft of Checks 

Immediately notify your financial institution of the theft. They will flag your account and 

determine if any stolen checks have been cashed (uttered). Make a prompt police report 

with the law enforcement agency holding jurisdiction where the theft occurred and obtain 

a case number. Provide a sworn statement to the deputy or officer, listing your bank or 

credit union name, account number, the check numbers of the stolen checks any possible 

suspect information. Include a statement that no one had your permission to take, possess 

or use your checks. 

Personal Computers and Identity Theft  

You may become an online identity theft victim if you fail to clear your login information 

on a shared computer. This is especially true if you try to login to your bank account 

online on a public computer that other users have access to. This kind of information can 

be easily captured by a computer savvy identity thief who will use them to commit 

fraudulent crimes. To prevent this, you should clear your history cache on your explorer 

every time you log off from the bank account. 

It is also not advisable to store your personal 

information on your laptop. Laptops present a 

tantalizing target for thieves and are easy to 

conceal. Many people prepare their income 

tax returns on their computers, forgetting 

about the sensitive personal financial 

information that may be on their hard drives. 

Utilize a thumb drive  and remove this 

information away from your computer upon 

completion of your tax return to prevent 

ending up as an identity theft victim. 

You should also get a good anti-virus software program and keep it constantly updated. 

Viruses can infect your computer with spyware programs that may cause your computer 

to send information stored on your computer to the hacker that can facilitate identity 

theft. There are many identity theft victims who forget to update their anti-virus programs 

and result in losing all their confidential data to identity thieves. 

Coupled with the anti-software program, a properly installed firewall will give an added 

level of protection against identity theft. Most identity theft victims wished they had 

learned these prevention steps earlier and not after the 

incident has happened. 

Personal information scams (phishing)  

These scams, called "phishing", are currently a very 

popular and thus dangerous form of email fraud. They use 

email messages that appear to come from a legitimate 



company such as CitiBank, Best Buy, eBay, PayPal, or your banking institution; 

sometimes they will even appear to have come from a charity or your alma mater.    

They will ask you to go to a web page to "update" or "verify" your information. 

Sometimes these messages will inform you that your account will be deleted if you do 

not update your info.  They may claim that you placed an order or made a charge to your 

account. By going to the links provided or filling out the form in these email messages, 

you provide the fraudulent party with your personal and financial information.  

Whenever you are asked to provide personal or financial information through email or a 

web form, verify that the source is real by going separately to that organization's web 

page (do not use the link provided in the email message).  Forward a copy of the email 

message you received to the contact email address you find on the company's web page. 

Ask the company to verify that the information in the message is legitimate. 

The official website may even confirm that an illegal scam is being attempted against 

their members. 

Credit Reporting Resources 

If you are the victim of any of these crimes, contact the three credit reporting companies 

listed below. Request that a fraud alert be placed on your personal credit file. This should 

help prevent any future acts of fraud. 

The following is a list of credit bureaus that may be contacted when there is a dispute 

over your credit. These bureaus can provide you with a detailed account of your credit 

history. Victims of economic crimes are encouraged to contact the following companies 

when their identity has been compromised by criminal activity. 

EXPERIAN 

www.experian.com 

To report fraud, dispute an item in your credit report, or order a copy of your credit 

report, call: 

1-888-EXPERIAN (397-3742) 

EQUIFAX 

www.equifax.com 

To report fraud, call: 

1-800-525-6285 /  

TRANS UNION 

www.transunion.com 

To report fraud, call: 1-800-680-7289: 

 

 



Helpful Resources 

United States Secret Service 

U.S. Treasury 

www.secretservice.gov 

Investigates account takeovers and fraudulent use of Social Security Numbers 

Social Security "Hot Line" 

1-800-269-0271  

United States Postal Inspectors 

www.usps.gov 

Investigates mail fraud and fraudulent applications for credit by mail 

Ft. Lauderdale Office 

(954) 436-7200  

Federal Trade Commission 

www.ftc.gov 

Consumer Response Center 

Identity Theft: 1-800-382-4357 

Tele-Check (problems with checking account frauds and opened accounts): 1-800-366-

2425  

Consumer Credit Counseling Service 

Advice and direction to victim 

1-800-388-2227  

Free Annual Credit Reports  

www.annualcreditreport.com  

Your credit reports are available to you without charge once each year from this site 

sponsored by Experian, TransUnion and Equifax. 

 


