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Threats by generation

Scammers have become more sophisticated, using technology and 

tailoring scams to each generation. 

Gen Z*
SAT preparation classes: Using information from compromised 

sites and offering a “free” class if you buy the book 

College scholarships: Requesting an application fee before 

releasing money from a scholarship award

Millennials*

Job offers: Posting false jobs, “hiring” a candidate, then asking for 

a bank account for direct deposit of paychecks

Apartment hunting: Creating a fake apartment listing to try to  

get data

Gen X*

Debt relief: Offering to consolidate debt at a great interest rate for 

a nominal price

Military: Calling military families and saying that a service member 

needs money

Boomers*

Social Security: Offering to increase your benefit or providing free 

services to protect your benefit from fraud

Phone: Claiming to be relatives that need money or threatening to 

arrest you because you missed jury duty

*According to PEW Research Center:  Gen Z refers to the generation born (after 1996), Millennials refers 
to the generation born (1981-1996), Gen X refers to the generation born (1965-1980), Boomers refers to 
the generation born (1946-1964).



Scammers target people of all demographics and often 
succeed because they catch people off guard. Practicing 
good security habits and being aware of threats may help 
lessen the odds of becoming a victim. 

Create strong, unique passwords¹

   Use at least 10 characters and be unpredictable. Use a mix of numbers,  
symbols and capital letters and put them in the middle of your password. 

     Create different passwords for each account. Consider using a  
password manager. 

   Use multifactor authentication. 

Back up information and update software¹

   Back up important information regularly via the cloud, external hard drives  
or hard copies.

   Update software, including operating systems, web browsers and apps.

Review and monitor your credit report 

Credit reports can be one of the first indicators of identity theft as they can list 
accounts that you didn’t open. The three major credit bureaus are Equifax,  
Experian and TransUnion. Under federal law, each credit bureau is required to 
provide consumers with one free credit report each year. 

SERVICE WHAT IT DOES COST

annualcreditreport.com Provides a credit report from the three 
major credit bureaus

Free

identitytheft.gov Walks you through what to do if your 
Social Security number is stolen and 
creates a personal recovery plan for 
you

Free

Be vigilant when online

   Avoid public WiFi or use a VPN (virtual private network).

     Use a personal device and secured network. 

     Be careful when sharing personal information on social media.

1 Source: Federal Trade Commission, “Consumer Security,” June 2017. https://www.consumer.ftc.gov/

articles/0009-computer-security 

https://www.annualcreditreport.com/index.action
https://identitytheft.gov/


Recognizing the threats

There are three main types of threats and attacks: direct, digital and hybrid. Direct attacks 

exploit physical access while digital attacks use technology. A hybrid is simply a combination 

of direct and digital attacks. Below are some common threats and attacks as well as industry 

best practices that may help you protect yourself and your loved ones. 

Direct attack: Junk mail

Junk mail — such as preapproved credit card offers — can be stolen from your 

mailbox or trash and used to apply for credit. Completely stopping junk mail is 

almost impossible, but you may be able to reduce it.

SERVICE WHAT IT DOES COST

optoutprescreen.com  
or 1-888-5-OPT-OUT

Blocks prescreened credit card and 
insurance offers

Free

dmachoice.org Blocks unwanted Data and Marketing 
Association mail for 10 years

$2

catalogchoice.org Unsubscribes you from catalogs Free

Direct attack: Phone calls

Use the National Do Not Call Registry to block and report unwanted calls. 

Remember, these are scammers, so you may still get calls. Use the “don’t call us, 

we’ll call you” approach: Always call the company directly with a number that you 

find, not the one provided.

SERVICE WHAT IT DOES COST

donotcall.gov Blocks some calls Free

MFS® does not provide cyber security advice. The information contained within this material 

is for awareness purposes only, given the rapid pace of change in technology, the digital world 

and cyber threats.

Third-party websites and applications are not affiliated with MFS, and MFS is not responsible 

for their content or content changes or for any negative effect of software installations on 

clients’ devices, misuse of data collected by any third-party services, or changes in the quality 

of services.

https://www.optoutprescreen.com
https://dmachoice.thedma.org/
https://catalogchoice.org/
https://www.donotcall.gov/


Digital attack: Email phishing

Be careful when opening attachments and clicking links. The sites below can be 

used to validate websites. Always think before you click! Consider checking emails 

on your computer or tablet instead of your smartphone.

SERVICE WHAT IT DOES COST

unshorten.it 
checkshorturl.com

Previews shortened URLs and 
provides a site safety rating

Free

virustotal.com 
hybrid-analysis.com

Scans URLs and attachments and 
determines if they are malicious

Free

Try using a second email for loyalty programs and offers to reduce what goes to 

your main inbox.

Digital attack: Compromised websites

Sensitive browsing, such as banking and shopping, should always be done on a 

personal device and a secured network. 

SERVICE WHAT IT DOES COST

virustotal.com 
islegitsite.com 

Scans sites for viruses. Free

To learn more, contact your financial advisor or investment 
professional or visit mfs.com.

https://unshorten.it
http://www.checkshorturl.com/expand.php
https://www.virustotal.com
https://www.hybrid-analysis.com
http://www.virustotal.com
http://www.islegitsite.com
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MFS does not provide legal, tax, or accounting advice. Clients of MFS should obtain 
their own independent tax and legal advice based on their particular circumstances.

Please check with your firm’s Compliance Department before initiating events to 
verify that the activity complies with firm policy and industry rules.

Issued in the United States by MFS Institutional Advisors, Inc. (“MFSI”) and MFS 
Investment Management. Issued in Latin America by MFS International Ltd.




