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Serenity Investment Advisors LLC  
Information Technology Cybersecurity Policy 

 
Effective:  May 22, 2020 

1. Introduction 
Small businesses are becoming increasingly dependent on devices, services and applications that connect 
to the Internet such as smartphones, email, social media, and cloud computing services in an effort to 
increase efficiency and revenues.  Through this dependency firms become larger targets for 
cybercriminals looking to exploit technological vulnerabilities.  The SEC has also begun examinations of 
cybersecurity preparedness among investment advisors.  State regulators are also expected to review firms 
for cyber preparedness.  As a result, it is important for small financial services firms to take proper 
cybersecurity measures to protect all computing devices, networks and information to ensure their 
business data remains secure.  This policy is intended as a best practice in a risk-based, threat-informed 
approach based on the resources available to the firm and in support of the firm’s overall business model.  
The end goal is not compliance to a standard but to increase the firm’s cybersecurity and ensure the 
protection of our clients. 
 
Serenity Investment Advisors LLC (“Serenity”, “Advisor” or “Firm”) Cybersecurity Policy is a formal set 
of rules by which those people who are given access to the firm’s technology and information assets must 
abide.   
 
This Policy serves several purposes. The main purpose is to inform Serenity users: employees, contractors 
and other authorized users, of their obligatory requirements for protecting the technology and information 
of the firm.  Further, it describes the technology and information that the firm must protect and identifies 
many of the threats to that information. 
 
2. Role and Responsibility of the CCO 
The Chief Compliance Officer (“CCO”) is responsible for administering and enforcing this Policy.  The 
CCO may delegate any of his/her responsibilities to appropriate designees as long as the CCO remains 
primarily responsible for compliance oversight and administration.   
 
3. What Are We Protecting 
It is the obligation of all users of Serenity systems to protect the technology and information assets of the 
Advisor.  This information must be protected from unauthorized access, theft and destruction. The 
technology and information assets of Serenity are made up of the following components: 
 

• Computer hardware, CPU, disc, email, web, application servers, PC systems, etc. 
• System Software including: operating systems, database management systems, and backup and 

restore software, communications protocols, and so forth. 
• Application Software: this includes custom written software applications, and commercial off the 

shelf software packages. 
• Communications Network hardware and software including: routers, routing tables, hubs, 

modems, multiplexers, switches, firewalls, private lines, and associated network management 
software and tools. 

 
3.1. Classification of Information 

User information found in computer system files and databases shall be classified as either 
confidential or non-confidential. The Advisor shall classify the information controlled by the 
firm. The CCO or his/her designee is required to review and approve the classification of the 
information and determine the appropriate level of security to best protect it. 
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3.2. Local Area Network (LAN) Classifications 

For purposes of this policy, all Serenity networks are considered to contain access to systems that 
contain both public and non-public client information. 
 

4. Definitions 
Externally accessible to public.  The system may be accessed via the Internet by persons outside of the 
firm without a logon id or password. The system may be accessed via dial-up connection without 
providing a logon id or password. It is possible to “ping” the system from the Internet. The system may or 
may not be behind a firewall. A public Web Server is an example of this type of system. 
 
Non-Public, Externally accessible.  Users of the system must have a valid logon id and password. The 
system must have at least one level of firewall protection between its network and the Internet. The 
system may be accessed via the Internet or by a private Intranet. A private FTP (File Transfer Protocol) 
server used to exchange files with business partners is an example of this type of system. 
 
Internally accessible only.  Users of the system must have a valid logon id and password. The system 
must have at least two levels of firewall protection between its network and the Internet. The system is 
not visible to Internet users. It may have a private Internet (non-translated) address and it does not 
respond to a “ping” from the Internet. A private intranet Web Server is an example of this type of system. 
 
5. Threats to Security 
 

5.1. Amateur Hackers and Vandals.  
These people are the most common type of attackers on the Internet.  The probability of attack is 
extremely high and there is also likely to be a large number of attacks. These are usually crimes 
of opportunity.  These amateur hackers are scanning the Internet and looking for well-known 
security holes that have not been plugged.  Web servers and electronic mail are their favorite 
targets.  Once they find a weakness they will exploit it to plant viruses, Trojan horses, or use the 
resources of our system for their own means.  If they do not find an obvious weakness they are 
likely to move on to an easier target.  
 

5.2. Criminal Hackers and Saboteurs. 
The probability of this type of attack is low, but not entirely unlikely given the amount of 
sensitive information contained in databases.  The skill of these attackers is medium to high as 
they are likely to be trained in the use of the latest hacker tools.  The attacks are well planned and 
are based on any weaknesses discovered that will allow a foothold into the network. 

 
6. User Responsibilities 
This section establishes usage policy for the computer systems, networks and information resources of the 
office.  It pertains to all employees and contractors who use the computer systems, networks, and 
information resources as business partners, and individuals who are granted access to the network for the 
business purposes of the Advisor. 
 
 

6.1. Acceptable Use 
User accounts on the firm’s computer systems are to be used only for business of the firm and not 
to be used for personal activities.  Unauthorized use of the system may be in violation of the law, 
constitutes theft and can be punishable by law.  Therefore, unauthorized use of the firm’s 
computing system and facilities may constitute grounds for either civil or criminal prosecution. 
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Users are personally responsible for protecting all confidential information used and/or stored on 
their accounts.  This includes their logon IDs and passwords. Furthermore they are prohibited 
from making unauthorized copies of such confidential information and/or distributing it to 
unauthorized persons outside of the firm. 
 
Users shall not purposely engage in activity with the intent to: harass other users; degrade the 
performance of the system; divert system resources to their own use; or gain access to the firm’s 
systems for which they do not have authorization.  
 
Users shall not attach unauthorized devices on their PCs or workstations, unless they have 
received specific authorization from the CCO or the firm’s IT (Information Technology) 
designee. 
 
Users shall not download unauthorized software from the Internet onto their PCs (Personal 
Computers) or workstations. 
 
Users are required to report any weaknesses in the firm’s computer security, any incidents of 
misuse or violation of this policy to the CCO. 
 

6.2. Use of the Internet 
Serenity will provide Internet access to employees and contractors who are connected to the 
internal network and who have a business need for this access.   
 
The Internet is a business tool for the firm.  It is to be used for business-related purposes such as: 
communicating via electronic mail with suppliers, clients and business partners, obtaining useful 
business information and relevant technical and business topics.   
 
The Internet service may not be used for transmitting, retrieving or storing any communications 
of a discriminatory or harassing nature or which are derogatory to any individual or group, 
obscene or pornographic, or defamatory or threatening in nature, for “chain letters” or any other 
purpose which is illegal or for personal gain. 
 

6.3. User Classification 
All users are expected to have knowledge of these security policies and are required to report 
violations to the CCO.  Furthermore, all users must conform to the Acceptable Use Policy defined 
in this document. The Advisor has established the following user groups and defined the access 
privileges and responsibilities: 

 
User Category Privileges & Responsibilities 
Employees Access to application and databases as required for 

job function. 
Administrative employees Access to computer systems, routers, hubs, and 

other infrastructure technology required for job 
function. Access to confidential information on a 
“need to know” basis only. 

Senior level employees Highest level of security clearance. Allowed access 
to all computer systems, databases, firewalls, and 
network devices as required for job function. 

Contractors/Consultants Access to applications and databases as required 
for specific job functions. Access to routers and 
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firewall only if required for job function. 
Knowledge of security policies. Access to firm 
information and systems must be approved in 
writing by the CCO. 
 

Other Agents and Business Partners Access allowed to selected applications only when 
contract is in place or required by applicable laws. 

 
6.4. Monitoring Use of Computer Systems 

Serenity has the right and capability to monitor electronic information created and/or 
communicated by persons using the firm’s computer systems and networks, including e-mail 
messages and usage of the Internet.  It is not the firm’s policy or intent to continuously monitor 
all computer usage by employees or other users of the firm’s computer systems and network.  
However, users of the systems should be aware that the Advisor may monitor usage, including, 
but not limited to, patterns of usage of the Internet (e.g. sites accessed, online length, time of day 
access), and employees’ electronic files and messages to the extent necessary to ensure that the 
Internet and other electronic communications are being used in compliance with the law and with 
firm policy. 

 
7. Access Control 
A fundamental component of our Cybersecurity Policy is controlling access to the critical information 
resources that require protection from unauthorized disclosure or modification.  The fundamental 
meaning of access control is that permissions are assigned to individuals or systems that are authorized to 
access specific resources.  Access controls exist at various layers of the system, including the network.  
Access control is implemented by logon ID and password.  At the application and database level, other 
access control methods can be implemented to further restrict access.  The application and database 
systems can limit the number of applications and databases available to users based on their job 
requirements. 
 

7.1. User System and Network Access – Normal User Identification 
All users will be required to have a unique logon ID and password for access to systems.  The 
user’s password should be kept confidential. All users must comply with the following rules 
regarding the creation and maintenance of passwords: 
 
• Passwords must not be any common name, noun, verb, adverb, or adjective.  These can be 

easily cracked using standard “hacker tools”. 
• Passwords should not be posted on or near computer terminals or otherwise be readily 

accessible in the area of the terminal. 
• Passwords must be changed every 90 days.   
 
Users are not allowed to access password files on any network infrastructure component. 
Password files on servers will be monitored for access by unauthorized users.  Copying, reading, 
deleting or modifying a password file on any computer system is prohibited. 
 
Users will not be allowed to logon as a System Administrator. Users who need this level of access 
to production systems must request a Special Access account as outlined elsewhere in this 
document. 
 
Employee logon IDs and passwords will be deactivated as soon as possible if the employee is 
terminated, fired, suspended, placed on leave, or otherwise leaves the employment of Serenity. 
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The CCO shall immediately and directly contact the firm’s IT Manager, or similar individual to 
report the change in employee status that requires terminating or modifying employee logon 
access privileges.   
 
Employees will be responsible for all transactions occurring during logon sessions initiated by 
use of the employee’s password and ID.  Employees shall not logon to a computer and then allow 
another individual to use the computer or otherwise share access to the computer systems. 
 

7.2. System Administrator Access 
System Administrators, network administrators, and security administrators will have complete 
access to host systems, routers, hubs, and firewalls as required to fulfill the duties of their job. 
 
All system administrator passwords will be DELETED immediately after any employee who has 
access to such passwords is terminated, fired, or otherwise leaves the employment of Serenity. 
 

7.3. Special Access 
Special access accounts are provided to individuals requiring temporary system administrator 
privileges in order to perform their job.  Permission for these special access accounts is granted 
by the CCO and will be monitored by the CCO or designee for compliance with the reason for 
such special access.   
  

7.4. Connecting to Third-Party Networks 
This policy is established to ensure a secure method of connectivity provided between Serenity 
and all third-party companies and other entities required to electronically exchange information 
with the Advisor. 
 
“Third-party” refers to vendors, consultants and business partners doing business with Serenity, 
and other partners that have a need to exchange information with the Advisor.  Third-party 
network connections are to be used only by the employees of the third-party, only for the business 
purposes of the Advisor.  The third-party will ensure that only authorized users will be allowed to 
access information on the Advisor’s network.  The third-party will not allow Internet traffic or 
other private network traffic to flow into the network.   
 
This policy applies to all third-party connection requests and any existing third-party connections.  
In cases where the existing third-party network connections do not meet the requirements 
outlined in this document, they will be re-designed as needed. 
 
All requests for third-party connections must be made by submitting a written request and be 
approved by the CCO. 
 

7.5. Connecting Devices to the Network 
Only authorized devices may be connected to the Serenity network(s).  Authorized devices 
include PCs and workstations owned by the firm that comply with the configuration guidelines of 
Serenity.  Other authorized devices include network infrastructure devices used for network 
management and monitoring. 
 
Users shall not attach to the network any non-firm computers that are not authorized, owned 
and/or controlled by Serenity.  
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NOTE: Users are not authorized to attach any device that would alter the topology characteristics 
of the Network or any unauthorized storage devices, e.g., thumb drives and writable CDs unless 
approved in advance by the CCO. 
 

7.6. Remote Access 
Only authorized persons may remotely access the Advisor’s network. The CCO will determine 
who is considered an authorized person.  Remote access is provided to those employees, 
contractors and business partners of the Advisor that have a legitimate business need to exchange 
information, copy files or programs, or access computer applications.  Authorized connection can 
be remote PC to the network or a remote network to the firm’s network connection.  The only 
acceptable method of remotely connecting into the internal network is using a secure ID.  
  

7.7. Unauthorized Remote Access 
The attachment of external networks (e.g., hubs) to a user’s PC or workstation that is connected 
to the firm LAN is not allowed without the written permission of the CCO. Additionally, users 
may not install personal software designed to provide remote control of the PC or workstation. 
This type of remote access bypasses the authorized highly secure methods of remote access and 
poses a threat to the security of the entire network. 

 
8. Vendor Due Diligence and Monitoring 
Serenity necessarily will engage unaffiliated third-party vendors to provide services to our clients.  These 
vendors may hold or have access to company confidential information or client confidential information 
in providing their services for us.  Serenity requires that any such vendors adhere to at least the same data 
security and protection and privacy standards as ours. 
 
In order to ensure that vendor safeguards are adequate, the Chief Compliance Officer will conduct vendor 
due diligence and monitoring over these vendors.  Prior to signing a service agreement with the vendor, 
the Chief Compliance Officer will obtain and evaluate descriptions of the vendor’s relevant policies and 
procedures, including: 

• Access controls 
• Data loss prevention 
• Network security 
• Security around clients’ personal or confidential information 
• Resiliency (ability to recover from failures) 
• Governance 
• Vendor management 
• Privacy 

 
The vendor review should also include consideration of other relevant factors, including but not limited 
to: 

• Financial status 
• Reputation 
• History 
• Ability of the vendor to perform the services 

 
The initial review will be documented by the Chief Compliance Officer or his designee by preparing a 
memorandum that summarizes the steps taken in selecting such vendors, and maintaining copies of all 
material documentation created and/or received by Serenity during the due diligence review.  Further, 
service agreements between Serenity and the vendors will include a requirement to safeguard our client 
data. 
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The Chief Compliance Officer or his designee will request and obtain annual updates of the due diligence 
review.  Vendors will be required to notify the Chief Compliance Officer of any material breaches of their 
systems, and the Chief Compliance Officer will obtain annual certifications from the vendors that they 
have secure methods in place to protect client information against cyber attacks. 
 
9. Penalty for Security Violation 
Serenity takes the issue of security seriously.  Those people who use the technology and information 
resources of this firm must be aware that they can be disciplined if they violate this policy.  Upon 
violation of this policy, an employee of Serenity may be subject to discipline up to and including 
termination.  The specific discipline imposed will be determined on a case-by-case basis, taking into 
consideration the nature and severity of the violation of the Cybersecurity Policy, prior violations of the 
policy committed by the individual, state and federal laws and all other relevant information.  
Disciplinary action taken against an employee shall be administrated in accordance with any appropriate 
rules or policies of the Advisor. 
 
In a case where the accused person is not an employee of Serenity the matter shall be submitted to the 
CCO.  The CCO may refer the information to law enforcement agencies and/or prosecutors for 
consideration as to whether criminal charges should be filed against the alleged violator(s). 
 
10. Security Incident Handling Procedures 
This section provides policy guidelines and procedures for handling security incidents.  The term 
“security incident” is defined as any irregular or adverse event that threatens the security, integrity, or 
availability of the information resources on any part of Serenity network.  Some examples of security 
incidents are: 

• Illegal access of Serenity’s computer system.  For example, a hacker logs onto a production 
server and copies the password file. 

• Damage to Serenity’s computer system or network caused by illegal access.  Releasing a virus or 
worm would be an example. 

• Denial of service attack against the Advisor’s web server.  For example, a hacker initiates a flood 
of packets against a Web server designed to cause the system to crash. 

• Malicious use of system resources to launch an attack against other computers outside of the 
Advisor’s network.  For example, the system administrator notices a connection to an unknown 
network and an unknown process accumulating a lot of server time. 
 

Employees, who believe their terminal or computer systems have been subjected to a security incident, or 
has otherwise been improperly accessed or used, should report the situation to the CCO immediately.  The 
employee shall not turn off the computer or delete suspicious files.  Leaving the computer in the condition 
it was in when the security incident was discovered will assist in identifying the source of the problem 
and in determining the steps that should be taken to remedy the problem. 
 
11. Testing of the Cybersecurity Policy 
Periodically, the CCO in conjunction with the firm’s IT professional(s) will test and document the 
effectiveness of this Policy.  The testing may include, but not be limited to, testing incident response 
capabilities, vulnerability testing, penetration testing, data and system backup testing, testing to verify that 
systems, hardware, software and networks are functioning properly.  The testing performed will be 
appropriate for the size and scope of the business model of Serenity, as determined by the CCO. 
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12. Training 
All employees of Serenity will be provided with a copy of this policy and an opportunity to review and 
discuss the operation of this Policy.  Education and training of employees on the proper use of the 
computer systems and the importance of personal information security is at the discretion of the CCO. 
 


