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Dear Client,
Welcome to your November Savvy Cybersecurity newsletter. Read on to learn more about:
· What a new administration means for cybersecurity
· How to stay cyber secure in the AI world 
· And more

3 Key Cybersecurity Actions in the Age of AI
In the rapidly evolving age of artificial intelligence (AI), the tools and tactics used by cybercriminals are becoming more sophisticated. AI’s capabilities, while immensely beneficial, also introduce new risks that everyone—from tech-savvy professionals to everyday internet users—needs to understand and mitigate. Here are three crucial actions you can take to safeguard your digital life in this AI-driven world.
1. Use Strong Passwords and Enable Two-Factor Authentication (2FA)
AI-powered tools can crack weak passwords in seconds, making strong, unique passwords more critical than ever. Here’s what you can do:
· Use a password manager: A password manager generates and stores complex passwords so you don’t have to remember them.
· Make them unique: Avoid reusing passwords across accounts. Each one should be distinct to prevent a single breach from affecting multiple accounts.
· Enable 2FA: Two-factor authentication adds an extra layer of security by requiring a second verification step, such as a code sent to your phone or a fingerprint scan.
Even if hackers gain access to your password, 2FA can stop them from getting into your accounts. Think of it as locking your house and adding a deadbolt for extra protection.
2. Stay Vigilant Against AI-Enhanced Phishing Attacks
Phishing attacks—fraudulent emails, texts, or calls designed to steal your personal information—are nothing new. But with AI, these scams are harder to detect. AI can craft emails that sound exactly like a trusted colleague or replicate a brand’s tone to perfection.
To protect yourself:
· Examine Message and Inspect Links: If you receive an email or message requesting sensitive information, double-check the sender's identity. Use official contact methods (e.g., call the company directly).Before clicking, hover over any links to ensure they lead to legitimate websites.
· Trust your instincts: If something feels off, don’t act immediately. A little skepticism can go a long way in avoiding a scam.
Remember, reputable organizations will never pressure you to share sensitive information over email or text.
3. Question What You See: Beware of Deepfakes and AI-Generated Content
AI can now generate hyper-realistic videos, audio clips, and images—often called "deepfakes." These can be used to spread misinformation, impersonate someone you trust, or create scams.
How to stay safe:
· Pause and evaluate: If you see a video or hear audio that seems suspicious or too good to be true, consider whether it could be fake.
· Cross-check information: Look for additional sources to confirm the authenticity of content, especially if it asks for money, personal information, or urgent action.
· Educate yourself: Learn about the latest trends in AI-generated content so you can recognize the red flags.
Deepfakes can be highly convincing, but staying informed and cautious can help you spot the telltale signs of manipulation.
Staying safe
Cybersecurity in the age of AI doesn’t have to be overwhelming. By taking these three actions—strengthening your passwords, being alert to phishing attempts, and questioning unusual content—you can stay a step ahead of cybercriminals.
Cybersecurity shorts 
Musk's DOGE initiative raises cybersecurity concerns across federal agencies. President-elect Trump has appointed Elon Musk to lead the Department of Government Efficiency (DOGE), an advisory panel aimed at slashing $2 trillion from the federal budget and reducing regulations. Security experts warn that Musk's involvement could significantly impact federal agencies' cybersecurity efforts through the removal of key personnel and weakening of regulatory requirements. The initiative particularly raises concerns about cybersecurity regulations affecting Musk's own companies, including SpaceX, Tesla, Neuralink, and xAI, creating what experts call a massive conflict of interest given his companies' billions in government contracts. You can read more about Musk’s initiatives here.
Trump's return signals major shifts in US cybersecurity policy. The incoming Trump administration is poised to make significant changes to the nation's cybersecurity landscape, with experts anticipating potential restructuring of the Cybersecurity and Infrastructure Security Agency (CISA) and the repeal of Biden's AI Executive Order. The administration plans to reduce federal cybersecurity regulations and mandatory incident reporting, though enterprises will still need to navigate regulations from states and international bodies. Security leaders are advised to focus on implementing existing cybersecurity best practices while the industry awaits clarity on policy changes, particularly regarding the handling of threats from nations like China, Iran, North Korea, and Russia.
TSA unveils comprehensive cybersecurity regulations for surface transportation. The Transportation Security Administration has proposed new cybersecurity rules requiring surface transportation operators to implement cyber risk management programs and incident reporting procedures. The proposed regulations, open for public comment until February 5, 2025, would mandate higher-risk pipeline, railroad, and transit operators to establish comprehensive cybersecurity programs based on NIST frameworks and CISA guidelines. The rule aims to strengthen the sector's cyber resilience by requiring designated operators to conduct annual cybersecurity evaluations, develop implementation plans, and report significant incidents to CISA, while TSA seeks stakeholder feedback on various aspects including training programs, assessment methodologies, and economic impacts. You can read more about these comprehensive regulations here.
Small and medium-sized businesses face widespread cybersecurity threats with high costs. According to Microsoft Security's recent report with Bredin, one-third of small and medium-sized businesses were hit by cyberattacks in the past year, with incidents averaging $255,000 in damage and some reaching $7 million. Many SMBs still believe they're too small to be targeted or assume compliance equals security, while less than one in three manage security internally. The report, based on a September survey of 2,000 IT security decision-makers at UK and US businesses under 300 employees, found that most plan to increase cybersecurity spending on data protection, firewalls, phishing protection, and identity management.
White House nears completion of second major cybersecurity order. The Biden administration is finalizing a comprehensive cybersecurity executive order targeting multiple areas of federal agency security, including AI, secure software development, cloud security, and post-quantum cryptography. The order, now 95% complete and targeted for early December signing, builds on Biden's first cybersecurity order and includes AI pilot programs for cyber defense, new software security standards, and updates to FedRAMP cloud security requirements. According to sources, the order also addresses federal identity management, software bills of materials, and secure internet routing, though some experts question its effectiveness without guaranteed funding for implementation. Read more about the progress here.
Software updates 
Adobe: Adobe released 8 security patches this month addressing nearly 50 vulnerabilities across various products including InDesign, Photoshop, and Illustrator. While it appears that none of these issues are being exploited currently, you should still update as soon as possible. You can read more here.
Microsoft: Microsoft's November 2024 Patch Tuesday addresses 89 security vulnerabilities, including two actively exploited zero-days flaws. These updates impact Visual Studios, Microsoft Exchange Server, and other programs. Your devices should prompt you to update automatically but you can learn more here. 

