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Dear Client,
Welcome to your March Savvy Cybersecurity newsletter. Read on to learn more about:
· AI changes to cybersecurity
· Microsoft’s cybersecurity initiative for rural hospitals
· And more
How AI is Changing Cybersecurity—And What You Need to Know
Artificial intelligence (AI) is making cybersecurity both stronger and more challenging. While businesses use AI to protect data, cybercriminals are also using it to develop more advanced attacks. We all must understand these risks and how to defend against them.
Deepfake scams: Don’t trust what you see or hear
AI can now create incredibly realistic fake videos and voice recordings, known as deepfakes. Hackers use these to impersonate executives, financial advisors, or even family members. For example, you might receive a call that sounds exactly like your boss asking you to transfer money—only to realize later that it wasn’t real.
To prevent this type of scam, always try to verify with “caller.” For example, financial advisors can implement a passcode policy where you must verbally say you passcode before any money is transferred or moved. 
AI-enhanced phishing: Smarter scams
Phishing emails have become much more convincing. Instead of generic messages, AI helps criminals personalize emails, text messages, or even fake social media posts using details from your online activity. These messages look real, making it easier for hackers to trick people into revealing passwords or clicking dangerous links.
The same safety principles still apply for defeating phishing scams. Remember E.M.A.I.L.: Examine Message and Inspect Links. Before you take any action on an email or text message, hover your mouse over the link to reveal the true destination. If it does not look right, don’t click.
Generative AI in fraud
AI can generate fake documents, messages, and even entire identities that look real. Criminals use these tools to create fake investment opportunities, impersonate company officials, or manipulate financial transactions without raising suspicion. 
To stay safe, always verify financial requests through official channels, be skeptical of unsolicited investment offers, and use identity verification tools to confirm the legitimacy of individuals and documents before taking action.
How to stay safe
Although AI threats are evolving, cybersecurity defenses are improving too. We can protect ourselves by verifying unexpected requests through multiple channels, enabling multi-factor authentication, and staying informed about the latest scams.
Cybercrime isn’t going away, but knowing the risks and taking basic precautions can make a big difference in staying secure.
Cybersecurity shorts 
Trump administration cuts $10 million in cybersecurity funding for election officials. The Trump administration has terminated approximately $10 million in annual funding to the Center for Internet Security, affecting two critical cybersecurity initiatives that supported state and local governments. The cuts impact the Elections Infrastructure Information Sharing and Analysis Center, which connected election officials with voting system manufacturers, and the Multi-State Information Sharing and Analysis Center, which benefited state, local, and tribal government offices. This decision follows other recent administration actions, including placing over a dozen CISA election staffers on administrative leave and disbanding an FBI task force focused on foreign influence operations, raising concerns among election security experts about vulnerabilities in future elections. You can read more here. 
Perimeter security exploits dominate ransomware attack vectors. About 60% of ransomware claims in 2024 involved compromised perimeter security devices like VPNs or firewalls, while remote desktop protocols were exploited in 20% of cases, according to Coalition's Cyber Threat Index report. Stolen credentials served as initial access vectors in nearly half of all incidents, with software vulnerabilities exploited in approximately 30% of cases. The report revealed two-thirds of businesses had at least one internet-exposed web login panel when applying for cyber insurance, with Coalition detecting over 5 million exposed remote management solutions, highlighting how security tools originally designed to provide secure access have become prime targets for threat actors. You can read more here.
Vendor breaches now causing significant financial damage. Third-party vendor cyberattacks are inflicting unprecedented financial harm, with 23% of Resilience's cyber insurance claims in 2024 involving material losses from vendor breaches—the first time the company has observed such substantial third-party risk impacts. The report highlights how attackers are exploiting single points of failure to create "cascading" disruptions, as evidenced by UnitedHealth's $3.1 billion loss from the Change Healthcare attack and car dealerships' collective $1 billion loss from the CDK Global breach. While ransomware remains the top cause of loss at 62% of claims, threat actors appear to be shifting from indiscriminate attacks to targeted campaigns against larger organizations that "yield bigger payouts," moving away from their previous "spray and prey" approach.
550 rural hospitals join Microsoft-AHA cybersecurity initiative. Microsoft announced that 550 rural hospitals have enrolled in the Cybersecurity for Rural Hospitals Program, a partnership created with the American Hospital Association (AHA) last year. The initiative provides free and heavily discounted cybersecurity services, including nonprofit pricing on Microsoft enterprise licenses for qualifying critical-access hospitals. John Riggi, AHA national advisor for cybersecurity and risk, praised the program as "a prime example" of addressing "major cybersecurity resource challenges faced by rural hospitals" with "highly impactful solutions where none existed."
Software updates
Adobe: Adobe released patches closing over 30 issues in March. These updates impact Acrobat Reader, InDesign, and other programs. You can learn more here.
Microsoft: Updates for over 50 security issues were released this month—including six zero-day vulnerabilities. Your devices should prompt you to update automatically but you can read more about the security issues here. 

