
707  WHITE HORSE ROAD |  SUITE C101  |  VOORHEES ,  NJ  08043  |  T  856.782.1600  |  F  856.782.7080 

WWW .AMERIWAYFINANCIAL.COM  
____________________________________________________________________________________________________________________________________________________________________________________   

 

Securities offered through LPL Financial, Member FINRA/SIPC.  Financial Planning offered through Ameriway Financial Services, Inc., a Registered 

Investment Advisor and a separate entity from LPL Financial. 

 

 

 

Many clients and colleagues have expressed their concern regarding some phone call scams that have 

been going around recently.  At Ameriway Financial Services, we want to make sure you have the 

knowledge and resources to protect yourself should any of these situations arise.  Below are two very 

common phone call scams that you should be made aware of: 

 

INTERNAL REVENUE SERVICE (IRS) PHONE SCAM 
 

The Internal Revenue Service is warning tax payers to stay vigilant against an increase of IRS 

impersonation scams in the form of automated and personal calls from people pretending to be the 

IRS.   

 

These callers may demand money or may say you have a refund, to try and trick you into revealing 

personal information.  They sound convincing, and may know specific information about you.  They 

often alter the Caller ID, and give fake names and bogus IRS badge numbers.  Callers may also 

threaten you with legal action, arrest, or even jail time if you don’t respond. 

 

Knowing some telltale signs that a caller is a scammer is the best way to avoid becoming a victim.  

Here are some things that the IRS will NEVER do: 

 

 Call to demand payment, or call about taxes owed without first having mailed you a bill. 

 Threaten to bring in police or other law enforcement groups to have you arrested for not 

paying. 

 Demand that you pay taxes without giving you the opportunity to question or appeal. 

 Require you to use a specific payment method such as a pre-paid debit card, gift card or wire 

transfer. 

 Ask for a credit card number over the phone. 

 Use unsolicited email, text messages, or any social media to discuss your personal taxes. 

 

What should you do if you receive a call? 

 

 DO NOT give out any personal information. 

 If you think you may owe taxes, call the IRS at 1-800-829-1040 and speak with a real IRS 

agent. 

 If you know you do NOT owe any taxes, report the incident to: 

o The Treasury Inspector General for Tax Administration (TIGTA) at 1-800-366-4484 or 

www.tigta.gov and click on the “IRS Impersonation Scam Reporting” link. 

o The Federal Trade Commission at www.FTC.gov.  Include “IRS Telephone Scam” in 

the notes section.  Or call them at 877-382-4357. 

o Any information you have will be helpful (i.e., dates, phone numbers, names, caller ID 

numbers, etc.) 

 

  

http://www.tigta.gov/
http://www.ftc.gov/


MICROSOFT PHONE SCAM 
 

If you receive a phone call from a security “expert” at Microsoft – it’s a scam.  Microsoft will not 

randomly call you offering to fix your computer.  Here’s how to avoid the scam, and what to do if you 

fear you have fallen victim to it. 

 

The scammer will usually call and ask for you by name.  They say they are a security expert from 

Microsoft (or some other legitimate tech company or “partner”).  They will often say that your PC or 

laptop is infected with a virus or malware (software that is intended to damage or disable your 

computer). 

 

 Some scammers will ask for remote access to your computer and then use that access to get 

ahold of personal information. 

 Some may have you download a tool that will “fix” your problem, when actually you are 

downloading malware. 

 A more straightforward scam is to simply ask for money for “fixing” the problem, or for 

lifetime “protection” from the virus or malware they pretend is on your machine. 

 

What should you do if you receive a call? 

 

 DO NOT give out any personal information. 

 DO NOT allow them to lead you to any websites or change any settings on your computer. 

 If possible, get the caller’s details and report this to the Federal Trade Commission at 

www.FTC.gov or call them at 877-382-4357. 

 

IF YOU BECOME A VICTIM….. 
 

 Don’t berate yourself.  This could happen to anyone. 

 Change your username and passwords for all your online activities, and run your antivirus 

program. 

 Report the incident to the proper authorities. 

 Inform your bank/credit card company, and monitor your statements and your credit report for 

any suspicious activity.  You may have to put a fraud alert on your credit bureau reports. 

 File a police report if money has been lost.  It’s possible your credit card company or bank 

insurance may cover the loss. 

 

 

With any potential scam situation, it’s very important to TELL PEOPLE YOU KNOW!  These 

scams prey on people’s insecurity about lack of technology knowledge, and the best defense is 

SHARING KNOWLEDGE.  If you have any questions or concerns, please remember we are only an 

email or phone call away.  Contact us at 856-782-1600 or afs@ameriwayfinancial.com. 

http://www.ftc.gov/

