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     The Town Crier  
Hello Barbie, Hello Cyber Risk 

Toymaker Mattel Inc. is trying to bring its iconic Barbie doll into the digital age by creating an interactive 
version that will actually talk back when children speak to their dolls. But due to security issues, so can 
hackers. Mattel unveiled the Hello Barbie version in late November of 2015, just in time for the holidays. 
Using Wi-Fi and speech recognition technology, Hello Barbie can hold conversations, play games, share 
stories and tell jokes, according to the company.  

 Security firm, Bluebox discovered several issues with the Hello Barbie app, including that the app can be  
modified to reveal confidential information such as authentication credential passwords, according to a white paper  
released last week by the firm. The app will also connect a mobile device to any unsecured Wi-Fi network if it has Barbie 
in the name, allowing for a network spoofing attack to occur by an attacker impersonating the Barbie network to steal 
data, according to the white paper. The Hello Barbie app utilizes an authentication credential that can be re-used by  
attackers and also shipped with unused code that serves no function, but increases the overall attack surface, according to 
the white paper.   In addition, the Bluebox analysis identified server-side security issues, including that the ToyTalk server 
domain was on a cloud infrastructure susceptible to the POODLE attack.  This would allow attackers to downgrade  
connection security and listen in on communications to the server such as uploaded conversations from the doll. Bluebox 
informed ToyTalk of these vulnerabilities, and the company has quickly resolved several issues, according to the white 
paper.  Bluebox wasn't the first to identify a security flaw with Hello Barbie. Researcher Matt Jakubowski previously said 
he'd discovered a flaw that would potentially allow hackers to pinpoint home addresses of doll owners. 
(BusinessInsurance.com  Dec 2015) 

Save And Be Safe When Using ATMs 
You spot them here, you spot them there, those ATMs are everywhere! And, thank goodness for that. But, as you've surely  

discovered by now, not all ATMs are created equally. Some will charge a fee for using them, while others may have been  
compromised in some way, which could lead to thieves cleaning out your bank account.  At the latest count, there were 

around half a million automated teller machines across North America and around three million worldwide. But if you use 
one that doesn’t belong to your bank, you're more than likely to have to pay a fee.  Meanwhile, crooks have developed all 
manner of tricks to part you with your money when you use them – from hidden cameras to devices that are placed over the card 

slot to read details or even trap your cash inside the machine. Here are 10 things you can do to minimize fees and maximize security 
at ATMs, courtesy of the US Federal Deposit Insurance Corporation: 

1. Check with your bank to see which ATMs other than their own you can use without paying. 
2. Look for fee information on the machine itself. Fees vary and ATM operators are required to show them. 
3. Drawing more in a single transaction from a fee-charging ATM may cost you less than making several withdrawals. Alternatively, 

use your debit card to get free cash-back at stores that offer the service. 
4. Guard against overdrafts, by keeping track of your account balance. You may be charged not just for being overdrawn but also 

for withdrawing from an ATM even from your own bank. 
5. See if your bank has extra ATM features that, for example, allow you to withdraw cash via a smartphone app, so you don’t have 

to use your card. Or you may be able to get withdrawal receipts emailed. 
6. Keep personal safety in mind. Check your surroundings. Watch for people loitering around. Have your card in your hand when 

you approach the machine and put your money away quickly. 
7. Inspect the ATM for signs of tampering, such as scratches or tape near the card slot. If you're suspicious, don’t use it. 
8. Keep your cards safe and safely destroy old, out-of-date cards by shredding or cutting through the numbers. 
9. Protect your Personal Identification Number (PIN). Memorize it and never write it on the card or on a piece of paper in your 

wallet. 
10. Immediately report a lost or stolen card or anything else that could be a warning sign of a problem (including if your card is not 

returned by the machine). 
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FBI Issues Warning On New Chip Credit Cards 
New credit and debit cards bearing a computer chip that makes them more secure against 

fraud are being sent out by banks and other credit card issuers. 
But as the replacement process is expected to last for many more months, the FBI has 
warned against scammers posing as issuers. They call or email their potential victims  
asking them to "confirm" their card details, which is merely a ruse to collect the card  

numbers and use them to make fraudulent purchases. 

DON’T TAKE CASH AT THE SCENE OF A CRASH! 
If you've ever felt a bump from behind while driving and heard that sickening crunch, 
you know what it feels like to realize that someone has just rear-ended you. And that 
means coping with the hassle of getting the other driver's information, putting your car 
in the shop and dealing with an auto insurance company.  So if the damage to your 
car looks minimal and the other driver offers to quickly settle the matter by giving you 
cash on the spot, you might be tempted to take the money and try to put the whole 
thing behind you.  That's a bad idea, for at least three reasons: 
• People are generally terrible at estimating repair costs — even for damage that is easily visible. 
• There can be hidden or structural damage. 
• You could have injuries and not realize it right away. 
Sometimes, damage is invisible 
Common hidden damage after a fender-bender includes: 
• Damage behind the rear bumper. Newer cars have a large plastic bumper cover. Upon impact the 
cover can flex in and smash the absorber and reinforcement bar that lie behind it. The bumper dent 
could even pop back out, leaving little evidence of the damage. 
• Exhaust system damage. An exhaust pipe that's hit from the rear can be pushed forward, leaving 
a kink in the pipe. You won't see that if you're standing by your car at the accident scene and looking 
at your bumper. 
• Suspension damage. Even a small impact can push your wheels out of alignment. You might not 
notice until much later, when you realize your car seems to be pulling to the left or right. 
• Unibody damage. Some cars are built with a "unibody" rather than a frame. The underlying car 
structure can crumple up like an accordion when hit. 
Injuries can sneak up on you 
An injury may not be obvious at the accident scene, when your adrenaline is pumping. It might be 
hours later or the next day when you realize your neck is stiff or your knees are sore. 
 Instead, know what to do after a car accident. Get the other driver's insurance information so 
that you can make a third-party claim against his or her liability insurance. Take photos of both cars. 
Call the police. If the police won't come because it's a minor accident with no injuries, you can file an 
accident report at the police station. 
You don't know the other driver's motives 
One particularly unsavory reason for the other driver to offer you cash: He might not have auto  
insurance at all. An estimated 12.6% of drivers nationwide drive uninsured, according to the  
Insurance Research Council, even though almost every state requires a minimum amount of liability 
insurance.  
If the other driver has no insurance or insufficient insurance, you may be covered by your own  
insurance. But be sure to get complete contact information for the other driver. 
(USA Today, December 26, 2015) 

 

https://www.nerdwallet.com/blog/insurance/what-to-do-after-a-car-accident/
https://www.nerdwallet.com/blog/insurance/car-insurance/
https://www.nerdwallet.com/blog/insurance/car-insurance/


 
 

INTERVIEW OF THE MONTH 
We would like to thank David Fenton, Business Manager of the International  

Brotherhood of Electrical Workers 223 (IBEW 223) for being our interview of the 

month! 
 

City / Town you live in? Taunton 
 

School? Coyle & Cassidy High School 
 

Most unexpected or surprising thing about your job? Being able to work for the 

local membership of the local union and to see their appreciation for the efforts. 
 

Your first paying job? A stock boy Trucchi’s supermarket 
 

First car you owned? 1979 Chevy Monza 
 

What radio station is dialed in or what’s in your CD player? Sirius 80’s on 8 
 

What book are you currently reading? Brady vs Manning the Untold Story 
 

Hobbies? Golf, Politics, relaxing 
 

 The Electricians Union Hall serves members and contractors in South Eastern 

Massachusetts. The goal of the IBEW is to organize all contractors, electricians, and technicians 

into the IBEW who are committed to the advancement of wages, benefits and working  

conditions within the electrical industry. With a highly trained workforce we are able to provide 

contractors skilled workers when they need them. We are proud of the skills that our members 

bring to the job site day after day. 

 IBEW 223 is located in the Myles Standish Industrial Park in Taunton.  They are open  

Monday – Friday 7:00am to 5:00pm.  You can find more information at 

www.IBEW223.org  
 

Hot Wheels List Of Auto Theft Targets 
 

Here's some good news and bad news for car owners. The good news is that the 
number of  autos stolen on our streets has dropped dramatically over the last 156 or 
so years – from around 1.7 million to just 700,000. 
But the bad news is that if  you own certain models and vehicle types, you're going 
to be much more vulnerable to theft than some others. 
For instance, according to the National Insurance Crime Bureau (NICB), of  that 
700,000 annual theft toll, more than 50,000 of  the autos were Honda Accords. 
In its annual "Hot Wheels" list of  most stolen vehicles, NICB names its top 10 (in 
order of  most stolen) as follows: Honda Accord, Honda Civic, Ford Pickup (full 
size), Chevrolet Pickup (full size), Toyota Camry, Dodge Pickup (full size), Dodge  
Caravan, Nissan Altima, Acura Integra and Nissan Maxima. 
"Although vehicle theft has been on a long downward trajectory, it is still a severe  
economic hardship for many to lose their vehicle to theft—especially if  a vehicle is  
uninsured," says the NICB 

http://www.IBEW223.org
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ARBELLA CHANGES  
EFFECTIVE FEBRUARY 1ST 

2016 

 

The following Personal Lines changes will 
begin with MA Auto voluntary policies  

effective February 1, 2016 and later: 
 Direct Bill installment fee increase from 

$6 to $7 
 Cancellation fee increase from $25 to  

$26Insufficient Fund fee increase from $25 
to $30 

In accordance with the recommendations made by 
the advisory councils, EFT business continues 

without a service fee. Down payment continues to 
remain at 10%. Fees for MA Auto voluntary policies 

effective prior to February 1, 2016 will remain the 
same until renewal.  Please feel free to call our  

office if you have any questions. 508-824-5875 
  

 

PET OF THE MONTH 

HAPPY BIRTHDAY CICI!! 
Cici is a miniature Poodle that turned 3 last 

month!  She loves playing tug of war and 

getting belly rubs!  She especially loves her 

mom!!  Thank you to Jackie for sending us 

the most adorable pictures of Cici!! 
 

Please send us a pic of your pet and you may be featured in our next  

newsletter! margaret@allanwalker.com 


