




Identity Theft Defined 
Identity Theft involves the use of 
a victim’s personal identity 
and/or credit for criminal 
purposes. 

Such identifying info includes a 
person’s social security number, 
date of birth, mother’s maiden name, 
account numbers, address 
Almost always employed as a means 
to commit other crime 
Unique in that it is a component of 
many types of crimes and spans 
multiple investigative programs 

Bank Fraud, Credit Card 
Fraud, Telemarketing 
Fraud, Internet Fraud, 
Bankruptcy Fraud, 
Insurance Fraud, Money 
Laundering, and Fugitive 
cases  

 

Identity Fraud involves the use of 
a false identity, which does not 
belong to someone else,  for 
criminal purposes. 
 











*   Social networking 







Phishing Report 
 

 First Phishing attacks started in 2002 
 

Phishers Catch between 5 and 20% of all 
 Users 

 

 Mail-server spam and phishing filters stop 63% 
of phishing emails from ever reaching in box 

 

If you think it may be real, use a fake password, 
if it takes it, it isn’t real. 



What to do if you think you have 
responded to one by accident 

 

If you have provided your personal information in 
response to a phishing email, you should assume that 
you will become a victim of identity theft.  

If you provided your bank account or credit card 
number, you should cancel that account and open a 
new one immediately 



Social networking sites provide 
teens and adults with a virtual 
environment where they share 
stories, pictures, videos, and 
participate in chat rooms with 
friends and acquaintances. 

SOCIAL NETWORKING  



By providing information about 
yourself using blogs, chat 
rooms, email, or instant 
messaging, you can 
communicate either within a 
limited community, or with the 
world at large. 



Tips for Socializing Safely 

Think about how different sites work 
before deciding to join a site. 
Keep some control over the information 
you post. 
Keep vital information to yourself. 
Make sure your screen name doesn’t 
reveal too much about you. 
Think about opening a site with your name 
so no one else can use it. 
 



Skimming 
The replication of electronically transmitted data to allow or enable valid credit 
authorization to occur 
Thieves use handheld magnetic card readers that can be bought on the Internet 
and elsewhere to glean personal information off the magnetic strip on credit and 
debit cards.  Once info is stripped, the data can be transferred to other magnetic 
strips to make counterfeit credit & debit cards. 
 









ATM Machines can be rigged to skim account 
information - and with a bank insider, your PIN # can be 
compromised 

Skimming device 



ATM THEFTS 

In this slide 
you see an 
individual who 
apparently is 
making a bank 
transaction at 
the ATM. 

 



What he really 
is doing is 
placing a trap in 
the ATM 
machine to 
“capture” the 
next user card. 

Placing the trap 



     Lookout Warning 

Altering the 
ATMs is a risky 
business, these 
individuals work 
in teams. The 
lookout warns of 
any possible eye 
witnesses / or of 
the next 
potential victim. 



Here we see 
the next client 
using the ATM 
after the trap 
has been set. 
He inserts his 
card and begins 
his transaction. 

    The Victim 



Springing the TRAP 

The ATM card is 
confiscated and 
the customer is 
confused, asking 
himself, Why has 
my card been 
confiscated? 
However, here we 
see the cavalry 
coming to help. 



Honest “Samaritan” offering help 

Here we see the 
thief pretending 
to help. What he 
is really doing is 
trying to gain the 
victim’s PIN, now 
that he has 
captured his card.  



Gaining access to the PIN 
The “Good 
Samaritan” 
convinces the 
victim he can 
recover the card,if 
he presses his PIN 
at the same time 
the “Samaritan” 
press “cancel” and 
“enter”.  

 
 



Situation Hopeless,  
“They Leave” 

After several 
attempts the 
victim is 
convinced his 
card has been 
confiscated. 
The victim and 
the 
“Samaritan” 
leave the ATM. 



Recovering the CARD 

Satisfied the area 
is clear, the thief 
returns to recover 
the confiscated 
card from his 
trap. He not only 
has the card, he 
also has the PIN 
the victim 
provided 
unknowingly. 

 



The Escape 

In possession of 
the card and the 
PIN he leaves the 
ATM with $300 
from the victim’s 
account. 



      THE TRAP 
The trap is made 
up of XRAY film, 
which is the 
preferred material 
by thieves; simply 
because  of the 
black color which 
is similar in 
appearance to the 
slot on the card 
reader.  



Placing the TRAP 
The trap is then 
inserted into the 
ATM slot. Care is 
taken not to insert 
the entire film into 
the slot, the ends 
are folded and 
contain glue strips 
for better adhesion 
to the inner and 
outer surface of 
the slots. 



 INVISIBLE  
Once the ends 
are firmly glued 
and fixed to the 
slot, it is almost 
impossible to 
detect by 
unsuspecting 
clients. 



Retrieval of Confiscated card. 
As soon as the 
victim is gone and 
they have your 
PIN, the thief can 
remove the glued 
trap by grasping 
the folded tips, he 
simply pulls the 
trap out that has 
retained your card. 



   RECOMENDATIONS. 

1.-Once your card 
has been 
confiscated, observe 
the ATM slot and 
the card reader for 
any signs of 
tampering. Should 
you see the film tips 
glued to the slot, 
unglue, pull the trap 
out and recover your 
card. 
2.- Report 
IMMEDIATELY to 
the BanK. 



 Safety Precautions 
 

•  Shield your pin number from prying eyes 

•  Don’t use ATM if people insist on standing close by 

•  Never take advice from “helpful strangers” 

•  Use same ATM so you can tell if something is different 

 

 

 



Ordinary looking ATM? 



A false card slot is affixed over the original card 
slot.  The false card slot holds an additional card 
reader used to copy card information.   



An ordinary monitor and pamphlet holder? 



The pamphlet holder houses a hidden 
micro-camera. 



The hidden camera is angled to monitor and the 
keypad and transmits wireless photos of them 
over 650 feet. 



The camera hidden within the pamphlet box contains 
its own battery and transmission antenna. 

















  Try to place your shredder where it is not accessible to 
children or pets. 

  Turn off (or unplug) your shredder when you are not 
using it. 

  Never allow children to operate your shredder, even 
with adult supervision. 

  Keep your hands and fingers as far from the shredder 
opening as possible when feeding material into it. 

  Be careful to secure or remove ties, necklaces, 
bracelets, loose-fitting clothing, and long hair before using 
your shredder. 

  Avoid putting thicker material (such as food wrappers, 
product packaging, and padded envelopes) through your 
shredder. 









                                                                             

 
 









Opt out of 
preapproved/presceened 

Credit Card offers 

1-888-5opt-out 
1-888-567-8688 

www.optoutprescreen.com 



 Protect your identity 
1. Don’t give out your Social Security number 

2. Check your credit report (at least) 3 times a year 

3. Guard your mail 

4. Keep track of your billing cycle 

5. Examine all financial statements 

6. Buy a shredder (and use it!) 

7. Know your ATM 

8. Protect your computer 

9. Shop safely 

10. Opt out 

11. Credit Freeze?  Online Banking? 

12. Opening Social Networking Accounts in your name –  limit info. 

 

 



Looks Too Good… 

Types of fraud:  Identity, Financial, Auction, 
Lottery and Counterfeit Payments 
Explains the schemes:  phishing, spoofing, 
spyware, employment, Nigerian 4-1-9, Escrow 
services, foreign lottery, and counterfeit money 
orders 
Alerts!, File a complaint, Victims Stories, DVD 

www.lookstoogoodtobetrue.com 



Internet Crime Complaint Center 

www.ic3.gov 













What to do next: 

Close new accounts opened in your name 
 

Remove bogus charges from your account 
 

Correct your credit report 
 

Consider adding an extended fraud alert 
or a credit freeze (Ohio - $5 per credit 
agency) 
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