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Dear Client,
Welcome to your February Savvy Cybersecurity newsletter. Read on to learn more about:
· How to stay safe on public Wi-Fi
· Cybersecurity risks in federal systems
· And more

Hack-Proof Your Wi-Fi Usage
Public Wi-Fi is everywhere—at coffee shops, airports, hotels, and even public parks. It’s convenient, but it can also be a hacker’s playground. If you’re not careful, your personal data, passwords, and even financial information could be exposed.
So, how do you stay safe? Here are some simple steps to protect yourself while using public Wi-Fi.
1. Avoid sharing personal information
If you connect to free, unsecured public Wi-Fi, assume that everything you do can be seen by others. When you are connected to this type of Wi-Fi you want to avoid logging into bank accounts, making online purchases, and other financial transactions. You should also refrain from signing into important email accounts as a hacker could steal your credentials.
2. Use a VPN (Virtual Private Network)
If you need to connect on the go, you should invest in a VPN (Virtual Private Network) before connecting to the Internet. By adding a VPN to your laptop, smartphone, or tablet, you’ll be able to create a secure connection over free, wireless internet. A VPN essentially creates a secure tunnel between your device and the Internet and encrypt sthe data that you share. There are many VPN apps available and you should research which will work best for you. It is smart to opt for a paid version to get all the benefits.
3. Turn off auto-connect features
Some devices automatically connect to available Wi-Fi networks. This can be risky because hackers sometimes set up fake networks (called "honeypots") that look like legitimate ones. Disable auto-connect in your device’s Wi-Fi settings to prevent accidental connections.
4. Use your mobile hotspot instead
If you need a quick, secure connection on the go, your mobile hotspot is a great alternative. Mobile data is harder for hackers to intercept and it will create an encrypted connection for you to use. Be sure to use a strong password for your hotspot to prevent unauthorized access. 
Stay safe and connected
Public Wi-Fi is convenient, but it’s not always safe. By taking a few precautions—like using a VPN, avoiding sensitive transactions, and turning off auto-connect—you can protect your personal information and browse more securely.
Cybersecurity shorts 
AI models become new arsenal for state-sponsored hackers. Google's recent report reveals that Advanced Persistent Threat (APT) groups from Iran, China, North Korea, and Russia are actively exploiting Gemini AI to enhance their cyber operations, from target reconnaissance to vulnerability research and malicious script creation. OpenAI reported similar findings in October 2024, confirming state-linked actors' attempts to exploit generative AI tools, while the emergence of alternative AI models with weak security controls is providing cybercriminals with unrestricted tools for hacking and malware development. The trend extends beyond state actors to smaller cybercriminals and scammers who are leveraging AI to create more convincing phishing attacks, automate scams, and circumvent personal security defenses.
Security experts warn of unprecedented risks in federal systems access. Cybersecurity experts are raising alarms over Elon Musk and the Department of Government Efficiency (DOGE) team's access to critical federal systems, including the Treasury's payment system and the Office of Personnel Management's sensitive employee records. A private server has been installed at OPM without proper security vetting, while a 25-year-old former Musk employee has reportedly been granted administrative access to Treasury systems that control over $6 trillion in government payments. Federal employees are caught in a legal bind, as granting system access to unauthorized individuals could violate Title V of the E-Government Act of 2002, which carries penalties of up to five years in prison and $250,000 in fines.
Biden's cybersecurity order faces uncertain future under Trump administration. President Biden's Executive Order 14114, signed on January 16, 2025, aimed to strengthen federal cybersecurity but faces an unclear path forward as it was not included in President Trump's initial list of revoked orders. While both presidents have shared similar cybersecurity goals, the order's ambitious scope may conflict with Trump's deregulation priorities and expanded CISA authority could face Republican opposition. The Department of Homeland Security has already dismissed all members of its advisory boards, including the Cyber Safety Review Board, though CISA employees have been excluded from federal buyouts due to their national security role.
Ransomware groups pivot to data theft as enterprise defenses improve. According to Huntress' 2025 Cyber Threat Report, ransomware gangs are adopting more sophisticated tactics, with 75% of incidents in 2024 utilizing remote access Trojans (RATs) and 17.3% exploiting remote monitoring tools like ScreenConnect and TeamViewer. The report reveals that threat actors are increasingly focusing on data theft and extortion rather than encryption, while leveraging legitimate system administrator tools to evade enhanced security measures. With an average time-to-ransom of 17 hours and some groups achieving it in just 6 hours, these advanced tactics - previously reserved for large organizations - are now being deployed against businesses of all sizes.
Software updates
Adobe: Adobe released updates for 45 security vulnerabilities this month. The updates impact InDesign,  Illustrator, and other programs. You can learn more about the updates here.
Apple: Updates for iPhones and iPads were released this month following a zero-day vulnerability. Apple released iOS 18.3.1 and iPadOS 18.3.1 in response to the security issue. Your devices should prompt you to update but you can read more here.
Google: Chrome users should update their browsers when prompted to protect their devices from two high and one medium severity flaw. You can learn more here.
Microsoft: Over 50 security issues are fixed in this month’s Microsoft update. Some of these vulnerabilities are actively being exploited so users should update as soon as possible. You can read more here. 

