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SMARSH ENCRYPTED EMAIL – CLIENT OVERVIEW 
 

WHAT IS THIS SERVICE? 
 

Your financial advisor’s office is using Smarsh Encrypted Email to send secure email messages to you.   

Standard email is not guaranteed secure while in transit between sender and receiver.  In cases where email is transmitted 
unsecured, it is possible for third parties to intercept and read the email and view the attachments.  In some instances, it is 
possible for third parties to modify the contents of messages without the sender or the receiver knowing messages have been 
altered. 

In response to this possibility, your advisor is using Smarsh Encrypted Email for instances where sensitive information needs to 
be transmitted between you and their office. 

 

WHEN IS SMARSH ENCRYPTED EMAIL USED INSTEAD OF STANDARD EMAIL? 
 

As with any topic related to computer information security, there is always a tradeoff between security and usability. Because 
security features have been added to email in general, and because of the productivity inherent with general email features, 
encrypting every message is not recommended.  

When sending personally identifiable information, such as Social Security Numbers, Account Numbers, Birth Dates, etc., 
combined with names and contact information, your advisor uses Smarsh Encrypted Email instead of standard email. 

 

RECEIVING SMARSH ENCRYPTED EMAIL 
 

When your advisor sends you a message through Smarsh Encrypted Email, you still receive a message in your email program. 
However, instead of seeing the contents of the message directly, the message you receive is a notification regarding a new 
encrypted message available for you at the Smarsh email portal. The message looks like this: 
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To access the message contents, click on “Click here to open” to be taken to the Smarsh Email Encryption Portal. 

If you have never created an account before, you have the option to login using one of your social media accounts or to create 
an account specific with Smarsh. 

 

 

If you have created an account previously, you use your email address and password to log in. 

Once logged in you can view the message, respond to it, or create new messages to send additional information to your 
advisor or any of their staff. 

 

After your account is created, you can send encrypted emails to your advisor or any member of their staff at any time you 
need to send them sensitive information. 
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