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Dear Client,
Welcome to your January Savvy Cybersecurity newsletter. Read on to learn more about:
· Your 2025 cybersecurity check-up
· The new administration and cybersecurity
· And more

Your 2025 Cybersecurity Check-Up
The beginning of the year is a great time to ensure your cybersecurity is in check. While you may have already taken the actions laid out in the Savvy Cybersecurity program, it is good to review certain aspects of your cybersecurity every year to ensure your security.
Check your passwords
Strong passwords are an important line of defense against hackers. Take some time to review all your key passwords for email, banking, social media, and other important accounts. Make sure they are long and complex with a mix of letters, numbers and symbols. Avoid easy-to-guess passwords based on names or birthdays. We recommend using a password manager to store unique passwords for each account. You should also enable two-factor authentication where available for an extra layer of security.
Update your software
Maintaining current software and operating systems is critical for strong cybersecurity. Set your devices and applications to automatically install major updates. These often contain vital security patches to fix newly discovered vulnerabilities. Check that your computers, phones, apps and internet-connected devices are running the latest versions. If you have older devices that are past their support lifecycle, it’s safest to retire them. Outdated software is prone to unpatched flaws that criminals can exploit.
Check your credit report
Get a free copy of your report annually from the major credit bureaus (Experian, Equifax, and TransUnion) and check for any suspicious activity. Look for accounts you don’t recognize, address changes you didn’t authorize, or credit checks from companies you haven’t applied to. Dispute any errors you find and report anything suspicious to the credit bureau and authorities. If you have not already, freeze your credit report at the three major bureaus. Freezing your credit will make it more difficult for a thief to open a new credit in your name.
Review your social media accounts
Social media allows us to stay connected with family and friends but can also cause us to share too much information with the wrong people and apps. To start, go through the friends and followers on your social media profiles and ask yourself if you still want this person to see details on your life. Remove those who are no longer a part of your life.
Then, visit the security settings for all of your social media accounts. Be sure they are set to private so you are not sharing personal data with the outside world.
Making cybersecurity a regular habit is the best way to protect yourself online. Start with this simple check-up for your passwords, software, credit reports, and social media. Being proactive about security makes you a harder target for online criminals.
Cybersecurity shorts 
Healthcare sector reels from major cyber incidents in 2024. Three significant cyberattacks in 2024 highlighted critical vulnerabilities in healthcare cybersecurity: Ascension Healthcare's ransomware incident from a single compromised device disrupted patient care across 2,600 facilities, Change Healthcare's breach impacted one-third of U.S. healthcare insurance transactions due to lacking multi-factor authentication, and Synnovis's attack resulted in the destruction of 20,000 blood samples and numerous canceled surgeries. The FBI reported that healthcare organizations were the most targeted sector in 2023, accounting for 20.9% of tracked ransomware attacks, emphasizing the urgent need for improved security measures including multi-layer access controls, behavioral monitoring, and vulnerability management. You can read more here.
FCC takes strong stance on telecom network security against foreign threats. The Federal Communications Commission (FCC) has implemented immediate measures requiring telecommunications carriers to secure their networks against cybersecurity threats, particularly those from Chinese state-sponsored actors, following the recent Salt Typhoon breaches affecting major U.S. telecom companies. The agency's Declaratory Ruling mandates network security requirements under CALEA, while also proposing annual cybersecurity risk management certifications for service providers. The FCC's action, supported by CISA and national security officials, comes alongside efforts to auction spectrum for removing insecure Huawei and ZTE equipment from U.S. networks.
Last-minute Biden order sets new federal cybersecurity standards. Before leaving office, the Biden administration released a new executive order requiring companies that sell to the U.S. government to meet enhanced cybersecurity standards and demonstrate secure software development practices. The order mandates that cloud providers publish security operation guidelines, requires internet-connected devices to carry the U.S. Cyber Trust Mark by 2027, and directs the National Institute of Standards and Technology to develop software update guidance in response to recent major cyberattacks at Change Healthcare, Colonial Pipeline, and Microsoft. The order's future remains uncertain as the new Trump administration has not indicated whether they will maintain these requirements.
Trump's AI strategy expected to prioritize innovation over regulation. As Trump begins his second term, his administration is expected to repeal Biden's AI executive order, citing concerns about hindering innovation, while potentially addressing the fragmented AI policy landscape through federal frameworks. Building on his first term's American AI Initiative, Trump's approach will likely emphasize research and development investment and reduce regulatory barriers, while strengthening export controls on AI technology to counter China's technological advancement. The administration faces the challenge of balancing domestic innovation with national security concerns, particularly in military AI development and international competition.
Software updates
Adobe: The January patch for Adobe closes 14 security vulnerabilities affecting Photoshop, Illustrator, and other programs. They are all considered severe. You can read more about the updates here.
Microsoft: Microsoft started off the year by releasing an update closing over 150 security issues. Three of the issues are considered "zero-day" and are actively being exploited. Your devices should prompt you to update automatically but you can read more about the patches here.

