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Ransomware is a form of malware designed to encrypt files on a device, rendering any files and the systems that 

rely on them unusable. Malicious actors then demand ransom in exchange for decryption. In recent years, 

ransomware incidents have become increasingly prevalent among private businesses, nonprofits, critical 

infrastructure organizations, and state, local and government entities. 

Should your organization become a victim of ransomware, the Cybersecurity and Infrastructure Security Agency 

{CISA) strongly recommends responding by using the following checklist. 

Detection and Analysis 

la. Determine which systems were impacted and immediately isolate them. 

lb. If several systems or subnets appear impacted, take the network offline at the switch level. It may 

not be feasible to disconnect individual systems during an incident. 

le. If taking the network temporarily offline is not immediately possible, locate the network (e.g., 

Ethernet) cable and unplug affected devices from the network or remove them from Wi-Fi to 

contain the infection. 

ld. After an initial compromise, malicious actors may monitor your organization's activity or 

communications to understand if their actions have been detected. Be sure to isolate systems in a 

coordinated manner and use out-of-band communication methods like phone calls or other means 

to avoid tipping off actors that they have been discovered and that mitigation actions are being 

undertaken. Not doing so could cause actors to move laterally to preserve their access-already a 

common tactic-or deploy ransomware widely prior to networks being taken offline. 

• Note: Step 2 will prevent you from maintaining ransomware infection artifacts and

potential evidence stored in volatile memory. It should be carried out only if it is not

possible to temporarily shut down the network or disconnect affected hosts from the

network using other means.

2. 
Only in the event you are unable to disconnect devices from the network, power them down to 

avoid further spread of the ransomware infection. 

3a. Triage impacted systems for restoration and recovery. 

3b. 
Identify and prioritize critical systems for restoration, and confirm the nature of data housed on 

impacted systems: 

• Prioritize restoration and recovery based on a predefined critical asset list that includes

information systems critical for health and safety, revenue generation or other critical

services, as well as systems they depend on.

• Keep track of systems and devices that are not perceived to be impacted so they can be

deprioritized for restoration and recovery. This enables your organization to get back to

business in a more efficient manner.

This checklist is merely a guideline. It is neither meant to be exhaustive nor meant to be construed as legal advice. 
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