
THE IMPORTANCE OF A STRONG PASSWORD
An 80-year-old friend shared that he and his wife had always used the same password for all of their social media and online 
accounts. It was easy to remember and simplified online life. 

At least, it did until their daughter found out. 

She insisted her parents create new and longer passwords, and told them to choose a different password for every account. It 
was necessary, she said, to keep their accounts and identities safe.

They figured she knew best, so they formulated some new passwords. 

It wasn’t long before they were changing passwords a lot because they couldn’t remember the new passwords. Finally, they 
settled on a solution. They wrote the passwords in a little notebook that was labeled: Passwords.

For the record, that’s not a good solution. Safer password management tools are available.

The story does bring up an important question:

Why is it important to have strong passwords? 
You are probably familiar with the survival joke that has one 
person saying to another: “I don’t have to run faster than the 
bear/zombie/tiger – I just have to run faster than you.“

A similar idea applies to passwords, especially in the case of a 
data breach. Wordfence explained, 

“If one of the services you use is compromised and 
[encrypted] passwords are stolen, even a teenager in his 
bedroom with a gaming PC under $2000 can try to turn your 
[encrypted] password into a plain text password at a rate of 3.2 
million guesses per second and possibly much faster.” [1]

The length and complexity of your password will determine 
how easily your password is cracked. For instance, if you have 
a four-digit password comprised of numbers 0 through 9 
there are only 10,000 possible combinations that must be 
tried to crack your password. [1]

On the other hand, if you have a 12-digit password 
comprised of letters, numbers, and symbols, there are 
19,408,409,961,765,342,806,016 possible combinations that 
must be tried. Wordfence reported the effort would take 
about 6,838 years. [1]

Do you have a stronger password than your neighbor? 
Once passwords have been stolen, there are a variety of 
attacks hackers use to decrypt them, reported Eitan Katz of 
Dashlane blog.

 y Brute force attacks try every combination of letters, 
numbers, and symbols to determine the password. The 
primary drawback for the thieves is that it takes a lot of 
time. [2]

 y Dictionary attacks are a lot faster. They just seek out every 
word in the dictionary. Reykjavik may be difficult for you 
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If you would like to learn more about passwords or discuss other cybersecurity issues, give us a call.

to spell, but it’s not much of a challenge for password 
cracking software. [2]

 y Commonly used passwords attacks target the most 
commonly used passwords. SplashData’s eighth annual 
list of ‘Worst Passwords of the Year’ is a treasure trove 
of laziness. It reported the five most commonly used 
passwords in 2018 were: [2, 3]

 ■ 123456, 

 ■ password, 

 ■ 123456789, 

 ■ 12345678, and 

 ■ 12345. 

Sunshine, qwerty, iloveyou, football, abc123, monkey, 654321, 
!@#$%^&amp;*, and charlie were also in the top 25. 

 y Hybrid attacks, as the name implies, combine various 
attack methods. For example, they may look for 
dictionary words with numbers and symbols as vowels. If 
you were thinking of changing iloveyou to il0v3y0u, don’t 
bother. [2]

Katz explained, “Weak passwords are low-hanging fruit, so 
every password cracking software listed above prioritizes 
cracking them. And since these stolen lists can store 
millions or billions of passwords, there are likely to be tens 
of thousands of weak passwords. For cybercriminals, tens of 
thousands of plain text passwords is plenty to go on.” [2]

What makes a strong password? 
The National Institute of Standards and Technology has 
established specific guidelines for strong passwords, 
according to the Department of Homeland Security. The 
recommendations include: [4]

 y Create the longest password permissible. 

 y Select a random combination of words. 

 y Include upper and lowercase letters, numbers, and 
characters. 

 y Avoid common phrases, famous quotations, and song 
lyrics.

 y Use different passwords for different systems and 
applications.

 y Do not reuse passwords.

Strong passwords are important. However, when a data 
breach occurs, even if you have a strong password, you need 
to change your old password to a new one. And don’t record 
your passwords in a notebook. Try a password manager.


