If you’ve had an email account for more than like five minutes, it’s pretty likely you’ve encountered a scammy email or two. What’s with these emails? Where do they come from and how can you stay safe from the trickier ones? Get your scuba gear ready because today we’re diving into the world of phishing!​
​
​
Phishing emails come from cybercriminals lying about who they are, hoping to get their hands on your accounts, data, or money. They may use malicious links or attachments to infect your device with malware or try to trick you into giving them what they want yourself. Either way, they’re bad news—so let’s talk about how to stay safe.​
​
The first thing you should do before interacting with an email is double-check the sender’s email address. Be sure to look closely; cybercriminals will sometimes spoof addresses, meaning they try to closely mimic a real email address to avoid suspicion. I.E. ‘hellloitsme@email.com instead of ‘helloitsme@email.com. (3 L’s)’​
​
Next let’s consider those malicious links and attachments. You can scrutinize links by hovering over them and looking closely at the URL you’ll be navigated to. If you don’t know for sure if the URL is credible, avoid the link entirely! In fact, it’s best to avoid ever clicking a link if you can help it - just in case. A search engine can be used to find the webpage you’re looking for instead! As for the attachments, avoid opening them if you weren’t expecting to receive them. If you get an unexpected attachment, you do think you need to open, first verify the sender’s identity through another means of contact like a trusted phone number.​
​
It’s also a good idea to verify a sender’s identity before sharing any personal information or other sensitive data with them. While some phishing emails are obvious scams, others are less obvious; there are cybercriminals out there very good at what they do, and with the rise of AI it’s becoming even easier for them to write convincing fraudulent emails. No matter what story you’re being sold, keep your sensitive data close unless you’re absolutely certain a sender can be trusted.​
​
One of the biggest red flags for phishing is a sense of urgency. Cybercriminals want you to panic and act rashly before you have the time and presence of mind to see through their lies.​
​


Annoyingly, our email inboxes aren’t the only place we have to be on the lookout for phishing. There’s an alternative form of phishing for just about every means of digital communication you can think of.​
​
Cybercriminals use smishing, or SMS phishing, to target people using text messages. Staying safe from these malicious text messages is roughly the same as staying safe from malicious emails. Don’t share personal information with unverified senders, and mobile devices aren’t immune to malware so avoid clicking links and attachments from unknown numbers. Keep in mind that cybercriminals don’t always impersonate people; they may pretend to be an automated text message from an organization like your bank.​
​
On your mobile devices, you’ll need to also stay on the lookout for vishing (voice phishing). That’s right—some cybercriminals are bold enough to call you on the phone! Generally speaking, if you get a phone call from someone you don’t know asking for your personal information or demanding a payment, take it as a red flag. You can always excuse yourself, find a trusted phone number online, and call back. As with email phishing, urgency is a huge red flag with vishing. Keep in mind that cybercriminals can spoof phone numbers, so don’t take your caller ID as the final word on a caller’s identity.​

​
receive a friend request from someone you’re already friends with on social media, hold off on accepting. A cybercriminal may be spoofing their profile! You can always reach out to your friend to find out. It’s also a good idea to avoid adding people you don’t know in real life. Your social media profiles are filled with personal information, so it’s ideal to keep strangers off of them. The best practices for links and attachments apply to social media, too. Avoid links and downloads sent via direct message or found on your social feeds.​
​
Some cybercriminals will even pretend to be real businesses on social media! During angler phishing attacks, they’ll create a fake profile for a company, then go through that company’s mentions to find customers reaching out for support. This gives them an easy opportunity to reach out to the person and ask for personal information under the pretense they’re providing customer support. Look out for that check mark that proves the account is verified! And if you’re on a platform where checks don’t necessarily mean the account owner’s identity has been verified…it may be best to find customer support elsewhere.​
​
If you receive suspicious messages to your work email address or phishy text messages claiming to be someone from our organization, always report them to the security team. If the security team knows about these threats, they can take measures to keep everyone at the organization safe. Phishing may be one of the most common and persistent types of cyber threat, but if we band together as a team, we can all keep one another off the hook.​

