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RANSOMWARE PREVENTION 

BEST PRACTICES 

Ransomware is a form of malware designed to encrypt files on a device, rendering any files and the systems that 

rely on them unusable. Malicious actors then demand ransom in exchange for decryption. In recent years, 

ransomware incidents have become increasingly prevalent among private businesses, nonprofits, critical 

infrastructure organizations, and state, local and government entities. 

Ransomware incidents can severely impact business processes and leave organizations without the data they need 

to operate and deliver mission-critical services. The monetary value of ransom demands has also increased, with 

some demands exceeding $1 million. Ransomware incidents have become more destructive and impactful in nature 

and scope. Malicious actors have adjusted their ransomware tactics over time to include pressuring victims for 

payment by threatening to release stolen data and publicly naming and shaming victims as secondary forms of 

extortion. Malicious actors engage in lateral movement to target critical data and propagate ransomware across 

entire networks. These actors also increasingly use tactics, such as deleting system backups, that make restoration 

and recovery more difficult or infeasible for impacted organizations. Throughout the initial disruption and, at times, 

extended recovery, the economic and reputational impacts of ransomware incidents have also proven challenging 

for organizations large and small. 

Be Prepared 

la. It is critical to maintain offline, encrypted backups of data and to regularly test your backups. Backup 

procedures should be conducted on a regular basis. It is important for backups to be maintained 

offline, as many ransomware variants attempt to find and delete any accessible backups. Keeping 

current, offline backups is critical because there is no need to pay a ransom for data that is readily 

accessible to your organization. 

lb. Maintain regularly updated "gold images" of critical systems in the event they need to be rebuilt. 

This entails maintaining image "templates" that include a preconfigured operating system (OS) and 

associated software applications that can be quickly deployed to rebuild a system, such as a virtual 

machine or server. 

le. Retain backup hardware to rebuild systems in the event rebuilding the primary system is not 

preferred. 

• Note: Hardware that is newer or older than the primary system can present installation or

compatibility hurdles when rebuilding from images.

ld. In addition to system images, applicable source code or executables should be available (i.e., stored 

with backups, escrowed, license agreement to obtain, etc.). It is more efficient to rebuild from 

system images, but some images will not install on different hardware or platforms correctly. Having 

separate access to needed software will help in these cases. 

2a. Create, maintain and exercise a basic cyber incident response plan and an associated 

communications plan that includes response and notification procedures for a ransomware incident. 

2b. Review available incident response guidance. 

This checklist is merely a guideline. It is neither meant to be exhaustive nor meant to be construed as legal advice. 
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