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Introduction – Why Resilient Cyber?

• All cyber systems can be compromised; perfect security is 
unattainable

• Attackers will always exist (insiders/outsiders)
• There is a critical need for a paradigm shift to allow cyber 

systems
• To operate safely in a compromised environment
• To be tolerable to cyberattacks rather than pursuing perfect secure 

cyber systems and applications
• MTD Approach
– Continuous and Random Change of Execution Environment
– This will increase significantly the cost to cyberattackers in time and 

resources for reconnaissance, planning and development



Adversarial Machine Learning Classifications
AML attacks can be described in terms of four primary vectors
• The Influence of an attack on the classifier’s decision. Attacks can be further categorized as 

causative attacks, which occur during the learning phase (poison attacks), or exploratory attacks, 
which target the trained model during the testing phases (evasion attacks).

• Security Violations affect either the integrity of the model when the adversarial samples cause 
misclassifications, or when the high rate of misclassifications causes the model to become 
unusable.

• Specificity refers to targeted attacks, where the adversarial samples aim to target a specific target 
value, or indiscriminate attacks, where the samples do not target a specific target value.

• Privacy refers to attacks where the adversary’s goal is to extract information from the classifier.

Adversarial attacks can also be classified based on:
o Their complexity. The consequences of such attacks can range from slightly reducing the 

confidence of a model’s predictions to causing it to misclassify all unseen data points.
o The knowledge an adversary may have. A white box attack refers to when an attacker has 

useful knowledge related to the learning model. A black box attack refers to when an 
adversary has no information about the internal workings of the target model.



rDDDAS System
• Editor and Abstract 

Services
• Service Repository
• Resilient Middleware 

Service
a. rML ensemble
b. MTD
c. executable 

services
d. acceptance test



1. Testbed:
a. Each ML algorithm on a VM (private cloud)
b. Apache Kafka

• image transfer
• commands

2. Dataset: 
a. ImageNet [1] vs. DAmageNet [2] (clean vs. adversarial)

3. ML models: 
a. VGG16, ResNet-50, and ResNet-101
b. Models are encapsulated as Web Services

Experimental Results



Experimental Results

Class Id Sample Id VGG16 ResNet50 ResNet101 rML

0 59 389 0 0 0

5 114 5 5 3 5

35 1 35 37 35 35

36 1 36 36 938 36

46 46 46 46 39 46

68 90 68 68 66 68

• Experiment 1: Classification Performance measurement of 
rDDDAS approach with other traditional approaches
– Test Data Size: 253 images

• rDDDAS was successful for all the classifications



Experimental Results
• Experiment 2: rDDDAS Execution timing performance with other 

traditional approaches 

Clean execution Adversarial execution



Conclusion
• We presented a resilient ML (rML) ensemble to tolerate 

adversarial learning attacks that utilizes moving target 
defense (MTD) to dynamically change the ML models so that 
the adversaries have no knowledge about the currently ML 
models being used and consequently fail the exploitation.

• The experimental results show that our rML can tolerate the 
adversarial samples and achieve high classification accuracy 
with small execution time degradation.
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