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Border Control DDDAS

2

Targets of Interest 

(a) (c)(b)

Objectives

Multi-layered Multimodal Sensor Network 

Forward Problem: 
State Estimation

To detect and classify multiple targets crossing the US border using fusion of data from a multilayered 
multimodal sensor network.

Inverse Problem: 
Sensor Network 

Adaptation

To selectively activate sensors to collect more contextually-relevant information (if needed) to improve 
classification performance by sensor fusion. 

(a) Humans walk/run individually/in group
(b) Animals led by human with/without payload
(c) Small and big vehicles



Schematic Overview of DDDAS Framework
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Key design factors:
• Border surveillance network 

has multiple layers of sensing.

• Intrinsic context affects data

• Extrinsic context affects 
interpretation of data

• Multimodal sensor fusion for 
state estimation

• Network adaptation or sensor 
team formation

• Contextual  adaptation of 
models

• Information feedback to lower 
layer sensors



Some previous milestones in data-driven learning 
and decision-making (up to 2014)
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Data-driven modeling of 
context was addressed 

using clustering 
techniques

Symbolization techniques 
for information model 
extraction from time-

series data was developed

• Alphabet-size selection

For unknown fixed 
context, the dynamic 

sensor selection and state 
estimation problem was 

solved

Validated with simulation 
as well as data from Army 

Research Lab

• Validation datasets DO NOT 
consist on higher layer sensors.

• Limited contextual effects.

• Assumed that context is fixed!
• Did not include communication 

topology or sensor hierarchy in 
formulation.

• Symbolization techniques were 
NOT adequate for 
measurements from higher 
layer sensors, such as, camera, 
LiDAR, etc.

• Context set was dependent on 
modality.

• State-context pair were 
assumed to give conditional 
independence for sequential 
updates.

• No control over context set size.

Context Learning Information Modeling Sensor Team Formation Experiments



Highlights of the current year approach (2014-15)

• Unsupervised learning 
of context from 

multimodal sensor data

• Cardinality reduction of 
context sets

Information model from 
multi-dimensional time-

series data

Incorporate time-varying 
intrinsic and extrinsic 
context for dynamic 

control of a multilayered 
sensor network

Set up the Penn State 
border control testbed 
and then conduct field 

experiments
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• Datasets from multilayered 
multimodal  sensor network 
are not publicly available.

• Longer datasets to see 
evolving contexts.

What?

Why?

• Considers spatiotemporal 
evolution of intrinsic context

• Allows switching of extrinsic 
context

• Enables control of a 
multimodal multilayered 
network

• Useful for estimation of 
measurement models of 
higher-layer sensors

• Context set will not depend 
on modality

• State-context pair can 
guarantee conditional 
independence

• Control over size of context 
sets

Context Learning Information Modeling Sensor Team Formation Experiments



Border control test-bed implementation

• Task: Implement a two-layered 
sensor network for target 
detection and classification.

• Fixed Sensors: 
– 6 x UGS (Seismic, Acoustic, PIR)

– 2 x camera

– 3 x environmental sensors

• Targets:
– Human walking/running.

• Test-bed Location: Pennsylvania 
Transportation Institute Test 
Track at Penn State University.
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Schematic of Border Control Test-bed



Sensor systems were developed for the 
experiment
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Data Acquisition

Signal Amplifiers

DC − DC power converter
(with battery input)



Sample of multilayered multimodal data for 
border-crossing target detection and classification

Video data from camera

Time-series data from UGS



Nonparametric density estimation for 
conditional independence
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Kernel-based density estimation for mixture modeling:

Conditional
Independence

Kernel splits

Linear program and quadratic program developed for density estimation

Training set for 
kernel regression

N. Virani, J.-W. Lee, S. Phoha, and A. Ray, "Learning context-aware measurement models," in American Control Conference (ACC), 2015, pp. 4491-4496. 
IEEE, 1-3 July 2015. 



Publications in 2014-2015
Journal:

• S. Phoha, "Machine perception and learning grand challenge: Situational intelligence using cross-sensory fusion," Frontiers in Robotics and AI: Sensor Fusion and Machine 
Perception, vol. 1, no. 7, October 2014. 

• S. Phoha, N. Virani, P. Chattopadhyay, S. Sarkar, B. Smith, and A. Ray, “Context-aware dynamic data-driven pattern classification,” Procedia Computer Science, vol. 29, pp. 
1324-1333, Elsevier, 2014.

• S. Ghosh and J.-W. Lee, "Optimal distributed finite-time consensus on unknown undirected graphs," in Control of Network Systems, IEEE Transactions on , vol.2, no.4, 
pp.323-334, Dec. 2015.

• N. Virani, J.-W. Lee, S. Phoha, and A. Ray, " Context-aware dynamic sensor selection for robust sequential hypothesis testing,” in preparation.

Conference:

• N. Virani, J.-W. Lee, S. Phoha, and A. Ray, "Dynamic context-aware sensor selection for sequential hypothesis testing," in Decision and Control (CDC), 2014 IEEE 53rd 
Annual Conference on, pp. 6889-6894. IEEE, 2014.

• N. Virani, J.-W. Lee, S. Phoha, and A. Ray, "Learning context-aware measurement models," in American Control Conference (ACC), 2015, pp. 4491-4496. IEEE, 1-3 July 
2015. (Best presentation in session award)

• S. Sarkar, P. Chattopdhyay, A. Ray, S. Phoha, M. Levi,  “Alphabet size selection for symbolization of dynamic data-driven systems: An information-theoretic approach,” 
in American Control Conference (ACC), 2015, pp.5194-5199, 1-3 July 2015

• N. Virani, J.-W. Lee, S. Phoha, and A. Ray, “Information-space partitioning and symbolization of multi-dimensional time-series data using density estimation”, in American 
Control Conference (ACC), 2016, under review.

• N. Virani, S. Phoha, and A. Ray, “On compression of machine-derived context sets for fusion of multi-modal sensor data,” International Conference on Computational 
Science (ICCS), 2016, to be submitted.

Book Chapters:

• N. Virani, P. Chattopadhyay, S. Sarkar, B. Smith, J.-W. Lee, S. Phoha, and A. Ray, “A context-aware multi-layered sensor network for border surveillance,” in Dynamic Data-
driven Application Systems, Springer, under review.

• N. Virani, S. Sarkar, J.-W. Lee, S. Phoha, and A. Ray, “Algorithms for context learning and in-situ decision adaptation for multi-sensor teams,” in Context-Enhanced 
Information Fusion, Springer, accepted.
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Definition: A finite non-empty set 𝒞(𝑋) is called 
context set, if for all 𝑐 ∈ 𝒞 𝑋 , the following holds:

Density estimation enables learning context from 
heterogeneous sensor data
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𝐶 𝑋

𝑌1 𝑌2 𝑌𝑁…

Graph-theoretic clustering 
(Phoha et al, 2014)^

Conditional 
independence is assumed

for the obtained 
modality-specific contexts

Non-parametric density estimation
(Virani et al, 2015)*

Conditional independence is 
guaranteed for the modality-

independent contexts

^S. Phoha, N. Virani, P. Chattopadhyay, S. Sarkar, B. Smith, and A. Ray, “Context-aware dynamic data-driven pattern classification,” Procedia Computer Science, vol. 29, pp. 1324-1333, Elsevier, 2014.
*N. Virani, J.-W. Lee, S. Phoha, and A. Ray, “Learning Context-aware Measurement Models,” in American Control Conference, 2015



Conditional independence with context enables 
tractable multi-modal sensor fusion
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Naïve Bayes fusion approach:

Context-aware fusion approach:

Bayesian fusion approach:

Measurement likelihood 
computation becomes intractable

Assuming conditional independence 
given state might be incorrect

Conditional independence 
given state-context pair is 
obtained by construction

N. Virani, J.-W. Lee, S. Phoha, and A. Ray, "Learning context-aware measurement models," in American Control Conference (ACC), 2015, pp. 4491-4496. 
IEEE, 1-3 July 2015. 



Context set compression techniques

Maximal clique enumeration Subset selection
Select only a k-subset of the machine-derived 
context set and quantify the bound of the 
error introduced by compression.
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ℒ(𝑥)

l2 l1

l3

l4

l5
l7

l6
c1

c2

Partition the machine-derived context set 
by choosing a desired level of acceptable 
error (𝜀).

ℒ(𝑥)

l2 l1

l3

l4

l5
l7

l6

𝒞𝜀 𝑥 = 𝑐1, 𝑐2
𝑐1 = 𝑙1, 𝑙2, 𝑙3, 𝑙4
𝑐2 = 𝑙5, 𝑙6, 𝑙7

𝒞1 𝑥 = 𝑙5
𝒞2 𝑥 = 𝑙2, 𝑙5

𝒞3 𝑥 = 𝑙2, 𝑙3, 𝑙5
…

𝒞7 𝑥 = ℒ 𝑥

𝒞3 𝑥



Extraction of information models from multi-
dimensional time-series data
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?

?𝑠1

𝑠2

𝑠3

Alphabet-Size Selection Partitioning and Symbolization Model Construction (PFSA) Model Evaluation

Class Separability,
Representation 

Accuracy

Information Model Construction Process

Objective of this work:
1. Unify alphabet size selection and partitioning steps
2. Derive a scalable partitioning scheme for multidimensional signals

Mixture models from kernel-based 
density estimation

Solution Approach:

Symbolization
Rules

N. Virani, J.-W. Lee, S. Phoha, and A. Ray, “Information-space partitioning and symbolization of multi-dimensional time-series data using density 
estimation”, in American Control Conference (ACC), 2016, under review.



Simulation example: Parameter classification 
in a nonlinear oscillator model
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Duffing model:



Highlights of the current year approach (2014-15)

• Unsupervised learning 
of context from 

multimodal sensor data

• Cardinality reduction of 
context sets

Information model from 
multi-dimensional time-

series data

Incorporate time-varying 
intrinsic and extrinsic 
context for dynamic 

control of a multilayered 
sensor network

Set up the Penn State 
border control testbed 
and then conduct field 

experiments
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• Datasets from multilayered 
multimodal  sensor network 
are not publicly available.

• Longer datasets to see 
evolving contexts.

What?

Why?

• Considers spatiotemporal 
evolution of intrinsic context

• Allows switching of extrinsic 
context

• Enables control of a 
multimodal multilayered 
network

• Useful for estimation of 
measurement models of 
higher-level sensors

• Context set will not depend 
on modality

• State-context pair can 
guarantee conditional 
independence

• Control size of context sets

Context Learning Information Modeling Sensor Team Formation Experiments



Formulated and solved context-aware dynamic 
sensor team formation problem using DP

Action Space: 𝒰𝑇 = 𝒳 × 0 ∪ 0 × 𝒮\T

𝑢𝑇 = 𝜇𝑇(𝐼𝑇) =  
 𝑥, 0 → 𝐷𝑒𝑐𝑙𝑎𝑟𝑒 𝑠𝑡𝑎𝑡𝑒 𝑒𝑠𝑡𝑖𝑚𝑎𝑡𝑒 𝑎𝑛𝑑 𝑠𝑡𝑜𝑝 (𝑆𝑡𝑎𝑡𝑒 𝐸𝑠𝑡𝑖𝑚𝑎𝑡𝑖𝑜𝑛)

0, 𝑗 → 𝐴𝑑𝑑 𝑠𝑒𝑛𝑠𝑜𝑟 𝑗 𝑎𝑛𝑑 𝑠𝑎𝑚𝑝𝑙𝑒 𝑌𝑗 𝑆𝑒𝑛𝑠𝑜𝑟 𝑆𝑒𝑙𝑒𝑐𝑡𝑖𝑜𝑛
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START

N. Virani, J.-W. Lee, S. Phoha, and A. Ray, "Dynamic context-aware sensor selection for sequential hypothesis testing," in Decision and Control (CDC), 2014 IEEE 53rd 
Annual Conference on, pp. 6889-6894. IEEE, 2014.

Prior probabilities 
assigned from 

intelligence data and 
measurements of other 

persistent sensors

Complete 
permission topology

(appropriate for 
single layer 

systems)

Extrinsic
Context

Unknown but constant
Intrinsic
Context



Permission graph is used to denote activation 
authority in multi-layered sensor network
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Layer 1
(UGS)

Layer 2
(Camera)

Permission graph
Graphical representation 
of the decision problem

Permission graph encodes:
“Camera can only be activated 

when both UGS sensors 
together need it.”



Extrinsic context modeled as a cost 
switching parameter controlled by “nature”
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Switching of misclassification cost

Normal Versus  Alert 

(Increase penalty of misclassification)

Intelligence data about car smuggling

(Increase misdetection penalty of car targets)

Switching of sensor cost

Battery power dependent cost:

Lower power, higher cost

UAV is patrolling another region

(High cost for resources allocated to other tasks)

Uncertainty associated with the cost of adding a new sensor and the cost of misclassification with that 
updated team is modeled as extrinsic context

Decision making 
under uncertainty

(Game against 
nature)

Nature controls 
extrinsic context

versus
Agent controls 

sensor selection and 
state estimation

Solution Approach:
Minimax
dynamic 

programming



Advances in context-aware dynamic sensor 
selection
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𝑃 𝑋 assigned from intelligence data

Complete permission topology 
(appropriate for single layer systems)

Extrinsic
Context

Unknown but constant
Intrinsic
Context

Permission
Topology

Optimal feedback control of time-
invariant system

Control

𝑃 𝑋 assigned from intelligence data AND 
cost structure controlled by nature 

Hierarchical permission topology 
(appropriate for multilayered network)

Unknown with probabilistic dynamics modeled as a 
PFSA or HMM OR unknown dynamics modeled as 

nondeterministic switching

“Game against nature”
Minimax feedback control of switching system 

(robust w.r.t. nondeterministic switching)

Developed in 2014* Advances in 2015

*N. Virani, J.W. Lee, S. Phoha, and A. Ray, "Dynamic context-aware sensor selection for sequential hypothesis testing," in Decision and Control (CDC), 2014 
IEEE 53rd Annual Conference on, pp. 6889-6894. IEEE, 2014.

Details



Enabling online control of team formation:
Information space & belief space partitioning
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Time series
in

ℝ2000

Feature in ℝd,
d < 15

Supervised
Learning with 
State-context 

pair

𝒴1 = 𝑦1, 𝑦2𝑦3, 𝑦4

Discrete 
measurement 

set

Feature 
Space

1

2

3

4

Imperfect state information problem 
over 𝒳 𝐻𝑦𝑝𝑜𝑡ℎ𝑒𝑠𝑖𝑠 × 𝒞(𝑐𝑜𝑛𝑡𝑒𝑥𝑡)

space

Perfect state information problem over 
belief space 𝑝 𝑋, 𝐶 | 𝐼𝑇

Partition the belief space to discretize 
the “state” space

Discrete finite information space, “state” 
space, and action space, thus, DP can be 

solved by backward induction.

If 𝒳 = 2 and 𝒞 = 2 ,
posterior probability in 4D simplex

𝑝1 + 𝑝2 + 𝑝3 + 𝑝4 = 1

Discretization of the region
𝑝1 + 𝑝2 + 𝑝3 ≤ 1

Action 1 is 
optimal

Action 2 is 
optimal

𝑝1

𝑝2

𝑝3



Validation with field data for target 
classification using UGS

22

Dataset:
Normal Walking: 79 samples
Stealthy Walking: 81 samples

Training: 75%, Testing: 25%
Repeat for 2 runs

Gravel/Dry Moist

Feature Extraction: Symbolic Dynamic Filtering
Comparison with Naïve Bayes Classifier



Results from field experiment show performance 
improvement with context-awareness
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Summary of accomplishments of the current year 
(2014-15)

Unsupervised learning of a single context set from multi-modal sensor data

Extract information models from multi-dimensional time-series data for higher-layer sensors

Incorporate intrinsic and extrinsic context in dynamic control of a multilayered sensor network

Set up a border control testbed for field experiments with a multilayered sensor network
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Details



Future research plans
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Updating of context sets (at slower timescale)

Robust hypothesis testing (w.r.t. data length and measurement noise)

Validation and further development of information models from high-fidelity 
sensors

Experimental validation with more sensors and target classes

𝒞 X, t

Information feedback from higher-layer to lower-layer sensors
Can camera teach 
geophones to get 

better?

Details



THANK YOU
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Introduction

Context Learning

Information Model

Sensor Selection

Field Experiments

Summary & Future Work

Dynamic Data-Driven Machine Perception and Learning for Border Control Application
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Symbolic Dynamic Filtering †

Objective: Estimate the State Transition Matrix or State 
Probability Vector given a time-series data.  

† A. Ray, “Symbolic Dynamic Analysis of Complex Systems for Anomaly Detection,” Signal Processing, 84 (2004) pp. 1115–1130.  

Information Model for Sensor Data

28

Examples: Time-series data and features

Back



Conditional independence enables 
tractable multi-modal sensor fusion

29

0 0.5 1 1.5 2 2.5

x 10
4

-0.1

-0.05

0

0.05

0.1

0.15

0 0.5 1 1.5 2 2.5

x 10
4

-0.03

-0.02

-0.01

0

0.01

0.02

0.03

0.04

0.05

Feature
Extraction

Seismic

Acoustic

PIR

Heterogeneous Sensor Fusion

Feature
Extraction

Feature
Extraction

Context-aware 
Feature-level

fusion

• Joint distributions:

• Marginal distribution:

• Sequential posterior probability update rule:

𝑌1

𝑌2

𝑌3

N. Virani, J.-W. Lee, S. Phoha, and A. Ray, "Learning context-aware measurement models," in American Control Conference (ACC), 2015, pp. 4491-4496. 
IEEE, 1-3 July 2015. 



Updated the notion of contextual value of 
information to include extrinsic context

30

Expected cost for team 
to make decision on own

Expected cost for team 

Examples :

Call OR Do Not Call?

Call

Do Not CallAsk for an
UAV(𝑗)? 

Visible light camera (𝑗1)
OR

Infra-red camera (𝑗2)?

Visible light camera

Infra-red camera



Other Publications in 2014-2015
Conference:

• Jha, Devesh K., Abhishek Srivastav, Kushal Mukherjee, and Asok Ray. "Depth estimation in Markov models of time-series data 
via spectral analysis." In American Control Conference (ACC), 2015, pp. 5812-5817. IEEE, 2015. 

• Li, Yue, Asok Ray, Pritthi Chattopadhyay, and Christopher D. Rahn. "Identification of battery parameters via symbolic input-
output analysis: A dynamic data-driven approach." In American Control Conference (ACC), 2015, pp. 5200-5205. IEEE, 2015.

31



Dynamic Programming Equations

32
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Formal Definition of Context Types

• Every context element is a known physical phenomena, which is 
relevant to the sensing modality (𝑠).

• No two elements can occur together.

Set of Context Elements ℒ 𝑠

• Oops

• It’s not white

Intrinsic Context

• Oops 
• It’s not white

Extrinsic Context

33



Context affects the sensor data or its 
interpretation

34

Intrinsic Context

Precipitation affects seismic sensor 
signals

Fog affects visibility of camera

Extrinsic Context

Prior knowledge from intelligence data

Cost of misclassification according to 
the situation

Class 1 Features

Class 2 Features

Classifier

Feature Space Feature Space

Using Intrinsic 
Context  to adapt 

the classifier 
boundary

Using Extrinsic 
Context to adapt 
interpretation of 

data

Examples: Examples:

Class 1 Features

Class 2 Features

Classifier

Back



Supervised Modeling using Graph Theory
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l1

l2 l3

l4

l5

ℒ 𝑠 = {l1,l2,l3,l4,l5}

w12

w13

w14

w15

w23

w24

w25

w34

w35

w45

𝐶 𝑠, 𝑥 = {{l1,l2,l5}, {l2,l4}, {l3}}
𝑐1 𝑠, 𝑥 = {l1,l2,l5}
𝑐2 𝑠, 𝑥 = {l2,l4}
𝑐3 𝑠, 𝑥 = {𝑙3}

Context Set
Construction

≼
Finding all

Maximal Cliques

*Bron, C. and Kerbosch, J., “Algorithm 457: Finding all cliques of an undirected graph,” Communications of ACM, vol. 16, no. 9, pp. 575-577, 1973.

Bron-Kerbosch Algorithm* used to find all maximal cliques

Graph Construction

Thresholding

Finding all Maximal Cliques

𝑤𝑖𝑗 = 𝑑(𝑃(𝑌(𝑠) |𝑥, 𝑙𝑖), 𝑃(𝑌(𝑠) |𝑥, 𝑙𝑗))
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Cardinality of context set decreases with 
kernel parameter
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Linear Optimization Problem for 
Density Estimation

This problem has in total 3𝑁 + 1 variables, 5𝑁 + 1 inequality constraints, and one equality constraint, where 𝑁 is 
the number of measurements in the training set.

Back



Quadratic Optimization Problem for 
Density Estimation

This problem has in total 3𝑁 + 1 variables, 5𝑁 + 1 inequality constraints, and one equality constraint, where 𝑁 is 
the number of measurements in the training set.
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Summary of accomplishments of the current year 
(2014-15)

• A convex optimization problem to derive context which guarantees conditional independence was formulated.

• Problem was solved using non-parametric kernel-based regression techniques.

Unsupervised learning of context from multi-modal sensor data

• Density estimation based alphabet-size selection and partitioning scheme was developed

• Symbol sequences and PFSA-based evolution models can be derived from vector-valued measurement signals

Extract information models from multi-dimensional time-series data

• Developed theoretical formulation with minimax and stochastic dynamic programming for control of multi-layered sensor network.

• Markov chain models were included in sensor selection framework to consider spatiotemporal evolution of intrinsic context.

• Extrinsic context was included as an uncontrolled switching parameter in the framework which affects the cost and availability of sensors 
as well as penalty for misclassifications.

• Permission graph was defined to denote activation authority in multi-layered sensor network

Incorporate intrinsic and extrinsic context in dynamic control of a multilayered sensor network

• Designed and implemented a sensor network with data acquisition, power distribution systems, and data storage capabilities.

• Conducted experiments on 3 different days in summer.

Set up a border control testbed for field experiments with multilayered sensor networks

39
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Future research plan…
Information feedback from higher-layer sensors to improve 
performance of lower-layer sensors

• Formulation of density estimation for learning measurement models using 
estimated labels from other trained sensors

o assuming conditional independence given 𝑋

o assuming conditional independence given 𝑋, C

Parallelization of Density Estimation for Large Datasets

• Developing information models from large datasets of multi-dimensional 
time-series data

• Density estimation for large datasets can be accomplished by dividing data 
into batches and the density estimates from batches can be merged to 
arrive at overall density.

40
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Future research plan

41

Updating of context sets (at slower timescale)
• Slow timescale evolution of context sets using sets of new labeled observations.
• Novelty detection

Robust hypothesis testing (w.r.t. data length and measurement noise)
Develop a theory to obtain a measure for robustness of information models for:
• known measurement noise statistics
• fixed data length

Validation and further development of information models from high-fidelity 
sensors
• Develop and compare density estimation-based techniques for partitioning.
• Validate with camera, LiDAR data, as well as other public datasets.

Experimental Validation
• Include more cameras, aerial-view camera, and simple radars in the border control testbed.
• More data collection experiments with several event classes.

𝓒 𝑋, 𝑡
3

4

5

6
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