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Overview
This report outlines changes observed by SecurityScorecard within
the external security postures of U.S. federal government entities
during the period throughout the U.S. Government Shutdown
of 2018 - 2019.
The U.S. Government Shutdown of 2018 - 2019 was recorded as the
longest halt of federal government operations in American history.
The shutdown lasted 35 days and resulted in the temporary stop
of non-critical functions and many government employees being
furloughed or working with delayed wage payments.
During the period of cessation, it was reported by several information
security firms and media outlets that the overall cybersecurity
posture of the United States was put at risk by the shutdown.
The general hypothesis was that the reduction in labor force and
halting of expenditures may have resulted in critical networks
going unmanaged and unmonitored, at which time there may have
been new exploitable conditions that emerged and may have been
leveraged by a malicious adversary such as a state-sponsored actor.
The results of our research indicate that while it can be confirmed that
certain aspects of the U.S. Government’s Network Security dropped
a minimal amount during the course of the shutdown (specifically as
a result of an increase in the number of expired SSL certificates that
were detected on the public internet) unexpected results surfaced
that indicated that Endpoint Security and Patching Cadence during
the course of the shutdown.
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Methodology: Analytic
Parameters of Research
•

128 Federal Government agencies were selected for analysis

•

Scores are represented as percentages on a scale of 100, and map
to letter grades of A-F in the same format as the academic grading
system. Read more about SecurityScorecard scoring here.

•

Researchers selected the three (3) risk issue categories that
showed the most change:
•

Network Security - Measurement of detected open ports,
SSL certificate issues

•

Patching Cadence - Measurement of software updates and
patching frequency

•

Endpoint Security - Measurement of identified vulnerabilities
in operating systems and web browser versions of end user
devices (workstation and mobile)

Data Collection
& Risk Scoring Method
The SecurityScorecard threat intelligence engine continuously
collects information from the public internet in order to identify
digital assets (such as IP addresses and threat intelligence signals)
that are analyzed for vulnerable conditions and then attributed to an
organizations.
Examples of such categories of signal collection include web
application identification, network security configurations, DNS
configurations, malware infections, leaked enterprise credentials,
endpoint security information (such as workstations and mobile
devices), patching cadences (frequency of observable software
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update implementation), mentions of digital assets within
underground hacker chatter forums, as well as other signals relating
to social engineering and emerging threat identification.
All information is collected externally, non-intrusively, and without
prior authorization. Collected data is stored at-rest and contextualized
to enterprises in order to generate a numerical score in the form of a
percentage. The percentage maps to a grading scale of A through F
in the same format as academic grading systems.

Analysis of SecurityScorecard
U.S. Government Risk Score
Data Sets
Network Security Observations
Before the shutdown, average Network Security scores for U.S.
government reached a peak of 92.28%, which was reflected on the
date of September 29, 2018.
During the shutdown the Network Security score dipped down to a
low of 90.7% on January 11, 2019.
Overall, Network Security experienced -1.58% of point loss during
the shutdown, which was directly attributed to a rise in expired SSL
certificates.
However, it should be noted that there are tens of thousands of SSL
certificates active at any given time on government networks – new
certificates are deployed every day and old ones expire and retire
every day. A shift of >2% directly correlated to SSL issues does not
appear to be any better or worse than when the U.S. government is
operating as usual.
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In many cases, the historical remediation time for network security
issues has been observed to take months even when government
agencies are operating at full throttle. High risk remediations average
one to three months, while medium risk observations can sit in queue
for six months or more.
When the Network Security score shift is put into context with
historical remediation timelines, it seems that the duration of the
shutdown was not long enough from the standpoint of average
timeframes for enterprise vulnerability management to have made
much of a negative impact. As such, it can be argued that the impact
of the shutdown on the security risk category of Network Security was
minimal or negligible.

Network Security Graphs
The scatterplot graph located at Figure 1.1 compares two cohorts:
Scores Before the Shutdown & Scores During the Shutdown.

Figure 1.1 - Network Security Scatter Chart: Before | During U.S. Gov’t Shutdown (2018-2019)
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The bar graph located at Figure 1.2 displays the results of a Wilcoxon
signed-rank hypothesis test:
P-Value: 0.00062457493437151888
Our p-value is less than >.05, therefore we can reject the null
hypothesis and say the two distributions are significantly different.
The graph shows the distribution of network security scores of the
two cohorts - Before & After.
The data consists of up of all observed Network Security Scores for
all identified related domain names for all federal agencies during the
2 time periods (128 U.S. Gov’t agencies X 28 days).
Each federal agency (Domain) has multiple related domains - This is
why the “Number of Domains” buckets is larger than the total number
of domains analyzed.
The distribution during the shutdown trends more left, and before the
shutdown is the trends move more to the right.

Figure 1.2 - Raw Network Security Score Bar Graph: Before | During U.S. Gov’t Shutdown
(2018-2019)
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Endpoint Security Observations
Before the shutdown, average Endpoint Security scores for U.S.
government dipped to a low of 81.37%, which was reflected on the
dates of September 19, 2018 and September 20, 2018.
During the shutdown the Endpoint Security score improved to a reach
a peak of 91.07% on January 13, 2019.
Overall, Endpoint Security experienced +9.16% of point gain during
the shutdown, which is likely attributable to the fact that since the U.S.
government was shut down, so were many of the workstations and
endpoints. There was a noticeable drop in internet browsing traffic
coming from U.S. government networks during the 35 days of the
shutdown.
The decrease in user traffic can be correlated to the shutdown–a
percentage of government employees users were not in the office
and not connected into government VPNs during the event. As such,
endpoint security scores improved because a large percentage of
the most vulnerable users were disconnected from the network and
powered down.
Often the most vulnerable vectors of attack for any enterprise
network is the end users workstation or mobile device. The users of
these endpoints are the ones who are targeted by spear phishing,
drive by downloads, and other forms of automated exploitation or
social engineering which result in breach.
When the increase in Endpoint Security scores is put into context
with the timeline of the U.S. government shutdown, it seems that
the decrease in traffic volume had a positive increase on the overall
security score of the U.S, government.
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When thousands of users with outdated browsers and operating
systems are not logging into government networks on a daily basis
with the same frequency as previously observed, the attack surface is
reduced for that period of time. An attacker cannot successfully spear
phish a target if the target isn’t checking their email or turning on
their laptop.
As such, it can be argued that the impact of the shutdown on
the security risk category of Endpoint Security was positive and
gives credence to the old cliche, “the most secure computer is an
unplugged computer.”

Endpoint Security Graphs
The scatterplot graph located at Figure 2.1 compares two cohorts:
Scores Before the Shutdown & Scores During the Shutdown.

Figure 2.1 - Endpoint Security Scores: Before | During U.S. Gov’t Shutdown (2018-2019)
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The bar graph located at Figure 2.2 displays the results of a Wilcoxon
signed-rank hypothesis test:
P-Value: 1.2463923952117309e-136
Our p-value is less than >.05, therefore we can reject the null
hypothesis and say the two distributions are significantly different.
The graph shows the distribution of Endpoint Security scores of the
two cohorts - Before & After.
The data consists of up of all observed Endpoint Security Scores for
all identified related domain names for all federal agencies during the
2 time periods (128 U.S. Gov’t agencies X 28 days).
Each federal agency (Domain) has multiple related domains–This is
why the “Number of Domains” buckets is larger than the total number
of domains analyzed.
The distribution during the shutdown trends more right, and before
the shutdown is the trends move more to the left.

Figure 2.2 - Raw Endpoint Score Bar Graph: Before | During U.S. Gov’t Shutdown (2018-2109)
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Patching Cadence Observations
Before the shutdown, average Patching Cadence Security scores for
U.S. government dipped to a low of 85.99%, which was reflected on
the date of September 17, 2018.
During the shutdown the Patching Cadence score improved to a
reach a peak of 1.38% on January 05, 2019.
Overall, Patching Cadence scores experienced +1.38% point gain
during the shutdown–which could possibly be the result of the
combination of several factors:
First, it should be noted that some components of government were
still operational during the shutdown–many employees were still
working without pay during the 35 day period as their roles were
deemed to be of significant importance to the operation of society.
Examples of such roles include those in military and defense, law
enforcement, and travel safety.
It is possible that there was more ability to implement overdue
patching during the shutdown, as the traffic being passed through
all the systems was significantly reduced, and by extension the
overhead for on-shift system administrators becomes reduced as
well. The bureaucracy surrounding change control procedures
that are in place during times of normal operation may have been
accelerated during the shutdown in order to take advantage of the
low-volume network activity.
As such, it can be argued that the impact of the U.S. government
shutdown on the security risk category of Patching Cadence
negligible, even though there was a slight increase identified in the
category score.
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Patching Cadence Graphs
The scatterplot graph located at Figure 3.1 compares two cohorts:
Scores Before the Shutdown & Scores During the Shutdown.

Figure 3.1 - Patching Cadence Scores : Before | During U.S. Gov’t Shutdown (2018-2019)

The bar graph located at Figure 3.2 displays the results of a Wilcoxon
signed-rank hypothesis test:
P-Value: 0.0017560882243971858
Our p-value is less than >.05, therefore we can reject the null
hypothesis and say the two distributions are significantly different.
The graph shows the distribution of Patching Cadence Scores of the
two cohorts - Before & After.
The data consists of up of all observed Patching Cadence Scores for
all identified related domain names for all federal agencies during the
2 time periods (128 U.S. Gov’t agencies X 28 days).
Each federal agency (Domain) has multiple related domains–This is
why the “Number of Domains” buckets is larger than the total number
of domains analyzed.
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The distribution during the shutdown trends more right, and before
the shutdown is the trends move more to the left.

Figure 3.2 - Raw Patching Cadence Score Bar Graph: Before | During U.S. Gov’t Shutdown
(2018-2109)

Conclusions
The impact of the 2018 - 2019 Government Shutdown had very
minimal effects on the overall external cybersecurity posture of U.S.
federal agencies.
It is important to reiterate that government networks are traditionally
some of the most vulnerable and actively targeted networks. While
the scores seem to be no worse than usual, there is still the possibility
that another shutdown could take place in the near future which lasts
longer than the current record of 35 days.
As stated earlier, 35 days is not a long period of time from the
standpoint of enterprise cybersecurity vulnerability management
lifecycles–however a shutdown of 60, 90, or 120 days would likely
have much more measurable impact on the overall scoring of U.S.
federal government networks.
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Historical of U.S. Government
SecurityScorecard Risk Profile
For the last several years, the industry of Government has always
been at the bottom of SecurityScorecard industry rankings when
it comes to overall information security health. We publish annual
reports that profile various industries and their risk ratings, and
throughout the last few years the lowest rankings have alternated
between ‘Government’ and ‘Education’ verticals. These two industries
struggle to maintain secure external security postures often times due
to the size, age, and bureaucracy associated with the nature of such
organizations.
In 2017, President Trump cited the U.S. Government Cybersecurity
Report during the first official press conference and highlighted the
fact that the government ranked at the bottom of all groups. Over the
last two years, there have been marginal improvements in the overall
scores of government entities within industry rankings–however there
is still a long way to go as the government sector remains in the lower
tiers of scores.
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About SecurityScorecard
SecurityScorecard offers an exclusive security rating platform able
to determine the security risk of any organization on the internet.
Our proprietary SaaS offering helps enterprises gain operational
command of their security postures and across all of their partners,
and vendors.
SecurityScorecard provides continuous, non-intrusive monitoring
for any organization including third and fourth parties. The platform
offers a breadth and depth of critical data points not available from
any other service provider including a broad range of risk categories
such as Application Security, Malware, Patching Cadence, Network
Security, Hacker Chatter, Social Engineering and Leaked Information.

To receive a free, instant SecurityScorecard report about your
company, visit https://instant.securityscorecard.com
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