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Farm Credit Mid-America:
Taking Control of Third-Party
Risk with SecurityScorecard
Farm Credit Mid-America is one of the largest agricultural lending
cooperatives in the U.S. Farm Credit System, employing more than
1,100 people and serving more than 100,000 customers across
Indiana, Ohio, Kentucky, and Tennessee.

Challenges
As a part of the U.S. Farm Credit System, Farm Credit is subject to the
rules and regulations of the Farm Credit Administration (FCA). The
FCA, an independent agency, routinely issues guidance consistent
with increasingly stringent regulations enforced by broader federal
financial service agencies including the OCC, FDIC, and FFEIC.

The FCA recommends that member institutions follow FFIEC
cybersecurity guidelines, including:

• Managing connections with and to third-party vendors;
• Engaging boards of directors and senior management to ensure
they understand their institutions’ cybersecurity risks; and
• Monitoring and maintaining sufficient awareness of threats and
vulnerabilities throughout the organization.

Farm Credit has become increasingly attuned to the importance of
monitoring the security posture of third parties. One of the primary
concerns is that vendors not required to adhere to the same or similar
regulatory oversight as Farm Credit may not establish high security
standards. In a budget-centric company, a lower minimum standard
might signal weak security, which ultimately translates into potential
risk for Farm Credit.
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Like many other organizations faced with the challenge of managing
third-party risk, Farm Credit started with an in-house process that was
simple to incorporate—an assessment questionnaire. The assessment
was designed to gauge the security status of every existing vendor as
well as evaluate the risk posture of potential new business partners
as an added level of due diligence before Farm Credit establishes
formal working relationships. Those who have tried this method and
found themselves buried in Excel sheets and questionnaire data will
understand why this approach proved not to be the ideal solution for
the Farm Credit team. Shortcomings of this strategy include:

Ineffective Resource Allocation: In most cases, the professionals
who are assigned ownership for third-party survey management
must tag on this responsibility to the demands of their full-time

“People are the
weakest link, and
that’s true for third
parties too.”

roles. This means that highly qualified and often
highly compensated individuals are spending
a significant portion of their time performing
administrative functions. At Farm Credit, for
example, three experienced security engineers
were burdened with tasks like sending reminders
to vendors that had not yet completed and
submitted assessment questionnaires.

Limited Visibility: The obvious weakness of a point-in-time
questionnaire is that it only reflects the security maturity of an
organization at a given moment. A secure vendor can quickly become
a vulnerable partner. Conversely, a third party can remediate security
holes and exploits, and drastically shrink its risk landscape. In both
scenarios, companies may not be aware of these significant shifts
in security posture until months later. Essentially, this snapshot view
delivers limited real-time visibility into expanding and evolving thirdparty ecosystems.
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Inaccurate Data: Point-in-time assessments are inevitably tainted by a
vendor’s desire to maintain client business. Even the most responsible
and forthcoming service providers may be inclined to lean toward
less than full disclosure in questionnaires. The result is often a
report riddled with “Not Applicables” and little to no information that
constitutes a substantive assessment.

Faced with the reality that its risk management approach was not as
effective as it could be, the Farm Credit team set out to find an better
solution for continuously monitoring the cybersecurity performance of
Farm Credit service providers.

Solution Overview
For starters, SecurityScorecard enables Farm Credit to discover,
monitor, and report on the cyberhealth of its own IT infrastructure via
an outside-in view that allows the security team to see what a hacker
sees. This increased visibility combined with in-depth analysis of the
company’s internal systems and dynamic attack surface ensure that
security practitioners remain aware of potential vulnerabilities.

Adoption of the SecurityScorecard platform also enables Farm Credit
to proactively assess all connected third-party vendor environments
and gain visibility into the organization’s ecosystem risk. As the firm’s
portfolio of partners and suppliers continues to expand, the platform’s
real-time continuous monitoring empowers Farm Credit security
professionals to accurately identify and quickly prioritize specific
weaknesses that require remediation.

Farm Credit’s SecurityScorecard platform triggers alerts in the event
of fluctuations in any third party’s security risk score. If a grade
suddenly falls, the platform prompts the security team to take action.
The platform’s real-time notification tools ensure that Farm Credit is
always aware of changes within third-party environments.
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“SecurityScorecard gives
my team visibility into
our vendor ecosystem
and enables us to
proactively manage
cybersecurity risk.”

Security Scorecard also accelerates the turnaround time for
assessing and onboarding new third parties. Farm Credit relies
on SecurityScorecard’s vendor comparison tool to evaluate and
benchmark risk among industry competitors, discovering how
potential business partners and service providers stack up across
10 critical risk factors encompassing millions of unique data points.
SecurityScorecard’s proprietary threat intelligence algorithms
contextualize threat signals and generate the most accurate security
ratings available.

Security ratings in third-party portfolios can be tracked and reported
over time, giving current and prospective third parties the opportunity
to remediate and improve their scores. Individual reports and
actionable findings can be shared directly with partners via integrated
workflows that feature discussion forums to collaboratively resolve
security and compliance issues. Farm Credit can now continuously
monitor, assess, and improve its ecosystem risk profile.

“SecurityScorecard’s
platform allowed a
complete transition
from paper to online
assessments, unlocking
tremendous resource
leverage within the
security team.”

The Farm Credit security team also leverages the SecurityScorecard
platform to deliver meaningful and timely third-party risk reports
and security intelligence to internal business units, governance
committees, senior management, and industry regulators, enabling
the team to communicate the value of its practices and make smarter
risk management decisions across the enterprise. SecurityScorecard’s
easy-to-use dashboards and reporting functionality foster
engagement and empower security practitioners to deliver a highlevel view of ecosystem risk to senior executives and the board of
directors.
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Results and Benefits
Farm Credit’s proactive approach to vendor risk management has
dramatically improved security team capacity while substantially
enhancing third-party business relationships. The company can
instantly vet the security risk posture of every service provider in
its portfolio via comprehensive visibility into all vendor systems that
integrate with Farm Credit infrastructure. Practitioners can quickly
minimize and remediate vulnerabilities that expose the firm to attack.

“SecurityScorecard
absolutely saves time
and has substantially
improved visibility of
risk within our vendor
ecosystem.”
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Farm Credit can now easily prove
and maintain compliance with
regulatory standards and guidelines via
SecurityScorecard’s automated auditing
process, thereby minimizing the risk of
penalties against the organization.
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Conclusion
Farm Credit eliminated the need for time-consuming point-in-time
third-party assessments. Instead, it maintains continuous visibility
into the cyberhealth of its own IT infrastructure as well as the security
posture of all third parties. Farm Credit took control of risk and built a
more secure ecosystem.

Farm Credit can easily demonstrate its proactive security practices
for governance committees, senior management, and regulatory
authorities. On a broader scale, SecurityScorecard best-of-breed
capabilities have elevated awareness and appreciation of the

“As a CISO, I always
have to think ‘are we
doing the right thing
to keep our data, our
customer’s data and
our employees safe?”

ascribed value of the security team’s efforts to
safeguard Farm Credit’s business and brand
every minute of every day.
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