
This tip sheet offers 7 suggestions for adjusting your ITAD program for better results
Introduction 
The development of an ITAD program is an important initiative. Corporate requirements regarding data security, environmental compliance, 
sustainability initiatives, and accurate inventory reconciliation hinge on responsible and resourceful processing of obsolete equipment.

1. Start with An Accurate and Complete List of Assets
Many customers use their ITAM software, such as Remedy or their ERP inventory system to generate an initial list of assets being 
retired. Unless this list is validated with a complete physical inventory, and cross checked thoroughly for inconsistencies, errors are 
introduced before the ITAD process even begins. Without validation, it is almost impossible to fully reconcile full cycle asset tracking 
through final disposition. Take the time to validate the asset list as you remove assets from active inventory.

2. Identify and Protect ALL Digital Data
Digital data can reside on assets within and outside the direct control of the IT department and can represent potential data breach 
threats. Potential threats that are easily overlooked include:

• Unwiped hard drives in printers, copiers and fax machines
• A second undetected hard drive in desktop computers
• Solid state hard drives (SSD) which are common in today’s laptops and portable storage devices - Typical data 

destruction methods are not effective on SSD
• Lost mobile assets (tablets and phones) or portable storage devices
• Assets assigned to remote employees that are not returned, or lost in transit
• Sloppy handling by ITAD vendor, resulting in lost or stolen assets or incomplete data destruction 
• Unauthorized resell of IT assets by third party vendors

Your ITAD program should identify and plan for threats within your corporate environment.
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3. On-Site Data Destruction
Because even a single instance of compromised digital data can represent a potential devastating risk for a company, best practices 
dictate that digital data be destroyed prior to being removed from a customer location.  

4. Properly Evaluate and Audit ITAD Vendor 
Except for a select few OEMs, all companies depend on external vendors to process retired IT assets. Take the time to find a vendor 
who can properly support your organization.  In addition to creating a RFP that outlines your requirements, also consider doing an 
on-site audit of short-listed vendors before making a final selection.  A site audit of vendors’ operations can provide unique insight 
and help you make a more informed decision.
A site audit reveals

• Procedures that are (or are not) in place to seamlessly account for assets, security and environmentally responsible processing
• How plant certifications translate to demonstrable differences in equipment processing
• EH&S protocols in place which can be important in safely meeting environmental compliance requirements
• Secure facilities, which are part of an overall secure and efficient supply chain, ensuring full accountability for customer 

assets and proprietary digital data
• Why facility size can be important in providing a wide range of services and maximizing material recovery

5. Mind the Gaps – Review the Process Holistically 
When retiring assets, vulnerabilities are introduced as equipment is:

• Moved, packaged, transported off-premise, and 
• Transferred from IT to facilities management, to third party transporters
• Processed and reprocessed

This multi-step chain of custody introduces risks and vulnerabilities that need to be effectively managed.  Your chain of custody 
should be clearly defined, secure, and as streamlined as possible.

6. You Need Full Accountability and an Integrated Solution
Final retirement of technology assets touches several departments within an organization, each with unique requirements.  
Partnering with the right vendor can reduce administrative overhead, simplify vendor relations, and improve overall accountability.  
Internal stakeholders may include the CIO, Information Security Officer, IT Procurement Specialist, Risk and Compliance Officer, 
IT Asset Management Team, Sustainability Officer and Accounting Director. Each of these stakeholders will evaluate the ITAD 
process through a different lens.  Make sure their unique needs are being addressed.

7. Ensure Reliable and Consistent Service
RFP goals typically center on price agreements, data security mandates, corporate compliance requirements and responsible IT 
asset disposition.  It is interesting to note that after vendor selection and implementation, the financial and corporate compliance 
results are impacted much more  by the seamlessness of day-to-day operations than initial contracted price and services. 
Scheduling of load deliveries, flexibility for on-call pickups, paperwork transactions and requirements, and online reporting translate 
to time savings and a reduction in administrative resources and expenses resulting in impactful savings to the bottom line results.

Sims Recycling Solutions manages the reuse and recycling of more retired IT, office equipment and other 
electronic assets than any other company and offers a holistic solution that few ITAD suppliers can offer. 
Our integrated approach streamlines complete ITAD processing under a single roof. We operate ITAD 
facilities throughout the world. Our global footprint aligns nicely with the operations of many global 
companies and we are able to support their sustainability efforts throughout the world.

Contact us to discuss how we can support your ITAD program.
www.simsrecycling.com/contact-sims


