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About This Guide 
This implementation guide discusses architectural considerations and configuration steps for 

deploying the Serverless Fixity for Digital Preservation Compliance solution in the Amazon 

Web Services (AWS) Cloud. It includes links to an AWS CloudFormation template that 

launches and configures the AWS services required to deploy this solution using AWS best 

practices for security and availability. 

The guide is intended for IT infrastructure architects and developers who have practical 

experience architecting in the AWS Cloud. 

 

  

http://aws.amazon.com/cloudformation/
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Overview 
Customers of all sizes and industries use Amazon Simple Storage Service (Amazon S3) for its 

scalability, data durability, security, and performance. Amazon S3 Standard, S3 Standard–

IA, S3 One Zone-IA, S3 Intelligent-Tiering, S3 Glacier, and S3 Glacier Deep Archive storage 

classes are all designed to provide 99.999999999% durability of objects over a given year. 

These services are designed to sustain concurrent device failures by quickly detecting and 

repairing any lost redundancy, and they also regularly verify the integrity of data using 

checksums. 

Amazon S3 employs a combination of mechanisms to detect data corruption including use of 

Content-MD5 checksums and cyclic redundancy checks (CRCs). Amazon S3 performs these 

checksums on data at rest and repairs any corruption using redundant data. In addition, the 

service also calculates checksums on all network traffic to detect corruption of data packets 

when storing or retrieving data. 

Certain AWS customers, for example some focused on digital preservation and archiving, 

manage records such as national archives and university libraries, and require object 

checksums to comply with regulations, certifications, or other requirements. These 

organizations may be subject to requirements such as the National Digital Stewardship 

Alliance (NDSA) Levels of Digital Preservation (LoP) or ISO 16363/Trusted Digital 

Repository (TDR). 

The Serverless Fixity for Digital Preservation Compliance solution makes it easier for 

customers who require an on-demand fixity check process to validate the checksums. Using 

this solution, AWS customers can check the integrity of their objects stored in any Amazon 

S3 storage class using either the MD5 or SHA1 checksum algorithm without having to incur 

the cost and complexity of third-party software. Customers can easily perform periodic re-

computations and run comparisons of the checksums against previous checksum 

computation results or against external records of checksum calculation for that object. 

Customers can use this solution to start the fixity check process using the AWS Management 

Console, Amazon API Gateway, or the AWS Command Line Interface (CLI). Customers can 

also receive Amazon Simple Notification Service (Amazon SNS) notifications with the results 

of the fixity checks. 

  

https://aws.amazon.com/s3/
https://aws.amazon.com/api-gateway/
https://aws.amazon.com/cli/
https://aws.amazon.com/sns/


Amazon Web Services – Serverless Fixity for Digital Preservation Compliance December 2019 

Page 5 of 30 

Cost 
You are responsible for the cost of the AWS services used while running this solution. The 

total cost for running this solution depends on the number and size of Amazon S3 objects 

and the storage class of those objects being validated by the fixity solution. For a cost 

breakdown, see Appendix A.  

Architecture Overview 
Deploying this solution builds the following environment in the AWS Cloud. 

 

Figure 1: Serverless Fixity for Digital Preservation Compliance architecture on AWS 

The AWS CloudFormation template launches all the components necessary to run on-

demand automated fixity checks including an AWS Step Functions state machine, AWS 

Lambda functions, and Amazon SNS. The AWS Step Functions state machine workflow 

restores and computes using either an MD5 or SHA1 checksum algorithm, and validates 

objects stored in your Amazon S3 buckets.  

The solution orchestrates the fixity check process in various states. If necessary, the workflow 

restores the object from the Amazon S3 Glacier or Amazon S3 Glacier Deep Archive storage 

class. Then, the process incrementally computes the fixity. After the MD5 or SHA1 checksum 

is calculated, the calculated checksum is validated with the original checksum value stored 

with the object. The results of the fixity check process are sent to an Amazon SNS topic, which 

is then sent to subscribers. 

http://aws.amazon.com/cloudformation/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/lambda/
https://aws.amazon.com/lambda/
https://aws.amazon.com/glacier/
https://aws.amazon.com/glacier/
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The solution also creates an Amazon API Gateway endpoint that provides a RESTful API to 

start and monitor the fixity check process. The RESTful API requires authentication using 

valid AWS Identity and Access Management (IAM) credentials. For information about the 

Amazon API Gateway RESTful API, see Appendix C. To fine tune the access policy, see 

Appendix D. By default, the solution works with Amazon S3 buckets and objects in your 

existing AWS account in which the solution is deployed.  

Solution Components 

AWS Step Functions State Machine 
The solution uses AWS Step Functions to create the Serverless Fixity for Digital 

Preservation Compliance state machine. This state machine is composed of the 

following processes: restore, compute checksum, and validate checksum. The restore process 

determines the storage class of the objects and the restore request tier. The combination of 

the storage type and the restore request tier determines the wait states that are used in the 

workflow. 

Note: For information about Amazon Simple Storage Service (Amazon S3) storage 
classes, the available retrieval options available, and the estimated retrieval times, see 
Restoring Archived Objects in the Amazon S3 Developer Guide. 

The state machine is composed of the following processes. 

https://aws.amazon.com/iam/
https://docs.aws.amazon.com/AmazonS3/latest/dev/restoring-objects.html
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Figure 2: Serverless Fixity for Digital Preservation Compliance state machine 

• CheckRestoreStatus - A state that invokes an AWS Lambda function to check the 

storage class of the Amazon S3 object using the S3.HeadObject API. If the Amazon S3 

object is in GLACIER or DEEP_ARCHIVE storage, the Lambda function starts the restore 

process by calling the S3.RestoreObject API. When completed, the 

CheckRestoreStatus state automatically switches to the next state, 

RestoreCompleted?. 

• RestoreCompleted? - A Choice state that checks the state parameter (the 

$.RestoreStatus value) to determine whether the restore process was completed.  

– If the Amazon S3 object was restored, the workflow continues to the next state, 

ComputeChecksum, to start the checksum process. 

– If the restore process is in progress, the Choice state compares the storage class 

($.StorageClass) and restore request tier ($.RestoreRequest.Tier) values 

and determines the next wait state. 

• ComputeChecksum - A state that invokes a Lambda function that incrementally 

computes either MD5 or SHA1 checksum in 20 GB chunks using the S3.GetObject API 

with byte range specifying the byte offset and the size of data to retrieve. When the partial 
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checksum hash of the 20 GB chunk is computed, the Lambda function stores the 

intermediate checksum hash value and switches to the next state, More data?. 

• MoreData? - A Choice state that checks the state parameter, $.Status.  

– If the state is set to COMPLETED, it indicates that a final checksum value for the 

Amazon S3 object has been reached and transitions to the next state, 

FinalValidation, to validate the computed checksum value.  

– If the state is in process, the state transitions back to the ComputeChecksum state to 

continue the checksum computation of the next 20 GB chunk of data. 

• FinalValidation - A state that invokes a Lambda function to validate the Amazon S3 

object fixity by comparing the checksum value computed by the state machine and the 

checksum value previously recorded with the object. For more details about how the 

solution compares the checksum values, see Appendix E. This state also sends the fixity 

check report to an Amazon Simple Notification Service (Amazon SNS) topic so that 

subscribers can receive notification of the results. 

• ChecksumError - A state that invokes a Lambda function to handle errors caused by 

the different states. When an error occurs, the error message is sent to an Amazon SNS 

topic to notify subscribers. 

• Fail - A state that indicates the state machine failed to execute. 

The following wait states are used: 

• Wait 4 mins - Pauses the execution for four minutes if the restore request tier is set to 

Expedited. It then transitions back to the CheckRestoreStatus state to recheck the 

restore progress. 

• Wait 4 hrs state - Pauses the execution for four hours if the restore request tier is set to 

Standard. It then transitions back to the CheckRestoreStatus state to recheck the 

restore progress. 

• Wait 12 hrs state - Pauses the execution for twelve hours if the restore request tier is 

set to Bulk and the storage class is DEEP_ARCHIVE. It then transitions back to the 

CheckRestoreStatus state to recheck the restore progress. 

Amazon API Gateway RESTful API 
The Serverless Fixity for Digital Preservation Compliance solution exposes a simple Amazon 

API Gateway RESTful API to the customer. The RESTful API supports HTTP POST, HTTP 

GET, and HTTP OPTIONS methods backed by an AWS Lambda function which validates and 

processes the HTTP requests. 
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• The HTTP POST method is used to start a fixity check process where the customer (or the 

caller) provides, minimally, the Bucket and Key of the Amazon S3 object. The Lambda 

function processes the request by starting the Serverless Fixity for Digital 

Preservation Compliance state machine. The response contains the ARN of the state 

machine execution. 

• The HTTP GET method enables the customer to proactively monitor the status of a 

specific fixity check process by providing the ARN of the state machine execution. 

• The HTTP OPTIONS method is used primarily for web development and integration by 

validating the Cross-Origin Resource Sharing (CORS) request. 

Amazon SNS 
This solution deploys an Amazon Simple Notification Service (Amazon SNS) topic used to 

deliver the fixity check results to subscribers, and to communicate when a fixity check process 

has failed and the reasons for the failure. 

Deployment Considerations 

Limits 
The Serverless Fixity for Digital Preservation Compliance solution has the following known 

limitations: 

• Concurrent executions of AWS Step Functions (1,000,000 executions per AWS account)  

• Concurrent AWS Lambda function invocations (1,000 invocations per AWS account) 

• Random restore entitlement for Amazon S3 Glacier and Amazon S3 Glacier Deep Archive 

(35 random restore requests per pebibyte (PiB) stored per day). For more information, 

see Appendix F. 

To request a limit increase, use the Support Center console. 

AWS CloudFormation Template 
This solution uses AWS CloudFormation to automate the deployment of the Serverless Fixity 

for Digital Preservation Compliance solution in the AWS Cloud. It includes the following 

CloudFormation template, which you can download before deployment: 

serverless-fixity-for-digital-preservation-

compliance.template: Use this template to launch the solution 

and all associated components. The default configuration deploys AWS Lambda functions, 

View template

https://s3.amazonaws.com/solutions-reference/serverless-fixity-for-digital-preservation-compliance/latest/serverless-fixity-for-digital-preservation-compliance.template
https://console.aws.amazon.com/support/v1#/case/create?issueType=service-limit-increase
https://s3.amazonaws.com/solutions-reference/serverless-fixity-for-digital-preservation-compliance/latest/serverless-fixity-for-digital-preservation-compliance.template
https://s3.amazonaws.com/solutions-reference/serverless-fixity-for-digital-preservation-compliance/latest/serverless-fixity-for-digital-preservation-compliance.template


Amazon Web Services – Serverless Fixity for Digital Preservation Compliance December 2019 

Page 10 of 30 

an AWS Step Functions state machine, an Amazon API Gateway RESTful API, and an 

Amazon Simple Notification Service (Amazon SNS) topic. You can also customize the 

template based on your specific needs. 

Automated Deployment 
Before you launch the automated deployment, please review the architecture and other 

considerations discussed in this guide. Follow the step-by-step instructions in this section to 

configure and deploy the Serverless Fixity for Digital Preservation Compliance solution into 

your account. 

Time to deploy: Approximately 5 minutes  

What We’ll Cover 
The procedure for deploying this architecture on AWS consists of the following steps. For 

detailed instructions, follow the links for each step. 

Step 1. Launch the Stack 

• Launch the AWS CloudFormation template into your AWS account. 

• Enter values for required parameters: Stack Name and Email. 

• Review the other template parameters, and adjust if necessary. 

Step 2. Start a Fixity Check Process 

• Start a fixity check process. 

Step 1. Launch the Stack 
This automated AWS CloudFormation template deploys the Serverless Fixity for Digital 

Preservation Compliance solution in the AWS Cloud. 

Note:  You are responsible for the cost of the AWS services used while running this 
solution. See the Cost section for more details. For full details, see the pricing webpage 
for each AWS service you will be using in this solution. 

1. Sign in to the AWS Management Console and click the button 

to the right to launch the serverless-fixity-for-

digital-preservation-compliance AWS 

CloudFormation template.  

You can also download the template as a starting point for your own implementation. 

Launch  
Solution

https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?&templateURL=https:%2F%2Fs3.amazonaws.com%2Fsolutions-reference%2Fserverless-fixity-for-digital-preservation-compliance%2Flatest%2Fserverless-fixity-for-digital-preservation-compliance.template
https://s3.amazonaws.com/solutions-reference/serverless-fixity-for-digital-preservation-compliance/latest/serverless-fixity-for-digital-preservation-compliance.template
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?&templateURL=https:%2F%2Fs3.amazonaws.com%2Fsolutions-reference%2Fserverless-fixity-for-digital-preservation-compliance%2Flatest%2Fserverless-fixity-for-digital-preservation-compliance.template
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?&templateURL=https:%2F%2Fs3.amazonaws.com%2Fsolutions-reference%2Fserverless-fixity-for-digital-preservation-compliance%2Flatest%2Fserverless-fixity-for-digital-preservation-compliance.template
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2. The template is launched in the US East (N. Virginia) Region by default. To launch the 

solution in a different AWS Region, use the region selector in the console navigation bar.  

3. On the Create stack page, verify that the correct template URL shows in the Amazon 

S3 URL text box and choose Next. 

4. On the Specify stack details page, assign a name to your solution stack. 

5. Under Parameters, review the parameters for the template and modify them as 

necessary. This solution uses the following default values. 

Parameter Default Description 

Email  <Requires Input> The email address of the user that will be subscribed to the 

Amazon SNS topic. Subscribers will receive fixity check results 

and error notifications.  

After launch, an email will be sent to this address confirming the 

Amazon SNS subscription.  

Access-Control-

Allow-Origin 

* Specify a valid URL (https://<domain-address>) for your web 

application that will be whitelisted and integrated with this 

solution. 

6. Choose Next. 

7. On the Configure stack options page, choose Next. 

8. On the Review page, review and confirm the settings. Be sure to check the box 

acknowledging that the template will create AWS Identity and Access Management (IAM) 

resources. 

9. Choose Create stack to deploy the stack. 

You can view the status of the stack in the AWS CloudFormation Console in the Status 

column. You should see a status of CREATE_COMPLETE in approximately five minutes. 

After the stack is created, Amazon SNS sends a subscription notification to the 

subscribers. 

Step 2. Start a Fixity Check Process 
You can start a fixity check process using one of the following options: using the AWS 

Management Console, using the AWS Command Line Interface (CLI), or using the Amazon 

API Gateway RESTful API to send an HTTP POST request. The following steps are to start a 

fixity check process using the console. For instructions to start the fixity check process using 

the AWS CLI, see Appendix B. For instructions on using the Amazon API Gateway RESTful 

API, see Appendix C. 

1. Navigate to the AWS CloudFormation console. 

https://console.aws.amazon.com/cloudformation/home
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2. Select the serverless fixity stack. 

3. In the stack Outputs tab, note the Value of the StateMachineName key. You will need 

this value to access the AWS Step Functions console. 

4. Navigate to the AWS Step Functions console. 

5. In the navigation pane, select State machines, then select the serverless fixity state 

machine. 

Note: The naming convention for the state machine is SO0081-<stack-name>-
serverless-fixity. Replace <stack-name> with the value of the 

StateMachineName key. 

6. In Executions, select Start Executions. 

7. In the Input field, enter the Bucket and Key parameters in JSON format. 

{ 

   "Bucket": "<bucket-name>", 

   "Key" : "<object-key>" 

} 

Note: Replace <bucket-name> with the name of the Amazon S3 bucket where the 

object is stored. Replace <object-key> with the location of the Amazon S3 object 
that runs the fixity check process. 

8. Select Start execution. 

When a fixity check process completes, subscribers receive notification of the fixity check 

results from an Amazon SNS topic. If the fixity check process results in errors, these are also 

sent to the Amazon SNS topic. 

Security 
When you build systems on AWS infrastructure, security responsibilities are shared between 

you and AWS. This shared model can reduce your operational burden as AWS operates, 

manages, and controls the components from the host operating system and virtualization 

layer down to the physical security of the facilities in which the services operate. For more 

information about security on AWS, visit the AWS Security Center. 

https://console.aws.amazon.com/states/home
http://aws.amazon.com/security/
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Amazon API Gateway Authentication 
The Serverless Fixity for Digital Preservation Compliance solution uses AWS Identity and 

Access Management (IAM) to enforce Amazon API Gateway endpoint authentications. HTTP 

requests are required to provide a valid authentication header. 

Encryption 
This solution deploys an Amazon Simple Notification Service (Amazon SNS) topic that is 

configured with Server-Side Encryption (SSE) to encrypt messages at rest. For more 

information, see Protecting Amazon SNS Data Using Server-Side Encryption (SSE) and AWS 

KMS in the Amazon SNS Developer Guide. 

Additional Resources 
• AWS CloudFormation   

• AWS Lambda 

• Amazon Simple Storage Service 

• Amazon API Gateway 

• AWS Step Functions 

• Amazon Simple Notification Service 

 

Appendix A: Cost Estimate Breakdown 
You are responsible for the cost of the AWS services used while running this solution. The 
cost for running this solution depends on the following factors: 

• The amount of data processed by the solution  

• The size of the Amazon S3 objects 

For example, the cost for running this solution with default settings in the US East (N. 

Virginia) Region is approximately $30.04 per month for 10 TB of data in total. This 

cost estimate assumes the following: 

• The solution calculates fixity for 1,000 objects with each object being 10 GB in size. 

• The objects are stored in Amazon S3 Glacier. 

• For each fixity request, the solution consumes: 

• 10 GB of S3 Glacier bulk retrieval data 

• 1 restore request of S3 Glacier bulk data retrieval request 

• 17,185ms of 128 MB AWS Lambda processing time 

https://docs.aws.amazon.com/sns/latest/dg/sns-server-side-encryption.html
https://docs.aws.amazon.com/sns/latest/dg/sns-server-side-encryption.html
http://aws.amazon.com/cloudformation/
https://aws.amazon.com/lambda/
https://aws.amazon.com/s3/
https://aws.amazon.com/api-gateway/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/sns/
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• 141,263ms of 2014 MB Lambda processing time 

• 11 state transitions of AWS Step Functions Transitions 

AWS Service Unit Cost/Object Total Cost 

Amazon S3 Glacier bulk retrieval  

(per GB) 

$0.0025 $0.025 

Amazon S3 Glacier bulk data retrieval  

(per 1,000 requests) 

$0.025 $0.000025 

128 MB Lambda processing time  

(per 100ms) 

$0.000000208 $0.0000357 

2,048 MB Lambda processing time  

(per 100ms) 

$0.000003334 $0.00471 

Step Functions transitions  

(per 1,000 state transitions) 

$0.025 $0.000275 

Per object cost: $0.03004 

X 1,000 objects 

Total cost for calculating fixity for 1,000 objects:  $30.04 

Note: The Lambda processing time and Step Functions transitions in this example 
are taking the average of 10 iterations of the fixity check process. The actual Lambda 
processing time and Step Functions transitions may vary. 

Prices are subject to change. For full details, see the pricing webpage for each AWS service 

you will be using in this solution. For more information on Amazon S3 pricing, see Amazon 

S3 pricing. 

https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/s3/pricing/
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Appendix B: Start a Fixity Check Process Using 

the AWS CLI 
If necessary, install the AWS Command Line Interface (AWS CLI). For installation 

instructions, see What Is the AWS Command Line Interface in the AWS CLI User Guide. 

Before accessing the AWS CLI, you must obtain the Serverless Fixity for Digital Preservation 

Compliance state machine name from the AWS CloudFormation stack. 

1. Sign in to the AWS CloudFormation console. 

2. Select the applicable stack. 

3. In the stack Outputs tab, note the Value of the StateMachineName key. You will need 

this value to access the AWS CLI. 

4. Create a JSON file containing the Bucket and Key parameters for the Amazon S3 object. 

{ 

  “Bucket”: “<bucket-name>”, 

  “Key”: “<object-key>” 

} 

Note: Replace <bucket-name> with the name of the Amazon S3 bucket where the 
object is stored. Replace <object-key> with the location of the Amazon S3 object 

that runs the fixity check process. 

5. Save the JSON file as input.json. 

6. Access the AWS CLI and run the following command to start the fixity check process. 

aws stepfunctions start-execution --state-machine-arn 

arn:aws:states:<region>:<account-ID>:stateMachine:<state-machine-

name> --input file://input.json 

Note: Replace <region> with the AWS region where you created the stack. For 

example, us-east-1. Replace <account-ID> with your 12-digit AWS account ID. 
Replace <state-machine-name> with the value of the StateMachineName key. 

You will receive the following response which contains the execution ARN that can be 

used to monitor the status of the fixity check process. 

 

https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/cloudformation/home
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{ 

    "executionArn": "arn:aws:states:<region>:<account-

ID>:execution:SO0081-<stack-name>-serverless-fixity:<execution-ID>", 

    "startDate": 1573483212.677 

} 

When a fixity check process completes, subscribers receive notification of the fixity check 

results from an Amazon Simple Notification Service (Amazon SNS) topic. If the fixity check 

process results in errors, these are also sent to the Amazon SNS topic. 

Appendix C: Start a Fixity Check Process Using 

the Amazon API Gateway RESTful API 
You can start a fixity check process using the Amazon API Gateway RESTful API endpoint. 

However, the API Gateway endpoint requires authentication using a valid AWS Identity and 

Access Management (IAM) credentials. Installing a third-party application like Postman 

helps with this process because it supports AWS authentication. The following steps 

demonstrate how to start using Postman. You must set up an IAM user role for the API 

Gateway user to start the checksum process. 

Step 1. Create an IAM User Role for the API Gateway User 
Use the following procedure to create an IAM user role for the API Gateway user. 

1. Sign in to the IAM console. 

2. In the navigation pane, select Users. 

3. Select Add user. On the Add user page, enter a User name.  

For example, api-user. 

4. For Select AWS access type, select the Programmatic access checkbox. 

5. Select Next: Permissions. 

6. For Set permissions, select the Attach existing policies directly option. 

7. From the list of policies, select the checkbox for 

AmazonAPIGatewayInvokeFullAccess. 

https://www.getpostman.com/apps
https://console.aws.amazon.com/iam/home
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Note: For this example, we chose the AmazonAPIGatewayInvokeFullAccess 
policy. However, we recommend granting the API Gateway user least-privilege access. 
For this solution, you can create a policy to allow the user access to the Serverless 

Fixity for Digital Preservation Compliance API endpoint only and deny 
access to all other AWS resources. Use the following code sample to set up the 
minimum access. 

{ 

  "Version": "2012-10-17", 

  "Statement": [ 

    { 

      "Effect": "Allow", 

      "Principal": { 

        "AWS": "arn:aws:iam::<account>:user/<checksum-api-user>" 

      }, 

      "Action": [ 

        "execute-api:Invoke" 

      ], 

      "Resource": [ 

        "arn:aws:execute-api:<region>:<account-id>:<api-

id>/<stage>/OPTIONS/*", 

        "arn:aws:execute-api:<region>:<account-id>:<api-

id>/<stage>/GET/*", 

        "arn:aws:execute-api:<region>:<account-id>:<api-

id>/<stage>/POST/*", 

      ] 

    } 

  ] 

} 

8. Select Next: Tags and, on the next page, select Next: Review. 

9. Select Create user. 

10. Copy the Access key ID and Secret access key. 

Step 2. Locate the API Gateway Endpoint 
The API Gateway endpoint is used to start and monitor the fixity check process. Locate the 

API Gateway endpoint so that it can be used when you configure Postman to send the HTTP 

request to the URL. 

Use the following steps to locate the API Gateway endpoint. 

1. Sign in to the AWS CloudFormation console. 

2. In the Outputs tab, note the Value of the ApiEndpoint key.  You will need this value 

when you configure the Postman application. 

https://console.aws.amazon.com/cloudformation/home
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Figure 3: Locate the API Gateway endpoint 

Step 3. Install and Configure Postman 
Install and configure the Postman application to support AWS authentication.  

1. Download and install Postman.  

2. Open the Postman app, select the Authorization tab and enter the following 

information: 

 

Figure 4: Install and configure Postman 

1) For TYPE, choose AWS Signature from the drop-down list. 

2) In the AccessKey field, enter the access key ID obtained from the IAM console. 

3) In the SecretKey field, enter the secret access key obtained from the IAM console. 

4) In the AWS Region field, enter the AWS Region for your deployment. 

https://www.getpostman.com/apps
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5) In the Service Name field, enter execute-api. 

Step 4. Send an HTTP POST Request to Start the Checksum 
Process 
To start a checksum process, use the following steps to send an HTTP POST request to the 

solution's RESTful API endpoint. 

 

Figure 5: Send an HTTP POST request to start the checksum process 

1. Open the Postman application and select +New on the upper-left corner of the page. 

2. On the new request page, set the HTTP method to POST from the drop-down list. 

3. In the HTTP field, enter the Value of the ApiEndpoint key. 

4. In the Body tab, select the raw option, and select JSON (application/json) from the 

drop-down list. 

5. Determine the checksum algorithm you are using (MD5 or SHA1) and enter the 

appropriate JSON-formatted input. 

For MD5 checksum, include the following minimum specifications: 

{ 

“Bucket”: “<bucket-name>”, 

“Key”: “assets/50GB.mxf” 

} 

For SHA1 checksum, include the following specifications, which includes the Algorithm 

field: 



Amazon Web Services – Serverless Fixity for Digital Preservation Compliance December 2019 

Page 20 of 30 

{ 

“Bucket”: “<bucket-name>”, 

“Key”: “assets/50GB.mxf”, 

“Algorithm”: “sha1” 

} 

This solution uses the following parameters. 

Parameter Default Description 

Bucket String (Required) Name of the bucket where the object is processed. 

Key String (Required) The object key for the object being processed. 

Algorithm String (Optional) Enter either md5 or sha1. If not specified, md5 is used. 

Expected String (Optional) Hex string (32 character for MD5 and 40 character for 

SHA1) that represents the expected checksum value. If it is 

specified, the solution compares the checksum the solution 

computes against the expected checksum value. The Amazon SNS 

message will indicate whether they are MATCHED or NOTMATCHED. 

If not specified, the solution uses the best-guess logic to extract the 

pre-existing checksum value for comparison. For more 

information, see Appendix E. 

ChunkSize Number (Optional) Specify the amount of data, in bytes, to be fetched. By 

default, the solution fetches 20 GB chunks of data to incrementally 

compute the checksum using the byte-range S3.GetObject API. 

StoreChecksumOnTagging 

 

Boolean (Optional) A (true or false) flag to indicate whether the solution 

stores the computed checksum into the object tag. 

(S3.PutObjectTagging API). By default, the flag is set to true. 

Add this parameter and set it to false when you do not need to 

store the checksum to the object tag. 

Use this parameter when you want to use the 

S3.PutObjectTagging API to retrieve a computed checksum or 

if you want to run the fixity check process on the same object again 

(annually for compliance reasons). The solution can use this 

checksum value as a reference to compare the new result. 

RestoreRequest.Days Number (Optional) Specify the length of time the asset should be kept once 

restored. By default, the asset stays in Standard storage for one 

day. 

RestoreRequest.Tier String (Optional) Specify the restore tier: Standard, Bulk, or 

Expedited. The default setting is Bulk. 

 

Sample JSON-formatted Requests 
The following example shows an HTTP request that uses the Expedited tier to restore an 

object, disables storing the computed checksum to the object tagging, and keeps the object in 

Standard storage for a week. 
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{ 

    "Bucket": "sample-bucket", 

    "Key": "assets/50GB.mxf", 

    "Algorithm": "sha1", 

    "StoreChecksumOnTagging": false, 

    "RestoreRequest": { 

        "Days": 7, 

        "Tier": "Expedited" 

} 

Monitoring the Checksum Status 
You can proactively monitor the fixity check status using the executionArn. When the 

request is accepted, the response body returns an executionArn which is the unique 

identifier of the fixity check execution of the state machine. The response body contains the 

state machine executionArn as shown in the following example. 

{ 

    "executionArn": "arn:aws:states:<region>:<account-

ID>:execution:<state-machine-name>:<executionarn>", 

    "startDate": "2018-12-18T12:45:30.430Z" 

} 

By default, you receive an Amazon SNS notification when the fixity check process has either 

completed or failed. You could also use the Amazon SNS notification to automate other 

workflows. For example, if you have a compliance system that tracks the history of S3 object 

fixity checks, you can automate the process by automatically updating the object's last-

validated-date in your compliance system when receiving an Amazon SNS notification. 

Appendix D: Permissions 
The Serverless Fixity for Digital Preservation Compliance solution exposes an Amazon API 

Gateway RESTful API to start the fixity check process on Amazon Simple Storage Service 

(Amazon S3) buckets and objects within your AWS account.  

There are two security considerations to be aware of for the Serverless Fixity for Digital 

Preservation Compliance solution: each AWS Lambda function created in the AWS Step 

Functions state machine is associated with its own AWS Identity and Access Management 

(IAM) role with a set of access policy (permissions). Your existing Amazon S3 bucket policy 

may prevent the solution’s Lambda functions from accessing your bucket, causing an 

AccessDenied error when the fixity check process is run. 

This appendix details how the solution configures IAM permissions. 
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Figure 6: IAM permissions and access for AWS Lambda functions and Amazon S3 buckets 

AWS Lambda Permissions 
You can use IAM to manage access to the Lambda functions. Each Lambda function within 

the state machine is associated with its own IAM role and each IAM role has its own IAM 

policy attached to it.  

CheckRestoreStatus function 
The CheckRestoreStatus Lambda function performs restore actions when necessary. The 

solution’s IAM permissions include S3.GetObject and S3.RestoreObject permissions 

as shown: 

{ 

    "Version": "2012-10-17", 

    "Statement": [ 

        { 

            "Action": [ 

                "s3:GetObject", 

                "s3:RestoreObject" 

            ], 

            "Resource": "arn:aws:s3:::*/*", 

            "Effect": "Allow" 

        }, 

        { 
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            "Action": [ 

                "logs:CreateLogGroup", 

                "logs:CreateLogStream", 

                "logs:PutLogEvents" 

            ], 

            "Resource": [ 

                "arn:aws:logs:eu-west-1:<account-id>:log-

group:/aws/lambda/*" 

            ], 

            "Effect": "Allow" 

        } 

    ] 

} 

ComputeChecksum function 
The ComputeChecksum Lambda function runs the MD5/SHA1 checksum process. The IAM 

permission provided is S3.GetObject as shown:  

{ 

    "Version": "2012-10-17", 

    "Statement": [ 

        { 

            "Action": [ 

                "s3:GetObject" 

            ], 

            "Resource": "arn:aws:s3:::*/*", 

            "Effect": "Allow" 

        }, 

        { 

            "Action": [ 

                "logs:CreateLogGroup", 

                "logs:CreateLogStream", 

                "logs:PutLogEvents" 

            ], 

            "Resource": [ 

                "arn:aws:logs:eu-west-1:<account-id>:log-

group:/aws/lambda/*" 

            ], 

            "Effect": "Allow" 

        } 

    ] 

} 

FinalValidation function 
The FinalValidation Lambda function validates the MD5/SHA1 checksum results and 

sends the fixity check results to an Amazon Simple Notification Service (Amazon SNS) topic. 

The IAM permissions provided include s3:GetObject, s3:GetObjectTagging, 
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s3:PutObjectTagging, and sns:Publish, which publishes to a specific Amazon SNS 

topic as follows: 

{ 

    "Version": "2012-10-17", 

    "Statement": [ 

        { 

            "Action": [ 

                "s3:GetObject", 

                "s3:GetObjectTagging", 

                "s3:GetObjectVersionTagging", 

                "s3:PutObjectTagging", 

                "s3:PutObjectVersionTagging" 

            ], 

            "Resource": "arn:aws:s3:::*/*", 

            "Effect": "Allow" 

        }, 

        { 

            "Action": [ 

                "logs:CreateLogGroup", 

                "logs:CreateLogStream", 

                "logs:PutLogEvents" 

            ], 

            "Resource": [ 

                "arn:aws:logs:eu-west-1:<account-id>:log-

group:/aws/lambda/*" 

            ], 

            "Effect": "Allow" 

        }, 

        { 

            "Action": [ 

                "sns:Publish" 

            ], 

            "Resource": [ 

                "arn:aws:sns:eu-west-1:<account-id>:SO0081-checksum-

serverless-checksum" 

            ], 

            "Effect": "Allow" 

        } 

    ] 

} 

The AWS Lambda functions use the following IAM policy role to allow the fixity check process 

to operate S3 object on any bucket within your AWS account. 

"Resource": "arn:aws:s3:::*/*" 

We recommend adjusting the resource rule to specific Amazon S3 buckets that you want to 

run the fixity check process, similar to the following setup. 
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"Resource": [ 

  "arn:aws:s3:::bucket-a/*", 

  "arn:aws:s3:::bucket-b/*", 

  "arn:aws:s3:::bucket-c/*" 

] 

Amazon S3 Bucket Policy 
A bucket policy is a resource-based IAM policy. You add a bucket policy to a bucket to grant 

other AWS accounts or IAM users or roles access permissions for the bucket and the objects 

in it. However, a bucket policy may prevent this solution from accessing your Amazon S3 

bucket. Although the Lambda function contains IAM permissions, it will not override the 

bucket policy, causing an Access Denied error message. To allow this solution’s fixity 

check process to access your Amazon S3 buckets, edit the bucket policy. For more 

information, see How do I allow my Lambda execution role to access my Amazon S3 bucket? 

The following sample code snippet shows how to grant the GetObject API access to a 

specific Lambda function IAM role in an Amazon S3 bucket. 

{ 

    "Version": "2012-10-17", 

    "Statement": [ 

        { 

            "Effect": "Allow", 

            "Principal": { 

                "AWS": "arn:aws:iam::<account-id>:role/<lambda-

execution-role>" 

            }, 

            "Action": [ 

                "s3:GetObject" 

            ], 

            "Resource": [ 

                "arn:aws:s3:::<bucket-name>/*" 

            ] 

        } 

    ] 

} 

Appendix E: Comparing Fixity Results 
The Serverless Fixity for Digital Preservation Compliance solution provides workflow logic 

that enables you to compare the checksum value that the solution computed against the 

available, existing checksum value that is stored in the Amazon Simple Storage Service 

(Amazon S3) object. You can choose to use either the MD5 algorithm or the SHA1 algorithm 

to run the workflow. The workflow logic for the MD5 algorithm is presented in this appendix, 

https://aws.amazon.com/premiumsupport/knowledge-center/lambda-execution-role-s3-bucket/


Amazon Web Services – Serverless Fixity for Digital Preservation Compliance December 2019 

Page 26 of 30 

however, the SHA1 algorithm is very similar in logic and flow. The differences are noted 

below. 

Using the MD5 Algorithm 
The following workflow logic illustrates the MD5 algorithm used to compare the checksum 

values. 

 

Figure 7: MD5 algorithm 

The following logic parameters are used in the workflow. 

• Computed - Identifies the checksum value that is calculated by the workflow. 

• Expected - Refers to the user-provided checksum value obtained through the POST 
request payload. 
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• computed-md5 - Refers to an object tagging field associated with the Amazon S3 
object. 

• x-amz-metadata-md5 - Refers to a metadata field associated with the Amazon S3 
object. 

• ETag - Refers to the ETag field of the Amazon S3 object. The ETag field is used in the 
following conditions only: 

– The object is uploaded with a single PutObject API, not multipart upload 

– The file size is less than 5 GB 

– SSE encryption is set to either none or aes256 

The result of the checksum comparison is stored in the ComparedResult and 

ComparedWith parameters in the response body. 

The ComparedResult parameter values include: 

• MATCHED - Indicates that the Computed checksum value matches one of the 
existing checksum value. 

• NOTMATCHED - Indicates that the Computed checksum does not match the 
existing checksum value. 

• SKIPPED - Indicates that the solution cannot find an existing checksum value to 
compare to resulting in the checksum validation being skipped. 

The ComparedWith parameter identifies the existing checksum value that the solution is 

using to compare the results, with the following available values: 

• api - Refers to the Expected field that is provided through the API POST request 
payload. 

• object-tagging - Refers to the computed-md5 tag that is associated with the 
Amazon S3 object and was created from the previous run. 

• object-metadata - Refers to the x-amz-metadata-md5 parameter that is 
associated with the Amazon S3 object. This metadata field must be manually created 
and stored in the metadata field when the Amazon S3 object is first uploaded. 

• object-etag - Refers to the ETag of the Amazon S3 object. 

• none - Identifies when a suitable, pre-existing checksum value associated with the 
Amazon S3 object cannot be located. 

Using the SHA1 Algorithm 
The SHA1 checksum comparison logic is similar to the MD5 logic, but with the following 

differences: 
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• The object tag name is labeled computed-sha1 instead of computed-md5. 

• The metadata name is labeled x-amz-metadata-sha1 instead of x-amz-
metadata-md5. 

• The ETag parameter is not checked when using the SHA1 algorithm. 

Appendix F: Best Practices for Running This 

Solution on Amazon S3 Glacier and Amazon S3 

Glacier Deep Archive 
The Amazon S3 Glacier and Amazon S3 Glacier Deep Archive storage classes are designed 

for low-cost data archiving. These storage classes offer the same durability and resiliency as 

the other multi-AZ Amazon S3 storage classes. However, objects stored in Glacier and Deep 

Archive are not available for real-time access. This solution first restores the objects from 

Glacier and Deep Archive before calculating the checksums. If you need to run this solution 

on a large number of objects in Glacier or Deep Archive, keep in mind that these storage 

classes are designed for 35 random restore requests per pebibyte (PiB) stored per day. You 

can increase restore throughput by sequencing restores by object creation date to reduce 

randomness. You can also spread checksum calculations over a number of days or weeks to 

remain below the random restore entitlement and maintain restore throughput for other 

access needs. 

Appendix G: Collection of Operational Metrics 
This solution includes an option to send anonymous operational metrics to AWS. We use this 

data to better understand how customers use this solution and related services and products. 

When enabled, the following information is collected and sent to AWS: 

• Solution ID: The AWS solution identifier 

• Unique ID (UUID): Randomly generated, unique identifier for each deployment  

• Timestamp: Timestamp of the fixity check requested 

• Algorithm: Checksum algorithm being used 

• Filesize: The size of the file the solution processes 

• Elapsed: The time taken to complete the fixity check process 

• ComparedResult: Indicate if the checksum result is matched, not-matched, or 

skipped 
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Note that AWS will own the data gathered via this survey.  Data collection will be subject to 

the AWS Privacy Policy. To opt out of this feature, modify the AWS CloudFormation template 

mapping section as follows: 

AnonymousData: 

    SendAnonymousData: 

      Data: Yes 

to 

AnonymousData: 

    SendAnonymousData: 

      Data: No 

Source Code 
You can visit our GitHub repository to download the templates and scripts for this solution, 

and to share your customizations with others.  

Document Revisions 

Date Change 

December 2019 Initial Release 

https://aws.amazon.com/privacy/
https://github.com/awslabs/serverless-fixity-for-digital-preservation-compliance
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Notices  

Customers are responsible for making their own independent assessment of the information in this document. 

This document: (a) is for informational purposes only, (b) represents current AWS product offerings and 

practices, which are subject to change without notice, and (c) does not create any commitments or assurances 

from AWS and its affiliates, suppliers or licensors. AWS products or services are provided “as is” without 

warranties, representations, or conditions of any kind, whether express or implied. The responsibilities and 

liabilities of AWS to its customers are controlled by AWS agreements, and this document is not part of, nor 

does it modify, any agreement between AWS and its customers. 

The Serverless Fixity for Digital Preservation Compliance is licensed under the terms of the Apache License 

Version 2.0 available at https://www.apache.org/licenses/LICENSE-2.0. 

© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved. 
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