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About This Guide 
This implementation guide discusses architectural considerations and configuration steps for 

deploying IoT Channel Using Amazon Pinpoint in the Amazon Web Services (AWS) Cloud. 

It includes links to an AWS CloudFormation template that launches and configures the AWS 

services required to deploy this solution using AWS best practices for security and 

availability. 

The guide is intended for IT infrastructure architects, administrators, and DevOps 

professionals who have practical experience architecting in the AWS Cloud. 

http://aws.amazon.com/cloudformation/


Amazon Web Services – IoT Channel Using Amazon Pinpoint October 2019 

Page 3 of 10 

Overview 
Given the ever-increasing number of brands competing for a finite amount of customer 

attention, maximizing customer engagement is vital. In today’s digital marketplace, it is 

critical to keep your users coming back to your applications and products. 

One method that can help improve customer engagement is to deliver targeted messaging to 

your users. Targeted messaging can help build trust in your brand and increase conversion 

rates. Amazon Pinpoint helps you engage with your customers by sending targeted email, 

SMS and voice messages, and push notifications. With Amazon Pinpoint, you can place your 

customers in groups based on demographics, behaviors, or other key performance indicators 

that are important for your business, and send highly targeted messages to those groups. 

Connected devices and products can also help you improve your customer engagement by 

providing a channel for personalized, relevant interactions between you and your customers. 

However, it can be a challenge to implement for companies without deep, in-house IoT 

expertise.  

To help you more easily leverage the targeted messaging engine of Amazon Pinpoint for 

communication through connected devices, AWS offers the IoT Channel Using Amazon 

Pinpoint solution. This solution combines Amazon Pinpoint with AWS Lambda to help 

automate the process of segmenting customers and sending targeted messages to their 

connected devices through an IoT channel.   

For example, automotive manufacturers can use this solution to identify customers impacted 

by a recall, and send them transactional messages about the recall.  

Cost 
You are responsible for the cost of the AWS services used while running this solution. As of 

the date of publication, the cost for running this solution with default settings in the US East 

(N. Virginia) Region is approximately $35 per month. This price estimate assumes you will 

use this solution to send two messages per week to 10,000 connected devices that are 

connected for 24 hours per day. Prices are subject to change. For full details, see the pricing 

webpage for each AWS service you will be using in this solution.  

  

https://aws.amazon.com/pinpoint/
https://aws.amazon.com/pinpoint/customer-engagement/
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Architecture Overview 
Deploying this solution builds the following environment in the AWS Cloud. 

 

Figure 1: IoT Channel Using Amazon Pinpoint architecture on AWS 

The AWS CloudFormation template deploys an Amazon Pinpoint project that will contain 

the settings, segments, and campaigns for the solution’s customer engagements. The solution 

also launches an AWS Lambda function that is configured as an Amazon Pinpoint custom 

channel. The function publishes your targeted messages to an MQTT topic. Connected 

devices subscribe to the topic to receive the messages.  As of the date of publication, creating 

custom channels with AWS Lambda is a feature that is in public beta and subject to change. 

Considerations 

Regional Deployments 
This solution uses the Amazon Pinpoint service which is currently available in specific AWS 

Regions only. Therefore, you must launch this solution in an AWS Region where Amazon 

Pinpoint is available. For the most current availability by region, see AWS service offerings 

by region. 

AWS CloudFormation Template 
This solution uses AWS CloudFormation to automate the deployment of IoT Channel Using 

Amazon Pinpoint in the AWS Cloud. It includes the following CloudFormation template, 

which you can download before deployment: 

iot-channel-using-amazon-pinpoint.template: Use this 

template to launch the solution and all associated components. The 

default configuration deploys an Amazon Pinpoint project and an AWS Lambda function, but 

you can also customize the template based on your specific needs. 

  

View template

https://s3.amazonaws.com/solutions-reference/iot-channel-using-amazon-pinpoint/latest/iot-channel-using-amazon-pinpoint.template
https://aws.amazon.com/cloudformation
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/pinpoint/latest/developerguide/channels-custom.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/channels-custom.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://s3.amazonaws.com/solutions-reference/iot-channel-using-amazon-pinpoint/latest/iot-channel-using-amazon-pinpoint.template
https://s3.amazonaws.com/solutions-reference/iot-channel-using-amazon-pinpoint/latest/iot-channel-using-amazon-pinpoint.template
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Automated Deployment 
Before you launch the automated deployment, please review the architecture and other 

considerations discussed in this guide. Follow the step-by-step instructions in this section to 

configure and deploy IoT Channel Using Amazon Pinpoint into your account. 

Time to deploy: Approximately five minutes  

What We’ll Cover 
The procedure for deploying this architecture on AWS consists of the following steps. For 

detailed instructions, follow the links for each step. 

Step 1. Launch the stack 

• Launch the AWS CloudFormation template into your AWS account. 

• Enter values for required parameters: Stack Name. 

• Review the other template parameters, and adjust if necessary.  

Step 2. Enable an Amazon Pinpoint SMS Channel  

• Configure an Amazon Pinpoint project in which the SMS channel is enabled. 

Step 3. Upload the IoT Segment 

• Create the segment to send messages to.  

Step 4. Send a Test Message (Optional) 

• Send a test message to Amazon Pinpoint and verify the message is received in AWS IoT 

Core.  

Step 1. Launch the Stack 
This automated AWS CloudFormation template deploys IoT Channel Using Amazon 

Pinpoint in the AWS Cloud.  

Note:  You are responsible for the cost of the AWS services used while running this 
solution. See the Cost section for more details. For full details, see the pricing webpage 
for each AWS service you will be using in this solution.  

1. Sign in to the AWS Management Console and click the button 

to the right to launch the iot-channel-using-amazon-

pinpoint AWS CloudFormation template.  

You can also download the template as a starting point for your own implementation. 

Launch  
Solution

https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?&templateURL=https://s3.amazonaws.com/solutions-reference/iot-channel-using-amazon-pinpoint/latest/iot-channel-using-amazon-pinpoint.template
https://s3.amazonaws.com/solutions-reference/iot-channel-using-amazon-pinpoint/latest/iot-channel-using-amazon-pinpoint.template
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?&templateURL=https://s3.amazonaws.com/solutions-reference/iot-channel-using-amazon-pinpoint/latest/iot-channel-using-amazon-pinpoint.template
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?&templateURL=https://s3.amazonaws.com/solutions-reference/iot-channel-using-amazon-pinpoint/latest/iot-channel-using-amazon-pinpoint.template
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2. The template is launched in the US East (N. Virginia) Region by default. To launch the 

solution in a different AWS Region, use the region selector in the console navigation bar.  

Note: This solution uses Amazon Pinpoint, which is currently available in specific 
AWS Regions only. Therefore, you must launch this solution in an AWS Region where 
Amazon Pinpoint is available. For the most current availability by region, see AWS 
service offerings by region. 

3. On the Create stack page, verify that the correct template URL shows in the Amazon 

S3 URL text box and choose Next. 

4. On the Specify stack details page, assign a name to your solution stack. 

5. Under Parameters, review the parameter for the template and modify it as necessary. 

This solution uses the following default value. 

Parameter Default Description 

IoT Topic Name campaign/pinpoint The IoT messaging topic name that Amazon Pinpoint will use to 

send messages 

6. Choose Next. 

7. On the Configure stack options page, choose Next. 

8. On the Review page, review and confirm the settings. Be sure to check the box 

acknowledging that the template will create AWS Identity and Access Management (IAM) 

resources. 

9. Choose Create stack to deploy the stack. 

You can view the status of the stack in the AWS CloudFormation Console in the Status 

column. You should see a status of CREATE_COMPLETE in approximately five minutes. 

Note: In addition to the primary AWS Lambda function pinpoint-iot-

campaign-hook, this solution includes the CustomResourceHelper Lambda 
function, which runs only during initial configuration or when resources are updated 
or deleted.  

When running this solution, the CustomResourceHelper Lambda function is 
inactive. However, do not delete this function as it is necessary to manage associated 
resources. 

Step 2. Enable an Amazon Pinpoint SMS Channel 
Use this procedure to configure an Amazon Pinpoint project in which the SMS channel is 

enabled.   

1. Navigate to the Amazon Pinpoint console. 

https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://console.aws.amazon.com/pinpoint
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2. In the All projects list, select IoT Application. 

3. In the navigation pane, select Settings, SMS and voice. 

4. Select Edit (on the upper-right corner of the SMS settings card). 

5. On the Edit SMS page, select Enable the SMS channel for this project. 

6. Select Save changes. 

Step 3. Upload the IoT Segment 
Use this procedure to create the segment to send messages to.   

1. Download the IoTSegment.csv file. 

2. In the navigation pane, select Segments. 

3. Choose Create a segment. 

4. Select Import a segment. 

5. Select Choose files, navigate to the IoTSegment.csv file on your local machine, and 

select Open. 

6. Select Create segment. 

Step 4. Send a Test Message (Optional) 
Use this procedure to send a test message to Amazon Pinpoint and verify the message is 

received in AWS IoT Core.  

1. Navigate to the AWS IoT console. 

2. In the navigation pane, select Test. 

3. Under Subscribe, enter the topic name you specified in the IoT Topic Name AWS 

CloudFormation template parameter. The default value is campaign/pinpoint. 

4. Select Subscribe to topic. 

5. Open a new browser tab and navigate to the Amazon Pinpoint console. 

6. In the All projects list, select IoT Application. 

7. In the navigation pane, select Campaigns. 

8. Select Create a campaign. 

9. Create a campaign with the following fields: 

• For Campaign name, enter a campaign name. 

https://s3.amazonaws.com/solutions-reference/iot-channel-using-amazon-pinpoint/latest/IoTSegment.csv
https://console.aws.amazon.com/iot
https://console.aws.amazon.com/pinpoint
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• For Campaign type, select Standard campaign. 

• For Choose a channel for this campaign, select SMS. 

10. On the Choose a segment page, under Segment, select IoTSegment. 

11. Choose Next. 

12. On the Create your message page, in the Message text box, enter a test message.  

13. Choose Next. 

14. On the Choose when to send the campaign page, choose Next. 

15. On the Review and launch page, review and confirm the settings. Then, select Launch 

campaign.   

16. In the browser tab with the AWS IoT console, verify that your test message is displayed.  

Security 
When you build systems on AWS infrastructure, security responsibilities are shared between 

you and AWS. This shared model can reduce your operational burden as AWS operates, 

manages, and controls the components from the host operating system and virtualization 

layer down to the physical security of the facilities in which the services operate. For more 

information about security on AWS, visit the AWS Security Center. 

IAM Role and Permission 
AWS Identity and Access Management (IAM) roles enable customers to assign granular 

access policies and permissions to services and users on the AWS Cloud. This solution creates 

an IAM role that grants the solution’s AWS Lambda function access to AWS IoT Core. This 

role is necessary to allow the function to publish messages to the MQTT topic. The solution 

also creates an IAM permission that allows Amazon Pinpoint to execute the Lambda function.    

Additional Resources 

AWS services 

• AWS CloudFormation  

• Amazon Pinpoint 

• AWS IoT Core 

• AWS Lambda 

http://aws.amazon.com/security/
http://aws.amazon.com/cloudformation
https://aws.amazon.com/pinpoint
https://aws.amazon.com/iot-core/
https://aws.amazon.com/lambda
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Appendix: Collection of Operational Metrics 
This solution includes an option to send anonymous operational metrics to AWS. We use this 

data to better understand how customers use this solution and related services and products. 

When enabled, the following information is collected and sent to AWS: 

• Solution ID: The AWS solution identifier 

• Unique ID (UUID): Randomly generated, unique identifier for each solution 

deployment  

• Timestamp: Data-collection timestamp 

• Messages Sent Data: Count of the number of messages the solution sends to the 

custom IoT topic through Amazon Pinpoint  

Example data: 

{MessagesSent: 1}  

 

Note that AWS will own the data gathered via this survey.  Data collection will be subject 

to the AWS Privacy Policy. To opt out of this feature, modify the AWS CloudFormation 

template mapping section as follows: 

Solution: 

    Parameters:  

      ID: SO0074 

      Version: %%VERSION%% 

      SendAnonymousUsageData: 'Yes' 

to 

Solution: 

    Parameters:  

      ID: SO0074 

      Version: %%VERSION%% 

      SendAnonymousUsageData: No 

  

https://aws.amazon.com/privacy/
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Source Code 
You can visit our GitHub repository to download the templates and scripts for this solution, 

and to share your customizations with others.  

Document Revisions 

Date Change 

October 2019 Initial release 

 

 

Notices  

Customers are responsible for making their own independent assessment of the information in this document. 

This document: (a) is for informational purposes only, (b) represents current AWS product offerings and 

practices, which are subject to change without notice, and (c) does not create any commitments or assurances 

from AWS and its affiliates, suppliers or licensors. AWS products or services are provided “as is” without 

warranties, representations, or conditions of any kind, whether express or implied. The responsibilities and 

liabilities of AWS to its customers are controlled by AWS agreements, and this document is not part of, nor 

does it modify, any agreement between AWS and its customers. 

The IoT Channel Using Amazon Pinpoint solution is licensed under the terms of the Apache License Version 

2.0 available at https://www.apache.org/licenses/LICENSE-2.0. 

© 2019, Amazon Web Services, Inc. or its affiliates. All rights reserved. 

https://github.com/awslabs/iot-channel-using-amazon-pinpoint
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