
1. Start with an Accurate and Complete List 
of Assets
Many clients use their IT asset management software or
their ERP inventory system to generate an initial list of 
assets being retired. This list becomes the master list of 
assets for an IT asset disposition (ITAD) program. Assets 
not on the network will not be detected by the software. 
Unless this list is validated with a complete physical 
inventory, and cross checked thoroughly for inconsistencies,
errors are introduced before the ITAD process even begins.
Without validation, it is almost impossible to fully reconcile
asset tracking through final disposition.  

Corporate risk managers will want an accurate accounting
of when and how assets are disposed and data destroyed.
Make, model, serial number and asset tag numbers are
common tracking identifiers that are used in cross 
referencing inventory.

2. Prioritize Goals – Out of Sight, Out of Mind 
is a Risky Strategy

Ten years ago, formalized selection processes for disposal 
of IT assets were rare and vendor vetting was mostly non-
existent. Companies were happy to allow the “guy down the 
street” to remove retired IT equipment and few questions 
were asked.

Gartner released their first Magic Quadrant for IT Asset 
Disposition in 2010. Since that time, we have seen client 
selection processes mature and today vendor qualifications 
are much more closely evaluated. Most large organizations 
will issue a detailed RFP to evaluate vendor capabilities and 
strengths. We find that most clients prioritize data security, 
value recovery, compliance and sustainability when selecting 
an ITAD vendor. Prioritizing value recovery can compromise 
data security, compliance and sustainability goals.

Data Security
Because even a single instance of compromised digital data
can represent a potential devastating risk for a company, how
any data bearing asset is handled is important.  

While no studies exist on the percentage of companies that
allow IT assets with digital data to leave their premises, SRS
finds about 65% of our clients require data to be destroyed
while assets are still in their custody. This percentage has
increased significantly in the last 3 years.

Compliance
In recent years, final disposition of IT assets and digital data
has taken on new significance to corporate officers, risk 
managers and compliance teams within organizations. The 
requirements for disposing of obsolete and broken IT assets
and electronics also became more strict as regulations such
as HIPAA, GLBA, FACTA, PIPEDA forced industries to think 
about controls, accountability, processes and security. It is 
expected that the new General Data Protection Regulation
(GDPR), scheduled to come into effect in May 2018 in the 
European Union (EU), will increase regulatory requirements
for international businesses.
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Selecting a new ITAD vendor can be a daunting task. No single

vendor will align perfectly to any single client. A successful 

ITAD program is built upon a proactive informed client and 

competent vendor working together to successfully implement

a seamless process between the two companies. From a high

level perspective, SRS encourages someone evaluating their

ITAD program to fully consider the following items.  

Value Recovery

SustainabilityCompliance

Data Security



When assets are retired, a defined plan on how data will be
systematically destroyed with an audit trail is required by most 
corporate risk managers today. Audit trails showing disposition
routes/paths, mass balance reporting, certificates of data 
destruction (CODD) and certificates of recycling have become 
common requirements of large companies.

Value Recovery – be realistic
The cost of a well-run ITAD program is seldom budgeted in 
advance, leading companies to seek revenue neutral programs.
This can be a risky strategy putting your company at risk for a 
security breach, lead to e-waste dumping or not having required 
paper trail documentation in the case of an audit. The risk of a 
vendor taking irresponsible shortcuts increase when commodity 
prices are lower as there is less of a financial buffer for vendors
to support revenue neutral programs.

Value recovery is important, but for public companies is a 
secondary consideration after data security and compliance
concerns. Time is the enemy of IT assets. Moore’s Law, 
innovation in server technology and short refresh cycles for 
mobile devices are considerations in how quickly an asset 
depreciates.

Working with a vendor who has active and varied resell channels
(wholesale and retail) is often an overlooked but important 
qualification of ITAD vendors. Selling the right asset at the right 
time to the right market at the right price is critical. Strategically 
considering how and when to post assets on various resell 
channels can have a big impact on value recovered for clients. 
Analytics and other pricing tools used by vendors can inform 
these important decisions. 

Moving IT assets from your facility to ITAD processing center 
and to buyers on secondary markets is a cost driver to be 
considered. Working with a vendor who efficiently manages 
logistics and is mindful of logistics costs will directly impact 
revenue shared back with you as a client.

Sustainability
IT assets inherently contain hazardous materials. Ensuring that
ALL equipment and material will be responsibly managed
and disposed is critical to a successful ITAD program. Industry 
certifications, such as R2 provides baseline assurance in the 
evaluation process. In recent years, there has been an added 
interest in how the manufacture and disposal of electronics 
impact a Circular Economy evaluation.

3.  Dig Deeper & Understand Lag Times

Problems with irresponsible disposal of IT assets can 
surface long after an asset has been removed from a 
company’s live environment. The lag in time between 
when a company removes an asset from their live 
environment and when downstream violations are identified
can be problematic for regulatory compliance audits. The 
links below document how irresponsible ITAD and recycling
vendors have put corporate clients at risk.

Data on resold hard drives:
March 24, 2017
Personally Identifiable Information Found on 40 Percent 
of Used Devices in Largest Study To-Date

June 28, 2016
Resold hard drives on eBay, Craigslist are often still ripe 
with leftover data

August 20, 2013
A $1.2 Million Photocopier Mistake: Health Plan Settles 
with HHS in HIPAA Breach Case

CRT glass abandoned by bankrupt recyclers:
August 17, 2017
Stakeholders spar as CRTs sit in Virginia warehouse

November 17, 2016
More fallout from Creative failure

December 17, 2015
The Dirty Problem of CRT Glass

March 24, 2014 
America needs a bunker to store its mountain of toxic TVs

August 23, 2013
Abandoned warehouses full of CRTs found in several 
states

eWaste illegally exported:
June 2, 2016 
The US is still dumping some of its toxic e-waste 
overseas

“Partnering with a vendor who can 
support the overall organizational 
needs in a streamlined manner can 
impact operational efficiency in 
purging retired assets. 



4.  Legislative Compliance and 
Audit-Ready Reports

Mistakes can be made as assets are moved, packaged or 
transported. This multi-step chain of custody introduces
risks and vulnerabilities that need to be effectively managed.
You should work to ensure that your chain of custody is 
clearly defined, documented, secure, and as streamlined 
as possible.

If a stray hard drive turns up during an audit, or worse yet, 
if it shows up years later in an unexpected place, your 
company’s ability to demonstrate sound and consistent 
processes and attention to detail will be critical to liability 
assessments.

Demonstrability
For audit purposes, defined processes that enables 
companies to demonstrate discipline, due diligence and 
best practices in how assets were handled and data 
destroyed are critical. Documentation (inventory reports, 
Certificates of Data Destruction, where and when events 
happened) provides proof that processes were followed 
and that data was responsibly destroyed.

Statement of Work (SOW) 
When onboarding with a new vendor, a written Statement 
of Work (SOW) details how equipment is processed.  
This can be an important part of any corporate audit as 
it demonstrates the use of a vendor who operates in a 
systematic and repeatable manner.

5.  You Need Full Accountability and an 
Integrated Solution

Final retirement of technology assets touches several
departments within an organization, each with unique 
requirements. Partnering with a vendor who can support 
the overall organizational needs in a streamlined manner 
can impact operational efficiency in purging retired assets. 

• The IT department will be interested in data security.

• Accounting wants an audit trail of how the company 
asset was disposed.

• Management is interested in value recovery from 
retired assets.

• Risk managers will want assurances that environmental
and security risks are minimized.

• Sustainability departments are interested in minimized
carbon footprint and environmentally responsible 
recycling.

A partner with broad capabilities can reduce administrative
overhead, simplify vendor relations, and improve overall
accountability. Vendor selection should consider immediate
and future corporate requirements.

6.  Standardize, then Optimize

Most ITAD programs have evolved as ad-hoc programs 
initiated separately at each company location at different
points in time. National and global companies are taking
charge of fragmented regional programs and consolidating
and standardizing to a single program, managed holistically
and consistently. 

Most publicly traded companies require that IT assets are 
retired with the same discipline that is used to manage
and track IT assets within their corporate environment.
This discipline supports secure and documented 
destruction of digital data and assets to reconcile 
accounting and IT records.

Change is hard. You will get resistance from some local 
teams. A competent vendor can take the lead and provide 
solutions that deliver tangible business value. The goal 
should not be simply to replicate individual programs with 
a single vendor. It is to reimagine how you are handling 
the assets, leverage efficiency gains, better solutions, 
consolidated and better defined.



Benefits of a single vendor to manage a national or global program will typically include:

• Better accountability of how assets are disposed. 

• Assurance that some offices aren’t shortcutting systems and bypassing protocols.

• Reduced logistics costs as handling is standardized and streamlined

• Higher confidence in audit trails due to consistent processes

• Consistent and complete reporting and audit trails

• Standardized invoicing and settlements

• The best vendors can provide guidance in laws and requirements that affect the transportation and processing of 
obsolete assets. This guidance can protect you from fines, fees and penalties and more importantly adverse publicity 
in the responsible disposition of assets.

•  Defined roles and responsibilities ensure repeatable processes and audit trails

•  Tracking and reporting systems to provide a clear audit trail from pickup to final disposition. 

•  Volume pricing – resale assets in volume

•  Bargaining power and favorable terms

Sims Recycling Solutions offers global ITAD and e-waste recycling services. We offer systematic processes, standardized and 
comprehensive services. 

Contact us today to learn more about how we can help you build a 
compliant global program at www.simsrecycling.com.


