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COMMERCIAL ACCESS PROJECTS 
TOP $28K
Security contractors’ commercial per-job revenues fall 
between residential’s miniscule-by-comparison $358 and 
industrial’s considerably higher $46K. That according to SSI’s 
2020 Access Control Deep Dive, which identifies installa-
tions, prices, profits, markets, challenges and technologies.  
By Scott Goldfine

Controlling where people are permitted to go and when they do so is one of 
security’s fundamental and most in-demand facets. With today’s solutions 
ranging from basic, single-door mechanical locks to sophisticated, multibuilding 
electronic and networked systems — and everything imaginable in between — 
access control is also one of the security industry’s most innovative and fastest 
growing sectors. Integration with mobile devices and video surveillance, wire-
less products, biometrics, smart locks, and Cloud-based hosted and managed 
services are just some of the advances stoking the fire of this red-hot market.              
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According to the 2019 year-end report from Imperial Capital, which special-
izes in and tracks the broader security industry, what it terms the identity and 
authentication sector, outpaced all others from 3Q 2018-3Q 2019 with a 35.1% 
gain in company valuation multiples. 

“Identity and authentication technology, from software to biometric equip-
ment, is continuing to mature, as evidenced by its increasing adoption by an 
array of government and defense programs in response to increased security 
threats, international identification programs, as well as increased Cloud-based 
hosted access and ID systems being installed by integrators for both govern-
ment and commercial sites,” Imperial Capital Managing Director, Institutional 
Research Group Jeff Kessler, who was named to the SSI Industry Hall of Fame 
earlier this year, wrote in the report. “The acceptance of analytics, behavior and 
related biometric modalities … have all played a role in the 50% increase in this 
sector’s valuation since December 2015.” 

Such technologies and markets, and the opportunities they present, lie at the 
heart of Security Sales & Integration’s 2020 Access Control Deep Dive — the 
publication’s first dedicated research project into the sector. 

This new study was conducted during March 2020 and included nearly 150 
dealers and integrators from throughout the United States and Canada. In addi-
tion to the balanced geographical footprint, the study also drew respondents 
from a wide range of company sizes. As well it spanned the residential, commer-
cial and industrial access control markets — including projects, prices, margins, 
managed services, challenges and more.

The full story unfolds through the graphs, lists and sidebars that follow. 

Company No. Full-Time Employees

From a company size perspective, based on 
number of employees, the SSI 2020 Access 
Control Deep Dive pulled respondents large, 
small and in between. The random sampling 
included 41% dealer/integrator companies 
with 10 or fewer employees, 29% with 11-50 
and 35% with a staff exceeding 50.
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Access Control Growth Percentages

While 16% is certainly a very nice growth 
percentage these results show that the 
pace has tapered off of late as respondents 
pegged growth for the back half of the 
2010s 10 percentage points higher.

Past Year
16%

Past 5 Years
26%

2N: Take Security to Next Level With Today’s IP Intercoms
▶ The technol-
ogy and subse-
quent usage of 
intercoms has 
evolved quite a 
lot over the past 

several years and continues to 
drive change in the segment. 
Once mainly used as simple 
convenience devices — to com-
municate, for example, with 
a family member in another 
part of your home — today’s 
intercoms are now part of a well 
thought out security solution 
for school campuses, office and 
apartment buildings, and count-
less other facilities.

What caused such a leap? 

The shift from analog, with 
its inherent limitations, to a 
networked digital system has 
made all the difference.

The analog technology of the 
past really limited a system’s 
functionality, interoperability 
and performance. But some of 
today’s network-based options, 
such as those offered by 2N, an 
Axis company, are based on an 
open architecture and comply 
with today’s standards such 
as open SIP and ONVIF. This 
means they can integrate with 
other, already-installed net-
worked systems in a building or 
on a campus.  

In addition, by picking the 

right hardware manufacturer, 
dealers and end users do not 
have to fear the high costs of 
new technology and the disrup-
tion of their business, or tenants 
in the case of a multidwelling 
unit (MDU). For instance, 2N 
manufactures an LTE-based 
intercom for the MDU segment 
allowing for installation without 
the high cost or inconveniences 
of running new cabling through-
out the building. The intercom 
will simply call to a networked 
device in the apartment (such as 
an answering unit) connecting 
to the existing Internet service 
or to any smartphone or device 
via an app. 

There are many new tech-
nologies that allow for simple, 
cost-effective solutions on 
the market today, choices that 
were not available in years 
past. Every organization’s 
security needs and challenges 
are different. But with today’s 
network technology, you can 
take comfort knowing you can 
easily meet your customers’ 
needs with IP intercoms and 
take their security to the next 
level 
— Craig Szamania,  
Business Development  
Manager, Intercoms, 2N
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Type/No. Access Control 
Installations in Average Month

Average Access Control Project Gross Profit Margin

The average number of respondents’ monthly 
residential access control installations came 
in at less than one-third of commercial, and 
nearly half of industrial. The totals on an 
annualized basis are: 72 residential, 240 com-
mercial and 132 industrial projects.

Multiplying the average profit margin by the residential, commercial and industrial access 
control project revenues in the previous graph computes to monthly gross profits of 
$610, $159,420 and $142,887 in residential, commercial and industrial business.   

Industrial access control projects bring in 
around 62% more revenue than commer-
cial jobs, which in turn exponentially dwarf 
residential. Multiplying those amounts by 
installation averages yields $2,148, $561,340 
and $503,129 residential, commercial and 
industrial monthly revenue generation.   

Residential
6

28.4% 

Commercial
20
Industrial
11

Average Sales Price for  
an Access Control System

Residential
$358
Commercial
$28,067
Industrial
$45,739

▶ While in the 
past access 
control was all 
about unlock-
ing doors, 
servers and 

Big Data, today’s end users are 
looking for convenience over a 
more comprehensive security 
footprint. There’s been marked 
growth and adoption in ACaaS, 
mobile readers, credentials, 
integrated wireless locks and 
smarter seamless security for 
building occupants. Successful 
integrators provide end-to-end 
solutions that work for their 
customers’ business opera-
tions, where all points of con-
trolled entry work the same, 
easily and intuitively. Naturally, 
one of the favorite interfaces is 

the omnipresent smartphone.  
Continental Access’ new app, 

available on Apple and Google 
Play, provides the end user 
a built-in credential on their 
phone that always stays in sync 
with the enterprise system, and 
saves on lost card replacement 
costs. That can be a substantial 
operational budget savings, 
given the CA4K platform is 
scalable from a few to thou-
sands of doors and/or sites. 
Plus, the mobile credential is 
reader brand agnostic, working 
with any type of reader, saving 
more money. 

That same app lets integrators 
elevate customer service, con-
trolling multiple hosted clients’ 
systems, by merely shaking the 
phone to swap between each,  

for remote system management  
of doors, authorized users/ 
privileges, threat levels, muster, 
lockdown/unlock, globally or by 
APBs — exactly as if in front of 
any CA4K enterprise worksta-
tion. With evolving  convergence 
of access and locking, Conti-
nental features unprecedented 
seamless integration with sister 
division Alarm Lock’s leading 
Trilogy Networx wireless locking, 
transforming each to perform as 
wireless single-door controllers.  

Working seamlessly, identi-
cally amidst Continental’s own 
conventional and PoE control-
lers, each wireless Networx 
lock is fully distributed, acting 
in real-time, as an intelligent 
edge device. They feature HID 
or multitechnology reader, are 

self-powered with Trilogy’s 
class-leading multiple years of 
battery life (requiring no PIM or 
extra panels or power) and can 
be networked via a wire, WiFi 
or PoE gateway to control up to 
63 locks. 

All Networx lock models 
work the same and are avail-
able for all interior/exterior 
applications, i.e., cylindrical, 
mortise, exit alarm/panic-
device trim, narrow stile glass 
doors, keypads (integrated w/
Otis elevators). Meanwhile, 
ArchiTech Networx Series of-
fers the same Grade 1 access 
locks, customizable with 300 
styles, trims and finishes. 
— Judy Jones, Vice President, 
Marketing, NAPCO Security 
Technologies

Continental Access: Security, Mobility & Seamless Integrated User Interfaces
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Average Price Charged Per Door/
Entryway for Access Control 
Systems

Average No. Doors/Entryways  
on Typical Job

The combined average price charged per secured 
opening across residential, commercial and 
industrial projects came in a little south of $500.  

The average commercial project involves pro-
viding access control to more than three times 
as many doors/entryways as compared to 
residential. Industrial installments call for se-
curing 40% more openings than commercial.  

$462 

Residential
6
Commercial
20
Industrial
28

Installation of Audiovisual Door 
Stations/Intercoms as Part of 
Access Control Solutions

According to these results, 87% of respon-
dents’ companies install door stations and 
intercoms. Of those, 80% either exclusively 
or partially deploy IP-based devices in this 
category.

Yes, my company has installed 
both IP and analog door 
stations/intercoms

Yes, my company has installed 
only IP door stations/
intercoms

No, my company has not installed 
any door stations/intercoms

Yes, my company has installed only 
analog door stations/intercoms 

59%

21%

7%
13%

▶ Mobile 
credentials, 
mobile apps, 
everyone is 
talking “mo-
bile.” We’ve 

reached the point whereby in 
order to even be considered for 
most of today’s access control 
projects, a mobile option is 
the price of entry. But offering 
mobile credentialing or even 
a mobile app is a far cry from 
delivering a true “mobile first” 
platform. What does mobile 
first mean, and what value does 
it offer to integrators and their 
customers?

A mobile first platform, like 
ProdataKey’s pdk io, is built 
from the ground up with the 

needs of the mobile user fore-
most in mind. Access to pdk.
io through the web is powerful 
and efficient, but the mobile 
experience is the intended, 
default method by which the 
system will be used. This is true 
at every level of engagement, 
from installation to administra-
tion, by employee or tenant.  

Administrators have full 
management capabilities via 
the mobile app, including the 
ability to directly and immedi-
ately issue credentials. Users 
can open doors, including 
remotely, via the app. They 
can also seamlessly interact 
with Bluetooth readers without 
unlocking or accessing their 
phone. All management and re-

porting dashboards have been 
designed for easy navigation on 
a small screen. Plus, integrators 
can 100% install the system 
using dedicated mobile tools 
designed just for them. 

From a credentialing stand-
point, a mobile first solution 
leverages all the advantages 
that mobile technology has to 
offer. Mobile credentials are 
distinct from prox credentials, 
with added layers of encryp-
tion and heightened security. 
A mobile first system can tell 
which credential is being used, 
allowing management to set 
different permissions for each. 
And, unlimited mobile creden-
tialing — available from mobile 
first providers — can offer 

huge savings to companies 
with many employees or high 
employee turnover while also 
supporting their efforts to “go 
green.”

Computers aren’t going away, 
but for certain applications, 
they are losing relevance. For 
access control systems that 
demand anywhere, anytime 
control, mobile is the logical 
platform of choice. A mobile 
first approach ensures that 
customers derive all the ben-
efits unique to mobile, without 
compromising the functionality 
and performance delivered by 
today’s best-in-class access 
control solutions.  
— Jeff Perri, President & COO, 
ProdataKey

ProdataKey: In the Access Control Universe, What Does Mobile First Really Mean?
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Most Commonly Deployed  
Access Control Technologies

Deploy 2-Factor Authentication as 
Added Level of Security (e.g. live 
video verification of the cardholder 
entering the premises)

Despite some recently communicated con-
cerns about proximity being susceptible to 
hacking, it remains far and away the most 
prominent access control technology. Keyless 
entry/exit and mechanical door hardware/
locks came in second drawing nearly a quarter 
of the respondents, and proprietary platforms 
outpaced open solutions. 

Depending on the application, nearly all (98%) 
of respondents endorse two-factor authentica-
tion for access control systems. Close to half 
(48%) institute this additional layer of security 
regardless of application.

Proximity readers  38%
Keyless entry / exiting  24%
Mechanical door hardware  24%
Proprietary platform  21%
Integration with intrusion detection  20%
Integration with fire/life safety  20%
Integration with video  20%
Mobile system control app  19%
Cloud-hosted or managed access 
 control as a service (ACaaS)  17%
ID card generation  16%
Multiformat card / token readers  15%
Open platform  15%
Gates, barriers, turnstiles or bollards  12%
Smart locks  12%
Telephone entry or intercom  12%
WiFi  11% 
Mobile phone credentialing  10%
Bluetooth  9%
Integration with mass notification  9%
Biometrics (facial, finger, hand, etc.)  8%
Geo-fencing  8%
GPS location capability  7%
Elevator control  7%
Residential integration with  
 other home controls  6%
Magstripe readers  5%
NFS  5%
Integration with gun or gunshot detection  4%

Yes
48%

No 2%

Depends  
on  

Application
50%

▶ Today’s high-speed life demands that access control systems not 
only be on 24 hours a day, but that they be configurable and their 
data be available at a moment’s notice. Modern access control is 
about more than locking and unlocking doors — it’s about remote 
access, the ability to configure systems at scale and integration with 
other systems. 

Remote Access Control: Cloud-based access control solutions put you in control 
of your entire system by offering the ultimate flexibility for remote management 
and control. With such systems, there is no need for an on-premise server or panel, 
expensive IT infrastructure or specialized personnel to keep the system running 
day-to-day. You can add, delete or change access levels for properties all around the 
world at a moment’s notice using the Cloud. 

Economies of Scale: Access control systems are constantly scaling as new users 
are added or removed, access levels adjusted and new doors are added. Gone are 
the days of guessing system future usage and buying expensive panels that may 
never be used to their full capacity. Cloud-based solutions provide the freedom to 
reliably expand and contract your system as needed while keeping the costs aligned 
with actual system usage. Leveraging the Cloud also makes for easy multi-site ex-
pansion and global deployments that can be synchronized and deployed in a matter 
of minutes. 

Integrability: Cloud solutions lend themselves to rapid evolution based on the 
lessons learned from the application of the software across multiple industries. 
Chances are the problems users may be looking to solve have been encountered 
before and already have been incorporated into the platform. API protocols allow 
access control functionality to be seamlessly connected to other business processes 
such as workflow and resource management, maintenance ticking and even HR 
onboarding tools. Creative security applications that improve business processes 
represent the leading edge of tomorrow’s access control solutions — and the only 
way to get there is through the Cloud. — Kim Garcia, Director of Dealer Marketing, 
RemoteLock

RemoteLock: Modern Access Control  
About More Than Opening Doors
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Familiarity/Usage of Cloud-Based 
and Hosted or Managed Access 
Control (ACaaS)

Top Access Control as a Service 
(ACaaS) Implementation Pain Points

Just a shade more than 1 in 10 installation firms 
are completely unfamiliar with Cloud-based 
access control or access control as a service. 
Three in four (75%) are either offering it now or 
considering doing so. Those currently selling it 
reported 10% growth during the past year.

Demand and marketplace acceptance regis-
tered 581 points compared to No. 2 marketing 
with 542 as the leading challenge faced by pro-
viders entering the ACaaS space. Rounding out 
the top 5 was training (525 points), developing 
pricing or business model (515) and costs (507).

Commercial offices were handily the leading 
access control vertical market, coming in 5 
percentage points higher than government. 
Interestingly, K-12 came in above higher educa-
tion and single and multifamily residential tied.

Familiar 
and 
currently 
do offer to 
customers
51%

Familiar and 
considering 

offering to 
customers

24%

Familiar but 
choose not 

to sell it
14%

Not at all familiar 
with it  11%

1.  Demand and marketplace acceptance
2. Marketing
3. Training
4.  Developing pricing or business model
5. Costs
6. Codes, regulations or standards
7. Staffing
8. Determining sales incentives

Percentage Access Control Revenues by Vertical Market

Commercial offices  17%
Government  12%
Healthcare  11%
Industrial facilities and warehouses  10%
Small to midsize businesses (SMB)  10%
K-12 education  8% 

Critical infrastructure  8%
Retail  6%
Financial institutions  6%
Residential - single-family homes  6%
Residential - multidwelling buildings  6%

Hospitality  5%
Houses of worship  5%
Higher education  5%
Elderly homes/facilities  4%
Sports/Events/Entertainment venues  2%
Quick-serve restaurants /  
convenience stores  2%

▶ Speco 
Access is a 
browser-based 
and mobile 
app managed 
access control 

system that is fully scalable and 
integrated with the company’s 
NR Series recorders. Using the 
video integration allows you to 
have an added level of secu-
rity with live video and event 

tagging while also providing 
two-factor authentication. 

Two-factor authentication 
allows you to verify that the in-
dividual using the credential for 
access is indeed who they are 
supposed to be and not some-
one using a credential that 
does not belong to them. Speco 
access will read the credential 
presented and then, using the 
video integration aspect, take 

your face and confirm or deny 
access to the premises depend-
ing on your status. Two-factor 
authentication offers you a dual 
sense of security.

As a standalone product, 
Speco Access offers many 
value-added benefits including 
eliminating onsite tech calls 
with remote management ca-
pabilities, and it is a fully scal-
able solution that allows you to 

program and manage anytime 
and anywhere with a mobile-
friendly user interface. Using 
Speco Access in conjunction 
with Speco’s facial recognition 
gives an added level of security 
and an extra form of verifica-
tion to guarantee a user is who 
they say they are. 
— Yolanda Herrera, Product 
Management, Speco  
Technologies 

Speco Technologies: The Power of 2-Factor Authentication
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Top 11 Access Control Market Challenges

While cybersecurity clearly came out on top, with 917 points, less than 50 points separated the 
balance of the top 5. More complex networks drew 824 points, conflicts with IT staff 801, higher 
network costs 800 and system access privileges 782. 

1. Cybersecurity risks
2. More complex networks
3. Conflicts with IT staff
4. Higher network costs
5. System access privileges
6. Demands on staff and skillset

7. Network reliability
8. Quality of service concerns
9. Disruption to business
10. ROI being questioned
11. Longer deployment cycles

Access Control Integrators  
Want From Their Suppliers53 THINGS //

▶  More aggressive pricing and 
training.   
 

▶  Lightweight Directory Access 
Protocol (LDAP) integration. 
  

▶  Simple user  
interfaces and deeper 
troubleshooting tools 
for integrators.  
   

▶  Standardization of card tech-
nologies and sales  
compensation strategies.  
   

▶  Develop demo website that 
integrators can login and 
demo to customers.  
  

▶  WiFi locks that work with stan-
dard high-security cards.  
 

▶  Easier interfaces for normal 
customer  
functions so client can make 
changes to system at basic 
level.   
 

▶  Lower cost HID print-
able cards.    
  

▶  More robust wireless locks 
with real-time features.

▶  Easy-to-deploy visitor  
credentials via phone app. 

▶  More widespread integration 
among intercoms and access 
control systems.   
 

▶ Better point of sale material. 
   
▶  System health monitoring that 

will automatically alert the 
integrator that service/sup-
port is required.   
  

▶  Realistic Cloud-based per 
door costs on an enterprise 
level.  
 

▶  Lower cost to on 
smaller systems.    
 

▶  Ultra-Wideband location 
services.   
  

▶ Webinars and training.  
 
▶ More SMB offerings.  
 
▶  Accurate ROI calculator for 

ACaaS systems.   
 

▶  Create a better single-card/
device solution for  
ID/access/dining/library/sick-
bay/daycare.  

▶  Smoother integration  
with video. 

▶  Improvement on cellular, 
Bluetooth and WiFi.  
  

▶  Multitennant platform 
where integrator adds 
customers and bills them 
direct, not the ACaaS pro-
vider.  

▶  Better remote support for 
techs and customers.  
  

▶ BACnet integration. 
  
▶  Better integration with WiFi 

locks.    
 

▶  Generating properly  
qualified leads for once.  
  

▶  It would be nice to see more 
one-click upgrades.  
 

▶  Open API for  
Cloud-based products.  
   

▶  Better web  
interface for remote 
connections.  
 

▶  End-user marketing cam-
paigns and ROI calculations.

▶  Online marketing and adver-
tising videos.   

 
▶ Sales and design training. 
 
▶ Multitechnology readers. 
 
▶  More features to compete 

with software-based sys-
tems.  
 

▶  Less cost so we can ease cus-
tomers into having monthly 
rates for their access control 
system.  
 

▶  Interoperability across 
hardware and platforms.  
 

▶  Better technical support 
guidelines for installation.    
 

▶  More demos at suppliers and 
product showcases  
 

▶ Long-range RFID.  
 
▶  Less invasive and more 

standardized hardware sizes 
so switching it out is not such 
a task. SSI

To see the rest, go to 
securitysales.com/ 

2020accessDD


