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At the most fundamental level, the common tie that 
binds all health care professionals is clinical decision 
making. In the case of pharmacy, this decision-making 

role has classically been represented as ensuring that the “five 
rights” of medication use are achieved: the right drug to the 
right patient at the right time, dose, and route.1

The implementation of the Omnibus Budget Reconciliation 
Act of 1990 (OBRA ’90) codified key aspects of the pharma-
cist’s decision-making role by mandating prospective drug 
utilization reviews (pro-DUR) to ensure that every medica-
tion order is appropriate, medically necessary, and not likely 
to result in adverse events.2,3 Implementation of the DUR 
provisions of OBRA ’90 stimulated a dramatic growth in the 
development and use of data-driven clinical decision support 
(CDS) tools in pharmacy. The most prevalent of these were the 
now-ubiquitous pro-DUR systems that are used by pharmacy 
computer systems and the prescription benefits manage-
ment (PBM) industry during prescription claims processing 
and adjudication.4 Properly designed and implemented, such 
tools can improve clinician decisions and subsequent patient  
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SUMMARY

The cornerstone of every health care profession is decision making. 
Historically, the decisions made by pharmacists have focused on ensuring 
the accuracy and physical integrity of the pharmaceutical product delivered 
to the patient in strict compliance with the prescriber’s order. As the role 
of the pharmacist evolved over the past half century, the focus of decision 
making progressively shifted from a product-centric orientation to optimiz-
ing the interaction that occurs between the pharmaceutical product and 
the patient. Toward that end, prospective drug utilization review (pro-DUR) 
represents, perhaps, the quintessential expression of the pharmacist’s con-
temporary clinical role.

Fueled by evolving practice standards, innovations in information tech-
nology, and legal mandates such as The Omnibus Budget Reconciliation Act 
of 1990, computer-assisted pro-DUR systems have become a ubiquitous 
component of pharmacy practice. While these data-driven clinical deci-
sion support systems have clearly demonstrated their ability to improve 
the quality and safety of medication delivery and use, they have yet to 
fully achieve their promised potential. Doing so will require recognition of 
continuing shortcomings and a shared commitment by all stakeholders to 
develop and adhere to best practice guidelines that will better ensure that 
alerts received by practitioners are valid, interpretable, clinically significant,  
and actionable. 
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outcomes.5-7 However, a growing body of evidence suggests 
that the full potential of these systems has not been realized in 
actual practice.8-10 

Uniform best practice recommendations have yet to be 
widely adopted to maximize the effectiveness of CDS alerts 
while minimizing the number of “nuisance alerts” to which 
users are subjected.11,12 The absence of consensus is evidenced 
by continuing discrepancies among pro-DUR systems in the 
number, amount, and quality of evidentiary support and 
clinical relevance of alerts. Usability problems and differences 
between CDS systems within pharmacy and prescriber sys-
tems (e.g., electronic health records [EHRs]) also contribute 
to the poor acceptance and perceived questionable clinical 
relevance.13-16 

There are a number of different types of clinical decision 
support alerts that are used in medical care, and Troiano et al.  
(2015) have proposed a hierarchical scheme to distinguish 
between and among the different types.17 Within this framework, 
the most problematic alerts in pharmacy practice are active, inter-
ruptive, database-driven alerts that include drug interactions, 
dose range and condition, and allergy interaction content.

One of most vexing problems of data-driven pro-DUR 
systems is alert fatigue.18,19 Alert fatigue occurs when systems 
trigger an unacceptably high number of erroneous, redundant, 
or clinically irrelevant alerts, thereby becoming a nuisance 
to users. Ultimately, such nuisance alerts interrupt workflow 
and distract from patient care, leading to the routine override 
of alerts by users that have been reported to be as high as 
90%.18,20-22

■■  Designing the Perfect DUR Alert 
In the ideal pro-DUR system, every alert would be based on 
patient-specific and order-specific factors. Theoretical “class 
effect” alerts would be minimized except where they are severe 
and relatively likely to occur. The perfect alert would be rel-
evant to, and clinically significant for, the patient and his or 
her circumstances and well supported by evidence from the 
clinical literature.23 It would be generated at the optimal point 
in the prescription processing workflow to allow for full con-
sideration and action by the pharmacist without requiring pre-
scriptions to be reworked or claims to be reversed and would 
be displayed to the pharmacist in a manner that minimizes the 
possibility of being overlooked or disregarded. 
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report inappropriate or irrelevant alerts and create an expert  
committee within the organization to review questionable or 
frequently overridden alerts in order to recommend selec-
tive system customizations.32-35 When implemented properly, 
initiatives to selectively reclassify alerts have been successful 
in eliminating nuisance alerts by as much as 50%, while also 
increasing user satisfaction.36 

Reports of overridden high-priority alerts should be run 
periodically and reviewed by the organization’s expert DUR 
committee or pharmacy management. This retrospective anal-
ysis is one way to detect potentially serious alerts that are 
being overridden by staff and plays an important role in the 
continuous quality improvement of medication safety manage-
ment conducted in the organization.37,38 Appropriate action 
should be taken with pharmacy staff that routinely override 
high-severity alerts without providing an adequate explanation 
for why the alert was overridden.4,20,39 

In addition to accuracy, alerts should also be actionable. 
Vague or ambiguous alerts and those provided for purely 
informational purposes are seldom helpful in guiding or sup-
porting clinical decisions. To improve actionability, alerts 
should contain a statement that briefly explains the nature of 
the alert, how to avoid the danger, and contains a clinically 
supportable priority indicator (e.g., serious, moderate, minor) 
with an explanation of the possible consequences of ignoring 
the alert.40

Having the right information to support clinical decisions 
also implies having adequate information about the medication 
and the patient for whom it is being prescribed. With respect 
to the former, the perfect DUR alert begins with ensuring 
the accuracy of the medication order that is entered into the 
system. Because transcription errors during medication order 
entry represent a significant threat to accuracy, the adoption 
of electronic prescribing (e-prescribing) would seem to be a 
necessary prerequisite. As for the latter, the contextual infor-
mation provided by a current medication history is essential if 
pharmacists are to respond appropriately to alerts of possible 
threats to medication safety. Pharmacy managers and system 
vendors can contribute to this by importing pharmacy claims 
data into the EHR or pharmacy information system. One 2015 
study found that combining these 2 sources of medication his-
tory resulted in a 17% improvement in accuracy.41 

Targeted clinical information such as the patient’s diagnosis 
and/or clinical indication for the medication being prescribed 
can be extremely helpful in supporting clinical decisions in 
response to pro-DUR alerts, and the routine transmission of 
these data are supported by e-prescribing telecommunication 
standards.42 Given the positive effect that this information has 
demonstrated on improving the quality of pharmacists’ DUR 
decisions, it would seem appropriate to encourage or perhaps 
even require its routine communication to the pharmacist dur-
ing the prescribing process.40

The perfect DUR alert would be actionable and provide 
guidance to the pharmacist on the appropriate response, 
thereby eliminating annoying “FYI alerts.” The perfect alert 
would provide authoritative sources of information, including 
citations from the clinical literature, that support its generation 
and would indicate the potential consequences of ignoring the 
alert. It would also require a documented response that the 
pharmacist has read and acknowledged the alert and its pos-
sible implications. 

Successful implementation of any CDS system requires that 
the “five rights of CDS” are achieved: the right information 
must be provided to the right person, through the right chan-
nel, in the right format, and at the right point in the work-
flow.24,25 And, while there are no quick-and-easy solutions, a 
number of recommendations may be distilled from the litera-
ture to improve the quality, usability, and clinical relevance of 
pro-DUR systems and related CDS tools, as illustrated in Table 
1 and described in the following sections. 

The Right Information
The validity of DUR alerts should be established through an 
exhaustive, systematic, transparent, and ongoing review of the 
existing evidence for drug-drug interactions, contraindications, 
and dosing. Responsibility for ensuring the accuracy and clini-
cal relevance of the information used to generate data-driven 
DUR alerts ultimately resides with clinical database providers, 
and significant variability has been found among vendors in 
the presentation, supporting documentation, supplemental 
information, and severity or priority of alerts.13,16,26-30

Improvements have been made in recent years by the ven-
dors whose databases serve as the source for most pro-DUR 
alerts. However, the system logic used by pro-DUR programs 
has not progressed beyond relatively simple rules for alert 
generation. Recognizing this limitation, calls have been made 
for improvements in the sophistication of the system logic that 
is used to generate pro-DUR alerts, including increased use 
of statistical probability models and branching algorithms to 
improve accuracy.17

Beyond the database providers, pharmacists and health 
information technology (HIT) systems administrators within 
health care organizations have a role in ensuring that the right 
information is provided in alerts. The first step is to identify 
and suppress unnecessary and unhelpful alerts. Most drug 
database vendors now allow users to selectively suppress or 
reclassify alerts. A simple and expedient way to reduce nui-
sance alerts is to decrease the sensitivity of the alert system to 
suppress all low-severity alerts. But, while this may seem to 
be an attractive option, it comes with a serious drawback: an 
increased likelihood that a potentially important alert will be 
missed.31,32 

A more prudent approach to reducing nuisance alerts 
is to enlist the assistance of clinical staff to document and 
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The Right Person 
The best CDS alert is of no value unless it is delivered to the 
person responsible for making the decision. In the case of 
pro-DUR, the reviewing pharmacist is ultimately responsible 
for ensuring that a DUR is conducted on the medication order. 

Ensuring that DUR alerts are delivered and displayed to the 
right person requires support by those responsible for design-
ing pharmacy procedures and practice management systems 
used in the organization. It should not be possible, for example, 
for technicians or interns to independently override alerts.14,37

Importantly, pharmacists must clearly understand that 
whether an accurate and appropriate DUR alert reaches them 
or not, they are the licensed professionals who are ultimately 
responsible for ensuring that a DUR is performed on each med-
ication order they process and dispense. While such CDS tools 
as computer-assisted pro-DUR systems can support the clinical 
judgment of the pharmacist, they are not intended to supplant 
that judgment. Ultimately, the heavy mantle of responsibility 
rests exclusively on the pharmacist’s shoulders. This is a point 
that should be continuously reinforced to all staff by the quality 
and safety managers in the organization. 

The Right Channel 
Effectively using the channel through which the DUR alert is 
delivered requires that users are adequately trained in how to 
interact with their practice management systems. User training 
is one of the most important factors in the successful imple-
mentation of CDS tools, and inadequate training is one of the 
most frequently voiced complaints by users.43 Unfortunately, 
it is not uncommon for the pro-DUR “training” that new staff 
receives from seasoned colleagues in pharmacy organizations 
to consist primarily of how to quickly bypass system alerts in 
order to meet organizational productivity expectations.4 The 
perfect DUR alert would be delivered to the pharmacist by a 
practice management computer system on which the user has 
been thoroughly trained and assessed to ensure proficiency. 

This is an area within which pharmacy educators also have 
a role to play by preparing students to interact optimally with 
the data-driven pro-DUR systems. Historically, educators have 
largely relegated this important aspect of professional training 
to “on-the-job” training by employers. While pharmacy students 
receive instruction in the clinical basics of DURs, the plethora 
of possible pro-DUR systems and platforms that students might 
find themselves working with after graduation have made for-
mal integration of computer-assisted pro-DUR skills into the 
professional curriculum seem impractical. That should change. 
While it is indeed impossible to represent the breadth of systems 
with which students may find themselves working after gradu-
ation, instilling an appreciation for how best to interact with a 
pro-DUR system will improve their abilities to interface more 
effectively with this technology and hopefully help them avoid 
the adoption of bad habits as employees. 

The Right Time in Workflow 
To be effective, pro-DUR alerts should be delivered and dis-
played at the point in the processing and dispensing workflow 
that is most amendable to taking the desired action. For this 
reason, the timing of alerts from each pro-DUR application 
must be customized to the procedures and processes of the 
organization. 

Accomplishing this orchestration requires the collaboration 
of departments across the organization, including such diverse 
areas as IT, operations, employee training, and quality/safety 
management. It is particularly important that relevant contex-
tual information is provided to users concurrently with alerts 
to ensure that the pharmacist considers this information. 

The Right Format 
In their review of medication safety alerts in clinical informa-
tion systems, Phansalkar et al. (2010) noted that while suc-
cessfully prompting clinicians at the point of care requires 
consideration of various factors, “the technological and clinical 
aspects have received the most attention, while the sociotech-
nical aspect of alerting, which is related to the human aspect 
of the interaction between users and technology, has been 
relatively neglected.”40 The authors further note that “successful 
adoption requires careful consideration of not only the knowl-
edge driving the alerting system but also the human factors 
principles in alert implementation.”40

The application of human factors requires that the realistic 
capabilities and limitations of humans are considered in the 
design and implementation of CDS systems. Thus, the form 
the alert takes can be as important as the quality of informa-
tion it contains. To be effective, CDS alerts must be clearly and 
prominently displayed to pharmacists in a format that is easily 
and quickly interpretable and actionable.24

Phansalkar et al. suggest considerations that include place-
ment, visibility, color, prioritization, learnability, and con-
fusability when designing and implementing medication-
related decision support alerts.40 These recommendations 
suggest that to optimize effectiveness, alerts should be easily  
differentiated by the use of color, shape, and screen position, 
as well as employing “information only” alerts that do not 
interrupt workflow and are displayed at an appropriate place 
on the screen. 

In an analysis of drug interaction alerts generated by 14 dif-
ferent EHR systems, Zachariah et al. (2011) noted significant 
variance in the application of human factors principles, the 
most common of which included the absence of alert priori-
tization, clear and concise alert messages, actions for clinical 
management, and a statement indicating the consequences 
of overriding an alert.44 EHR vendors should design the user 
interface around human factors principles, a concept that has 
been neglected in many current systems.44 
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Regardless of system design, it is essential that pharmacists 
are thoroughly familiar with their alerting systems, since each 
presents information differently.45 Information from the same 
database vendor or even the same software provider may be 
presented differently between pharmacies or even within the 
same pharmacy if customizations have been implemented. 

Who, then, is ultimately responsible to ensure that the 
alert is in the best format and incorporates human factors 
principles? The database vendors clearly have a responsibil-
ity to enable flexibility and customization by users to fine 
tune alert presentation. However, the customizations that are 
implemented are ultimately the responsibility of the pharmacy 
organization and its HIT systems administrators, so a process 
should be in place to ensure that it is done accurately and in a 
timely fashion. 

■■  Conclusions
Prospective drug utilization review is a legal, professional, and 
ethical responsibility of pharmacists. CDS tools can improve 

DUR decisions made by pharmacists and, in so doing, improve 
the safety and effectiveness of medication use by patients. 
However, the full potential of this technology has yet to be real-
ized, and work remains to be done to achieve the vision of a 
perfect DUR alerting system. Issues related to what information 
should be transmitted to pharmacists and other clinicians and 
how that information should be presented require more attention. 

Convening a panel of industry experts would seem to be 
a worthwhile first step toward the creation of consensus in 
the design and use of data-driven DUR alert systems. Such a 
panel should represent the insight and interests of all relevant 
stakeholders, including, but not limited to, clinical knowledge 
database suppliers, EHR and practice management computer 
system vendors, clinicians (pharmacists and prescribers), EHR 
and e-prescribing software vendor certifying organizations (e.g.,  
Surescripts), HIT standards development organizations  
(e.g., National Council for Prescription Drug Programs), and 
representatives from the managed care industry, especially 
PBMs. The panel should be charged with developing best 
practice recommendations and initial implementation steps, 
as well as identifying key unknowns that can serve to direct 
supportive research efforts. Beyond a national consensus, we 
believe this initiative should aspire to ultimately create inter-
national consensus in the appropriate design and application 
of CDS tools to improve the safety and effectiveness of medica-
tion prescribing and use, since international interoperability 
considerations are likely to become increasingly important in 
the future.46

 1. Database vendors and systems administrators should ensure the validity 
of alerts through a systematic, transparent, and ongoing review of clini-
cal literature to assure users that workflow interruptions are warranted 
by the potential threat to patient safety that is represented in the alert.

 2. The sophistication of system logic that is used to generate pro-DUR 
alerts should be improved to make increased use of statistical probability  
models and branching algorithms to improve accuracy.

 3. Database vendors and systems administrators should provide users with 
the flexibility to selectively suppress alerts that are determined to be 
unnecessary or inappropriate in their practice.

 4. Pharmacy organizations should enlist clinical staff to report inappro-
priate or irrelevant alerts and create an expert committee within the 
organization to review questionable or frequently overridden alerts for 
the purpose of recommending system customizations and providing 
feedback to database providers.

 5. DUR alerts should be delivered and integrated at the point in workflow 
that is most amenable to taking the desired action and should include 
all requisite contextual patient information to support optimal decision 
making.

 6. Pharmacists must clearly understand that CDS tools such as computer-
assisted pro-DUR systems are intended to assist and support the clinical 
judgment of the pharmacist, not supplant that judgment.

 7. Pharmacists should be adequately trained to use CDS tools such as 
computer-assisted pro-DUR, and training should be integrated into the 
curricula of pharmacy schools rather than being relegated to on-the-job 
training. 

 8. Human factor principles should be applied to pro-DUR systems design 
that consider the importance of color, size, font, and placement of  
displayed alerts.

 9. Displayed alerts should be quickly interpretable and actionable and 
should include the patient safety consequences of ignoring the alert.

10. Continuous quality improvement of pro-DUR systems should be the 
shared goal of database and system vendors, systems administrators, 
pharmacy organizations, and clinicians. 

CDS = clinical decision support; DUR = drug utilization review.
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