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Objectives

 General understanding of internet usage & social 
networking

 Ways to protect – avenues to report



Mobile Device Options
 Cell phones have all the capabilities of a personal 

computer, now able to deliver photos, video, data, 
games, instant messages and more. These multi-
media platforms allows subscribers "anywhere", 
"anytime" access to information, news and people, 
making it more difficult for parents to monitor access 
and creating another point of access to inappropriate 
content and contacts.

 Ipads, Ipods, E-readers- all have internet access 
ability.



Mobile Device Statistics
 Cell Phones

 75% of teens (12-17) have cell phones.

 On average, texting teens (12-17) send and receive 1500 text messages a 
month.

 Sexting 

 4% of cell-owning teens (12-17) say that they have sent sexually 
suggestive nude/semi-nude messages to others via text message.

 15% of cell-owning teens (12-17) say they have received sexually 
suggestive nude/semi-nude images of someone they know via text.



What are teens doing online?
 Access

 93% of teens (12-17) go online.[1]

 Of the children (0-5) who use the Internet, 

 80% use it at least once a week.[2]

 Cyberbullying 

 1 in 3 teens (12-17) have experienced online harassment.[5]

 Girls are more likely to be victims of cyberbullying (38% girls vs. 26% boys).[6]

 Online Gaming

 97% of teens (12-17) play computer, web, portable, or console games.[7]

 27% of teens (12-17) play games with people they don’t know online.[8

 1] Lenhart A. Social Media and Young Adults. Pew Internet and American Life Project, 2010.

 [2] Gutnick A, Kotler J, Robb M, Takeuchi L. Always Connected: The new digital media habits of young children, Joan Ganz Cooney Center, 2011. 

 [3] Lenhart A. Teens and Mobile Phones. Pew Internet and American Life Project, 2010. 

 [4] Ibid. 

 [5] Lenhart A. Cyberbullying and Online Teens. Pew Internet and American Life Project, 2007. 

 [6] Ibid.
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What we hope our kids don’t say…..



Why our kids don’t talk to us 
anymore……



Social Networking

 The use of a website to connect with people who share 
personal or professional interests, place of origin, 
education at a particular school, etc.

"social networking." Webster's New Millennium™ Dictionary of English, Preview Edition (v 
0.9.6). Lexico Publishing Group, LLC. 28 Nov. 2006. <Dictionary.com 
http://dictionary.reference.com/browse/social networking>

 Online communities

http://dictionary.reference.com/browse/social networking


 Social Networking 

 73% of teens (12-17) have profiles on social networking sites.[15]

 47% of teens (12-17) have uploaded photos; 14 % have posted videos.[16]

Facebook, Twitter, Instagram, Meetme.com…..

I find it helps to be “Friends” with your kids on their social network sites.  It makes it 
much easier to track what they are doing and who they are friends with.

 [7] Lehart A, et al. Teens, Games, and Civics. Pew Internet and American Life Project, 2008. 

 [8] Ibid. 

 [9] Wolak J, Finkelhor D, Mitchell K, Ybarra M. Online “Predators” and Their Victims: Myths, Realities, and Implications for Prevention and Treatment. American Psychologist, 
2008;63, 111-128.

 [10] Ibid.

 [ [11] Ibid.

 [12] Ibid.

 [13] Lenhart A. Teens and Sexting. Pew Internet & American Life Project, 2009.

 [14] Ibid.

 [15] Lenhart A. Social Media and Young Adults. Pew Internet & American Life Project, 2010.

 [16] Lehart A. Teens and Social Media. Pew Internet & American Life Project, 2007.
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Apps for Android and iOS
 As of July 2013 the Google Play store has had over 1 million 

Android apps published, and over 50 billion apps 
downloaded.

 On January 7, 2013, Apple announced that there have been 
over 40 billion apps downloaded from their iOS App Store, 
with almost half of those downloads coming in 2012.

 In December of 2013, App Store users spent over $10 billion 
in 2013, users downloaded almost three billion apps just in 
that month. App Store developers have earned over $15 
billion since the inception of the App Store

 As of June 2, 2014:  1,200,000+ (Available apps) 
75,000,000,000+ (Downloads to date) 62,500 (Average 
downloads per app)



Today…
Flickr YouTube

E-mail Instant Messaging 

Blog Twitter 

Instagram Facebook

Kik Melt

Tango Ask.fm



Instragram Instagram.com



SnapChat
 Is a photo messaging application in which users can take 

photos, record videos, add text and drawings, and send them 
to a controlled list of recipients.  Users can alter the image by 
adding texts, drawings, etc, before sending the image. 

 User sets a time limit for how long recipients can view their 
“snaps”. 

 Range is 1 to 10 seconds then the snap is deleted from 
Snapchat’s server and hidden from the viewer.

 May be able to recover snaps from phones with forensic 
software. New tool now will capture all snaps called SNAP 
CAPTURE ROUTE. (App that one downloads.)



Kik Messenger
• Instant Messaging 

application (App) for mobile 

devices.

• Sexting

• Trading pictures



Twitter
 Online social networking and microblogging site.

 Enables users to sent and read “tweets”.

 Registered users can read and post tweets while 
unregistered users can only read them.

 Can post pictures

 www.twitter.com

http://www.twitter.com/


Melt    

 Melt is a messaging application designed for 
smartphones and tablet computers by Anomaly 
Innovations, Inc.  In its description in the Apple 
ITunes Store, the app is designed for social 
networking, and users may “Swap photos, chat and 
make friends with people all around the world.  
Express yourself - Pick the most interesting photo 
from your camera roll and give it a quirky caption!” 



Tango

Tango is third-party, cross platform messaging application software for 
smartphones developed by TangoME, Inc. in 2009, used mostly by 
Android users. The app is popular for offering video calls, voice calls, 
texting, photo sharing, and playing games.  
Tango has more than 200 million registered users as at March 2014[and, 
among Android devices, it is the 12th most downloaded app. It is rated 
by PC Mag as "the simplest mobile chat application out there, with a 
good range of support.”

And for your convenience, Tango is available in 14 languages including 
Arabic, Chinese, and Turkish.



Ask.fm
Ask.fm is a social networking website based in Riga, Latvia, where users can ask 
other users questions, with the option of anonymity. The company experienced 
rapid growth and in April of 2012 it had 5 million registered users and as of August 
2013, number of registered users soared to 70 million.  More than 30 million 
questions and answers were created daily.  Users can use a video answer feature was 
introduced on Ask.fm, enabling users to record video using a webcam and post an 
answer to the question. Users can also tag other users by putting @ symbol followed 
by the username. There is also a Popular! feature which allows users to discover new 
interesting people to follow. 
Ask.fm has applications for both iPhone and Android devices.
Between 2012 and 2014, the site became associated with numerous instances of 
cyberbullying, some of which led to suicides, particularly in teens. Several 
advertisers, most notably responded by severing links with the site.
In June of 2014, media outlets reported that ISIS extremists are using ask.fm to pass 
on information about visas, travel money, and how to avoid rousing suspicion and 
evade security.  Ask.fm is an appealing platform because "a users' account details 
and location are easily concealed" and "it is highly unlikely those he interacts with 
will ever be identified".



Vine
 Vine is a short-form video sharing service.  Founded 

in June 2012, and acquired by  Twitter in October 2012, 
just before its official launch. The service allows users 
to record and edit five- to six-second-long looping 
videoclips, and to "revine", or share others' posts with 
followers. Some Vines are revined automatically based 
on what is popular. The videos can then be published 
through Vine's social network and can be shared on 
Facebook and Twitter.  Vine's app can be used to 
browse through videos posted by others, along with 
groups of videos by theme, trending, or popular videos



YikYak
Yik Yak is an anonymous social media app. It is available for iOS

and Android and it allows people to anonymously create and view 

"Yaks" within a 10 mile radius. Yik Yak works by combining the 

technologies of GPS and instant messaging, allowing users to 

anonymously microblog to other nearby users. Before loading 

messages, the Yik Yak app determines your location and groups 

you into pockets of 1.5 mile radius zones. Within these zones, 

anyone inside the radius can post and read other people's “yaks”. 

Yik Yak is effectively an anonymous bulletin board. The developers 

use a technology called geofencing to avoid as much cyber-

bullying as possible. Geofencing allows certain areas, such as 

middle schools and high schools to be ‘fenced’ off using GPS 

technology. The app is no longer accessible in the fenced off area.



Numerous Apps that let you text 
for free…



TextPlus
• Offers free and unlimited 

messaging no matter what type of 

phone you have. 

• After providing you with a free 

phone number, this sponsor-

supported app is most known for 

its group-messaging feature and 

community texting, which allows 

you to talk to people around the 

world in a chat-room type venue. 

• Photo messaging and voice notes 

are also available.

• Available on: Windows phones, 

iOS, and Android.



Imo
• Allows you to message friends 

and family on most instant 

messaging networks — Facebook

Chat, Google Talk, Skype and AIM

— by allowing you to sync your 

accounts. 

• It also allows users to send 

emoticons, photos, video, and 

voice messages for free. 

• Noted features include group 

chats, push notifications, and 

voice calling, which Android and 

iOS users can utilize without using 

plan minutes.

• Available on: iPhone, iPad, 

Android, BlackBerry, and Nokia.

http://mashable.com/category/facebook/
http://mashable.com/category/google/
http://mashable.com/category/skype/
http://mashable.com/category/aol-instant-messenger/


Pinger
• Text for free 

• Photo-based interface, users are 

able to select a friend’s photo and 

view their texts, photos, calls, and 

voicemails in the same area. 

• As far as texting goes, Pinger 

provides you with a phone 

number, where texts are 

unlimited. 

• An added bonus is a feature that 

allows you to see when your sent 

text has been read.

• Available on: iOS, Android, and 

Windows.



WeChat
• Free texting, but includes 

multimedia features like voice 

messaging. 

• With its “shake” feature, you can 

exchange information like photos 

and contacts with nearby friends. 

• Users also have access to a “look 

around” feature that lets them see 

if anyone close by is also on the 

app. 

• Available on: iPhone, Android, 

Windows phones, and Symbian 

platforms.



KaKao talk
• free app that lets you call and text 

anywhere at any time for free. All 

you need is a phone number. 

• Not only does it support 12 

different languages, but it offers 

fun alternative communication 

options like funny voice filters 

during phone calls, animated 

emoticons, and a walkie-talkie 

setting. 

• Sending photo and video is also 

included, as are group chats, and 

rewards for adding a favorite 

brand as a friend.

• Available on: iOS, Android, 

BlackBerry, Bada, and Windows.



Videotelephone and VoIP
 FaceTime is a videotelephone and voice over IP 

(VoIP)– software application and related protocols, 
developed by Apple Inc., for their mobile devices 
and Macintosh computers with a forward-facing 
camera.

 Linphone:  Another free VoIP running Linux

 Google Hangouts: is an instant messaging and 
video chat developed by Google



Videotelephone and VoIP

This service allows users to communicate with peers by voice 

using a microphone, video by using a webcam, and instant 

messaging over the Internet. Phone calls may be placed to 

recipients on the traditional telephone networks. Calls to other 

users within the Skype service are free of charge, while calls to 

landline telephones and mobile phones are charged via a debit-

based user account system. 

Skype has also become popular for its additional features, 

including file transfer, and videoconferencing. 

Unlike most other VoIP services, Skype is a hybrid peer-to-peer 

and client–server system. It makes use of background 

processing on computers running Skype software, and this is 

reflected in Skype's original proposed name of Sky Peer-to-

Peer.



Blogs

 Many are free to 
create  

 Easy to create and 
post

 Readers can 
subscribe for 
automatic updates

 Readers can 
comment– popular 
posts may spark a 
dialog

Free blog sites

News and commentary

Personal interests

Organizations



Blogs
is a microblogging platform and social 

networking website owned by Yahoo! Inc. The 

service allows users to post multimedia and 

other content to a short-form blog. Users can 

follow other users' blogs, as well as make their 

blogs private. Much of the website's features are 

accessed from the "dashboard" interface, where 

the option to post content and posts of followed 

blogs appear.

As of February 7, 2014, Tumblr hosts over 170.2 

million blogs



What Happens on the Internet, Stays on the 
Internet…and That’s Part of the Problem.

 Teens don’t often think about the ‘cons’ of what they post, so you see them 
making mistakes publicly and permanently. I don’t think that teens realize the 
permanence of what they publish—it’s pretty impossible to take back.” —
Anastasia Goodstein, author of Totally Wired.

 Another problem we are facing is the 13 year old who goes onto a social media 
site and creates an account in which they pose as an 18 year old, and then 
take/send photos of themselves out to others.  

 The online world for a teen is very much about confessing, talking about 
personal things to an invisible audience. It’s like a confession booth with the 
video camera and everyone is watching.  We have a generation gap. The 
younger generation having grown up with these social media sites is more 
comfortable than us older generations.  





How Predators Groom Their Victims

 Video

 "Let's go private." (leave the public chatroom and create a private chat or 
move to instant-messaging or phone texting)

 "Where's your computer in the house?" (to see if parents might be 
around)

 "Who's your favorite band? designer? film? gear?" (questions like these 
tell the groomer more about you so they know what gifts to offer - e.g., 
concert tickets; Webcam, software, clothes, CDs)

 "I know someone who can get you a modeling job." (flattery, they figure, 
will get them everywhere)

 "I know a way you can earn money fast." (one of the tactics that snagged 
Justin Berry, 13, into what became his Webcam prostitution business, 
reported by the New York Times)

Magid, Larry and Anne Collier.  MySpace Unraveled: A Parent’s Guide to Teen 
Social Networking. Berkeley:Peachpit Press, 2007.

http://www.nytimes.com/2005/12/19/national/19kids.ready.html?ex=1292648400&en=aea51b3919b2361a&ei=5090&partner=rssuserland&emc=rss


How Predators Groom Their Victims
 "You seem sad. Tell me what's bothering you." (the sympathy schtick)
 "What's your phone number?" (asking for personal info of any kind -

usually happens at a later stage, after the target's feeling comfortable 
with the groomer - but all online kids know not to give out personal info 
online, right?!)

 "If you don't... [do what I ask], I'll... [tell your parents OR share your 
photos in a photo blog / Webcam directory / file-sharing network]"
(intimidation - used as the groomer learns more and more about the 
target)

Magid, Larry and Anne Collier.  MySpace Unraveled: A Parent’s Guide to Teen Social Networking. Berkeley:Peachpit Press, 2007.





11 Rules to Follow for Internet Safety

 Rule 1►Establish an ongoing dialogue and keep lines of 
communication open

 Teens whose parents have talked to them “a lot” about online 
safety are less likely to consider meeting face-to-face with 
someone they met on the Internet (12% vs. 20%).1

 Rule 2►Supervise use of all Internet-enabled devices

 Rule 3 ►Know your child’s online activities and friends

 Almost 1 in 8 teens discovered that someone they were 
communicating with online was an adult pretending to be much 
younger.2

 Sources:


1 Cox Communications Teen Internet Safety Survey, Wave II, in Partnership with the National Center for Missing and Exploited Children, March 2007.


2 Internet Safety: Realistic Strategies & Messages for Kids Taking More and More Risks Online. Polly Klass Foundation, 2006.



The Rules to Follow Continued
 Rule 4►Regularly check the online communities your children use, such as social networking and 

gaming sites, to see what information they are posting

 Rule 5►Supervise the photos and videos your kids post and send online

 4% of all youth Internet users in 2005 said online solicitors asked them for nude or sexually explicit 
photographs of themselves.3

 Rule 6►Discourage the use of webcams and mobile video devices

 Rule 7►Teach your children how to protect personal information posted online and to follow the 
same rules with respect to the personal information of others

 Teens whose parents have talked to them “a lot” about Internet safety are more concerned about the 
risks of sharing personal information online. For instance, 65% of teens whose parents have not talked 
to them about online safety post information about where they live compared to 48% of teens with 
more involved parents.6

Sources:


3 Wolak, Janis; Mitchell, Kimberly; Finkelhor, David: Online Victimization of Youth: Five Years Later. Alexandria, Virginia: National Center for Missing and Exploited Children, 
2006.


6 Cox Communications Teen Internet Safety Survey.



The Rules to Follow Continued
 Rule 8►Be sure your children use privacy settings
 47% of teens have an Internet profile that is public and viewable by anyone.7

 Rule 9►Instruct your children to avoid meeting face-to-face with someone they only know online or 
through their mobile device

 16% of teens say they’ve considered meeting face-to-face with someone they’ve talked to only online, and 
8% of teens say they have actually met in-person with someone from the Internet.8

 Rule 10►Teach your children how to respond to cyberbullies

 Overall, 19% of teens report they have been harassed or bullied online, and the incidence of online 
harassment is higher (23%) among 16- and 17-year-olds. Girls are more likely to be harassed or bullied 
than boys (21% vs. 17%).9

 Rule 11►Establish an agreement with your children about Internet use at home and outside of the 
home 

Sources:
7 Willard, Nancy E. Cyber-Safe Kids, Cyber-Savvy Teens. Jossey-Bass, 2007.
8Cox Communications Teen Internet Safety Survey.
9 Ibid.



Key Principles for Internet Safety
 Keep lines of communication open.

 Create a list of Internet rules with your kids.

 Set parental controls at the age-appropriate levels and use filtering and 
monitoring tools as a complement--not a replacement--for parental 
supervision. 

 Supervise all Internet-enabled devices and keep computers in a public 
area of the home. 

 Talk to your kids about healthy sexuality in the event they encounter 
sexually explicit online pornography at home, school, a friend's house, 
the library or their mobile device.



Key Principles Cont.
 Encourage your kids to come to you if they encounter 

anything online that makes them feel uncomfortable 
or threatened. (Stay calm and don't blame your child; 
otherwise, they won't turn to you in the future for help 
when they need it.)

 Teach them not to interact with people they don't 
know offline, because an online predator or Cyberbully 
can disguise him/herself. 

 Check the history file on your computer to see which 
sites your child has accessed. 

 Teach your child the golden rule: do unto others as 
they would have done unto themselves.



Filtering Software
 CYBERsitter

 Net Nanny

 CyberPatrol

 Norton Parental Controls



Cyberbullying
 Cyberbullying- is just what it sounds like - bullying 

through Internet applications and technologies such 
as instant messaging (IM), social networking sites, and 
cell phones. 

 It can start easily—with a rumor, a photo, or a 
forwarded message—and just as easily spiral out of 
control. An embarrassing video posted to a social 
networking site by someone in Kansas tonight may be 
watched by someone in Japan tomorrow. 

 Cyberbullying victims may be targeted anywhere, at 
any time.



Cyberbullying
 Remember what children you post online can stay 

there forever.

 Also what you post online or send to someone via 
an email or text can be printed or be captured on 
screen shot and saved.  If you child is a victim, 
print the text or email or captured on a screen 
shot.

 Along with children, parents are also being held 
responsible for their child’s actions.  Parents are 
being sued civilly when their child bullies another 
child.  



Common Forms of Cyberbullying
 Flaming and Trolling – sending or posting hostile messages intended 

to “inflame” the emotions of others 

 Happy-Slapping – recording someone being harassed or bullied in a 
way that usually involves physical abuse, then posting the video online 
for public viewing 

 Identity Theft/Impersonation – stealing someone’s password and/or 
hijacking their online accounts to send or post incriminating or 
humiliating pictures, videos, or information 

 Photoshopping – doctoring digital images so that the main subject is 
placed in a compromising or embarrassing situation 

 Physical Threats – sending messages that involve threats to a person’s 
physical safety 

 Rumor Spreading – spreading gossip through e-mail, text messaging, 
or social networking sites



Signs Your Child May Be a Victim of 
Cyberbullying 

 Avoids the computer, cell phone, and other technological devices or 
appears stressed when receiving an e-mail, instant message, or text 

 Withdraws from family and friends or acts reluctant to attend school 
and social events 

 Avoids conversations about computer use.

 Exhibits signs of low self-esteem including depression and/or fear.

 Has declining grades.

 Has poor eating or sleeping habits 



Help protect children from bullying

 Tell the child not to respond to rude e-mails, messages, and comments. 

 Save the evidence, such as e-mail and text messages, and take 
screenshots of comments and images. Also, take note of the date and 
time when the harassment occurs. 

 Contact your Internet service provider (ISP) or cell phone provider. Ask 
the website administrator or ISP to remove any Web page created to 
hurt your child. 

 If harassment is via e-mail, social networking sites, IM, and chat 
rooms, instruct your child to “block” bullies or delete your child’s 
current account and open a new one. 



Cyberbullying Cont.
 If harassment is via text and phone messages, change the phone 

number and instruct your child to only share the new number with 
trustworthy people. Also, check out phone features that may allow the 
number to be blocked. 

 Get your child’s school involved. Learn the school’s policy on 
cyberbullying and urge administrators to take a stance against all forms 
of bullying. 

 Make a report to www.cybertipline.com, and if you feel something 
illegal has occurred, call law enforcement and make a police report.



Helpful Sites for Educating Yourself

 BlogSafety.com

Social networking site about social networking

 Safeteens.com

 Safekids.com

 NetSmartz.org

 Cybertipline.org

 Internetsafety101.org



NCMEC

 Wide range of activities to protect children 

in cyberspace.

 PCO Protecting Children Online

 CyberTipLine

 911 of the Internet for child exploitation cases.



Questions?


