
File Security with TrueCrypt
 
Do you have highly sensitive information in files on your computer? Whether personal or school-
related? Social security numbers, credit card numbers, bank account information, a password file to 
keep track of all your passwords? What if your laptop or computer was stolen? The thief would be just 
one hackable windows password away from your digital life. TrueCrypt is a way to protect your sensitive 
data from would-be hackers. TrueCrypt can create a highly encrypted file called a container that you 
mount as a drive on your computer where your secure files reside inside. Let’s take a look at how this 
works:
 
1. Go to www.truecrypt.org and download the free software.

 
2. After you’ve installed TrueCrypt, let’s get into the program and make a container. Click on Create 
Volume
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3. Keep the button on Create an encrypted file container and click Next.

 
4. Click on Hidden TrueCrypt volume and click Next. What this will do is create a 2 layer file. One layer 
is an outer layer that you will put FAKE information in case an adversary forced you for a password. The 
second layer will be the hidden layer where your real information will be.



 
5. Keep the Normal Mode button and click Next.

6. Find a location on your computer where you would like to name and save this file by clicking Select 
File...and click Next. TIP: Find a location deep inside folders somewhere outside the obvious My 
Documents. Perhaps somewhere inside the Program Files folders. I placed this example on the desktop 
just for ease of demonstrating.



7. Here’s where you will create the Outer Volume for your fake files. Click Next.

8. For your encryption options, choose AES and RIPEMD-160 and choose Next.



9. Here’s is where you will need to determine how big you want this container to be. If you make it 
smaller than the files you want to put in it, you can’t change the size once it’s created. If you have just 
Word documents or spreadsheets with information on it, then a few hundred MBs will be fine. Here I 
chose 200 MB. This is the total size of the volume. The hidden volume inside will take a portion of this 
size.

10. Type a strong password, but not one you wouldn’t mind giving up to an adversary if the situation 
arose. IMPORTANT: IF YOU FORGET ANY OF THE PASSWORDS YOU ASSIGN TO THE VOLUMES 
YOU CREATE, THERE IS NO WAY TO RESET OR RETRIEVE THEM SO MAKE SURE YOU WILL ALWAYS 



REMEMBER THEM!

11. Under Filesystem, choose FAT and click Format.

12. Outer volume has been created, click Next.



13. Now time to create your Hidden Volume. Click Next.

14. Now for your encryption settings, choose AES-Twofish-Serpent and Whirlpool.



15. Choose what size you want the hidden volume to be. it will be no more than a percentage of the 
total volume so again, make sure you make the size large enough in step 9.

16. Here is where you will type a stronger and significantly longer password. AGAIN, DON’T EVER 
FORGET YOUR PASSWORD!!! Keyfiles are like the additional bolt lock to your front door knob of your 
house. Out of the hundreds of thousands of files on your computer, you can choose any file or files 
you want to coincide with your password. In this example, I choose a picture. IMPORTANT: LIKE YOUR 



PASSWORD, IF THE FILE(S) YOU CHOOSE GET DELETED OR CHANGED, YOU WILL NOT BE ABLE TO GET 
INTO YOUR HIDDEN VOLUME. SO AGAIN,TAKE PRECAUTIONS.



17. Click Next.

18. Now for Filesystem, choose NTFS, move your mouse vigorously across the window (weird I know), 
and click Format.



19. After your volume is created, click Exit.
 

Now that your volume is created, let’s mount the volume.
Remember, there’s only one way to mount the volume but what password you enter will determine 
what part of the volume (outer or hidden) you open. If you enter the password for the outer volume, 
that’s the portion you’ll get. If you use the hidden password with the keyfiles, you’ll get that portion. 
We’re just going to go over the hidden portion:
 
1. Select a drive letter not being used and click Select File...



2. Browse to where you saved the file, double-click it and click Mount.

3. Type your hidden volume password and check Use Keyfiles and click Keyfiles...



4. Click Add Files... and browse to the file or files you created the volume with and click Ok.

5. Click Ok at the first screen.



6. Now you will see the volume information next to the drive letter and you can now go to My Computer 
and click on that drive letter to open the container.



7. Don’t forget to Dismount the volume when you’re through using it.
 
If you mount the outer volume, it is important to protect the hidden volume from corruption. Before 
hitting Ok at the Outer Volume password prompt, click Mount Options...

Check Protect hidden volume against damage..., type your Hidden volume password and hit Ok.



 
IMPORTANT: IF YOU BACKUP YOUR FILES AUTOMATICALLY, YOU WILL HAVE TO BACKUP YOUR 
CONTAINER FILE MANUALLY AS THE DATE AND TIME NEVER CHANGES REGARDLESS OF THE CHANGES 
YOU MAKE WITHIN THE CONTAINER.


