Acceptable Use of Technology and Electronic Resources
USD #480 Employee Agreement

Definitions

The term “Network™ for purposes of this policy shall include (i) all hardware and software provided by
the District to employees or students for their use; (ii) internet and internet access provided by the District;
(iii) computer system provided by the District; (iv) all the Network provided by the District; (v) all electronic
mail and communication access provided by the District (communications); and all electronic research
access provided by the District.

Electronic Communication Use

1. Use of the network is in support of educational objectives of USD 480.

2. Users are not permitted to obtain, download, view or otherwise gain access to information, pictures or
materials which may be deemed unlawful or otherwise objectionable under current district policy or legal
definitions.

3. Email, messages, and instant messaging (electronic communication) exchanged through the network
shall meet the educational objectives of USD #480. Personal use of the network should be limited and
shall not interfere with the user’s job responsibilities.

4. Users should assume all communications and information are public when transmitted via the network
and may be viewed by others. System administrators may access and read email on a random basis
without notice.

5. The network is not to be used for commercial or business activities, political lobbying, and/or personal
promotion.

6. The use of obscene, profane, lewd, vulgar, rude, inflammatory, threatening, disrespectful, harassing,
offensive, or prejudicial language is prohibited. Restrictions against inappropriate language apply to all
file or document names, electronic communication, and material posted on the Web.

7. Users will promptly disclose to the building principal or Director of Human Resources any messages or
information received that is inappropriate or makes them feel uncomfortable.

Hardware/Software Use

1. Use only software that is approved by the district technology director on all workstations and the
network. Other software/disks are not allowed. Loading software from disks or the Internet is
prohibited. Users will abide by all software licensing agreements.

2. No device can be connected to the network unless authorized by the technology director. This includes
laptops, PDASs or other devices.

3. All hardware and software used in the district is considered property of the district. Users may not
damage, alter, or modify the equipment or software in any way.

4. Users may not claim personal copyright privileges over files, data, or materials for USD480. All right,
title and interest of every kind and nature, whether now known or unknown, in and to any files, data,
materials ideas or creations created, written developed or produced during the term of employee’s
employment with the district, whether or not during working hours, that are within the scope of the
districts operations or relate to any of the district’s activities or projects shall be the exclusive property of
the district.

5. Users shall not use copyrighted materials without the permission of the copyright holder.

6. Users shall not in any way attempt to introduce computer code designated to self-replicate, damage, or
otherwise hinder the performance of the network. ex. bug, virus, worm, or similar name.

7. Users shall not attempt to gain unauthorized access to the network or to any other computer system
through the network or go beyond authorized access. This activity may be considered “hacking.”



V. Network Security

1.

2.

Users will immediately notify the building principal or Deputy Superintendent if they have identified a
possible security or operating problem.

Users shall not let other persons use their name, logon, password, or files for any reason (except for
authorized staff members), and users shall not use or try to discover another user’s password.

Users will not give their home address, location of their school, their phone number or any
personal information about themselves or any student or school personnel to anyone via the
internet.

It is all USD 480 staff members’ responsibility to educate students about appropriate online
behavior, including interactions with other individuals on social networking sites/chat rooms, and
cyber bullying awareness and response.

It is all USD 480 staff members’ responsibility to monitor student’s online activity for appropriate
behavior.

USD 480 deploys an internet filtering system to monitor and restrict students’ access to harmful
materials.

V. Violation of Agreement

1. The use of the network, district technology, and district electronic resources is a privilege and not a right.

2. Inappropriate use of district technology, the network or district electronic resources, or a violation of this
Agreement, may result in one or more of the following consequences:

A. Removal of files by the district.

B. Limitation of the user’s right of access and use.

C. Cancellation of the user’s privileges.

D. Disciplinary action, up to and including termination.

E. Referral of the user and the user’s activities to appropriate law enforcement agencies.

3. lunderstand that | must properly care for and protect the district devices. My signature below indicates
my acceptance of all financial responsibilities for the devices in my classroom and those provided to me
by the district as outlined below:

Devices assigned to me:
. 1st incident of damage to device: not to exceed $100
. All subsequent incidents of damage to device: full replacement cost
. Lost, stolen: full replacement cost

Damage to Devices in my classroom:
. Promptly upon noticing, or being told of, damages to devices in my class, I will
contact the building principal and will assist the building principal in determining who is
responsible for such damages.

Staff Signature: Date:

Signature indicates that the staff member has read and agrees to the above-mentioned guidelines, as well as all
guidelines included in Board of Education Policy IFCC, and understands their obligations concerning the use of
computers or networks for the duration of their employment with the district.
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