
Cybersecurity
Statewide Program of Study

The Cybersecurity program of study includes the occupations and educational opportunities related to planning, 
implementing, upgrading, or monitoring security measure for the protection of computer networks and information. This 
program of study may also include exploration into responding to computer security breaches and virus and administering 
network security measures.

Secondary Courses for High School Credit

Freshman
• Principles of Information Technology or
• AP Computer Science Principles 

Sophomore
• Computer Maintenance and
• Internetworking Technologies I

Junior
• AP Computer Science A (math/LOTE credit)
• Foundations of Cybersecurity 

Senior
• Practicum in Information Technology

Complimentary course outside of this program of study
• Business English

Postsecondary Opportunities
Associates Degrees
• System Networking, and LAN/WAN Management
• Information Technology
• Computer and Information Sciences, General
• Computer Science

Bachelor’s Degrees
• Computer Systems Networking and Telecommunications
• Computer Systems Networking and Telecommunications
• Computer and Information Sciences, General
• Computer Science

Master’s, Doctoral, and Professional Degrees
• Computer Systems Analysis/Analyst
• Information Technology
• Computer Information Sciences, General
• Computer Science

Work-Based Learning and 
Expanded Learning Opportunities

Exploration Activities Work-Based Learning 
Activities

• Join TSA
• Job shadow a 

computer system 
analyst or 
information security 
analyst

• Obtain a 
cybersecurity IBC

Industry-Based Certifications
• CompTIA A+ Certification
• CompTIA Network+
• CompTIA Security+

Aligned Occupations

Successful completion of the Cybersecurity program of study will fulfill requirements of the Business and 
Industry or STEM endorsement if the math and science requirements are met. Revised – August 2022

Occupations Median Wage Annual Openings % Growth

Information Security Analysts $91,915 814 29%

Network and Computer System Administrators $82,597 2,814 19%

Computer System Analysts $87,568 5,937 29%

Science, Technology, Engineering, and Mathematics Career Cluster
The Science, Technology, Engineering, and Mathematics (STEM) Career Cluster focuses on planning, managing, and

providing, scientific research and professional and technical services, including laboratory and testing services, 
and research and development services. 39



Cybersecurity
Course Information

Level 1

COURSE NAME SERVICE ID PREREQUISITES GRADE

Fundamentals of 
Computer Science 03580140 (1 credit) None Offered 8th grade

Principles of 
Information Technology 1302700 (1 credit) None 9-10

Foundations of 
Cybersecurity 03580850 (1 credit) Recommended to be 

taken as a Junior 9-12

Level 2

COURSE NAME SERVICE ID PREREQUISITES GRADE

AP Computer Science 
Principles (math/LOTE
credit)

A3580300 (1 credit) None 9-12

Computer Maintenance 13027300 (1 credit)

Recommended 
Prerequisite: Principles 

of Information 
Technology

10-12

Internetworking 
Technologies I N1302803 (1 credit)

Recommended 
Prerequisite: Computer 

Maintenance/Lab
10-12

Level 3

COURSE NAME SERVICE ID PREREQUISITES GRADE

AP Computer Science A A3580110 (2 credits)

Recommended 
Prerequisite: AP 

Computer Science 
Principles

10-12

Level 4

COURSE NAME SERVICE ID PREREQUISITES GRADE

Practicum in 
Information Technology 13028000 (2 credits)

Two high school 
Information Technology 

courses
12

FOR ADDITIONAL INFORMATION ON THE CYBERSECURITY PROGRAM OF STUDY,
PLEASE CONTACT YOUR LOCAL COUNSELOR OR VISIT

https://amtech.amaisd.org/ 

Amarillo ISD does not discriminate on the basis of race, color, national origin, sex, disability or age in its programs or activities and 
provides equal access to the Boy Scouts and other designated youth groups. The following person has been designated to handle

inquiries regarding the nondiscrimination policies: Tracey Morman, Director of Counseling, tracey.morman@amaisd.org, 806-326-1315
40
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Cybersecurity
Course Information

Fundamentals of Computer Science Course #1052
Grade Placement: 9-12, Credit: 1 Offered at some middle school campuses
Prerequisite: None.
Fundamentals of Computer Science is intended as a first course for those students just beginning the study of 
computer science. Students will learn about the computing tools that are used every day. Students will foster 
their creativity and innovation through opportunities to design, implement, and present solutions to real-
world problems. Students will collaborate and use computer science concepts to access, analyze, and 
evaluate information needed to solve problems. Students will learn the problem-solving and reasoning skills 
that are the foundation of computer science. Knowledge and skills support the work of individuals and 
groups in solving problems, students will select the technology appropriate for the task, synthesize 
knowledge, create solutions, and evaluate the results. Students will learn digital citizenship by researching 
current laws and regulations and by practicing integrity and respect.

Principles of Information Technology Course #0600c
Grade Placement: 9–10, Credit: 1 AMTECH
Prerequisites: None.
In Principles of Information Technology, students will develop computer literacy skills to adapt to emerging 
technologies used in the global marketplace. Students will implement personal and interpersonal skills to 
prepare for a rapidly evolving workplace environment. Students will enhance reading, writing, computing, 
communication, and reasoning skills and apply them to the information technology environment.

AP Computer Science Principles Course #4170c
Grade Placement: 9-12, Credit: 1 AMTECH
Prerequisites: None.
AP Computer Science Principles introduces students to the central ideas of computer science, instilling the 
ideas and practices of computational thinking and inviting students to understand how computing changes 
the world. The rigorous course promotes deep learning of computational content, develops computational 
thinking skills, and engages students in the creative aspects of the field. The course is unique in its focus on 
fostering students’ creativity. Students are encouraged to apply creative processes when developing 
computational artifacts and to think creatively while using simulations to explore questions that interest 
them. Rather than teaching a particular programming language or tool, the course focuses on using 
technology and programming as a means to solve computational problems and create exciting and 
personally relevant artifacts. Students design and implement innovative solutions using an iterative process 
similar to what artists, writers, computer scientists, and engineers use to bring ideas to life. NOTE: Student 
may sit for AP exam in May to earn college credit.

Foundations of Cybersecurity Course #0829c
Grade Placement: 9-12, Credit: 1 AMTECH
Recommended Prerequisites: Recommended as a junior level course.
In the Foundations of Cybersecurity course, students will develop the knowledge and skills needed to explore 
fundamental concepts related to the ethics, laws, and operations of cybersecurity. Students will examine 
trends and operations of cyberattacks, threats, and vulnerabilities. Students will review and explore security 
policies designed to mitigate risks. The skills obtained in this course prepare students for additional study in 
cybersecurity. A variety of courses are available to students interested in this field. Foundation of 
Cybersecurity may serve as an introductory course in this field of study.
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Cybersecurity
Course Information

Computer Maintenance Course #0601c
Grade Placement: 10-12, Credit: 1 AMTECH
Recommended Prerequisites:  Principles of Information Technology.
In Computer Maintenance, students will acquire knowledge of computer maintenance and creating 
appropriate documentation. Students will analyze the social responsibility of business and industry regarding 
the significant issues relating to the environment, ethics, health, safety, and diversity in society and in the 
workplace as related to computer maintenance. Students will apply technical skills to address the IT industry 
and emerging technologies.

Internetworking Technologies I Course #0612c
Grade Placement: 10–12, Credit: 1 AMTECH
Recommended Prerequisite: Computer Maintenance.
This course introduces the concept of networking, using various analogies to help the student understand 
the movement of packets throughout the Internet, and the protocol standards used. The course moves the 
student into the theory of “moving packets.” The concepts of routing and switching “packets” to the correct 
destination is covered, and how a network administrator can direct and/or streamline this process through 
device configuration and deployment.

AP Computer Science A Course #4171c 
Grade Placement: 10 –12, Credits: 2 (one class period) 
AMTECH Recommended Prerequisites: AP Computer Science Principles.
This college-level course reinforces and increases the depth of understanding of the basic concepts and 
covers advanced programming concepts which are useful in preparation for the Computer Science Advanced 
Placement tests. The AP Computer Science II emphasizes object-oriented programming methodology with a 
concentration on problem solving and algorithm development and is meant to be the equivalent of a first-
semester college-level course in Computer Science. The Java programming language is currently taught in 
this course. Students will learn to become responsible digital citizens by researching current laws and 
regulations and by practicing integrity and respect throughout the AP Computer Science II course. *(AP 
courses address learning objectives at greater depth and faster pace along with higher expectations for 
student performance.) Upon successful completion of the course, students will earn one credit of math and 
one credit of LOTE. NOTE: Student may sit for AP exam in May to earn college credit.

Practicum in Information Technology Course #0608c 
Grade Placement: 12, Credits: 2 AMTECH
Prerequisite: A minimum of two high school information technology (IT) courses.
In the Practicum in Information Technology, students will gain advanced knowledge and skills in the 
application, design, production, implementation, maintenance, evaluation, and assessment of products, 
services, and systems. Knowledge and skills in the proper use of analytical skills and application of IT 
concepts and standards are essential to prepare students for success in a technology-driven society. Critical 
thinking, IT experience, and product development may be conducted in a classroom setting with an industry 
mentor, as an unpaid or paid internship, as part of a capstone project, or as career preparation.
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