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Objectives

Education information technology (IT) systems have increasingly become the target of cyber 
attacks. Authorities report more and more children’s information is being used to make 
fraudulent documents. Additionally, reports show that one in five educational institutions 
has been hit and that schools have the highest rate of ransomware attacks of any industry. 
Hackers look for any opportunity to exploit institutions, and school systems are considered 
easy targets. Today we will discuss how we can take steps to protect our school systems.

Participants will 

• Explore basic security considerations

• Discuss four types of attacks and resolutions

• Review reporting and notification requirements
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Preemptive Actions Resulting in Savings 

While the investment in cyber security can feel burdensome, with the average remediation 
cost of $245 per record IT security prioritization is necessary.

Organizations can reduce costs in the event of a data breach by taking preemptive action. 

• Maintaining an incident response team and plan: resulting in a savings of $19 per 
record.

• Data encryption: resulting in a savings of $16 per record.

• Strong user training programs: resulting in a savings of $12.50 per record.
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Security Recommendations 

There are many resources to assist school systems in developing a comprehensive security 
program. These documents can be very detailed and technical. Basic security considerations 
can be grouped into four categories:  

• Access

• Maintenance

• Train Users

• Incident Response Planning
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Access

• Control access to data systems through strong passwords and multiple levels of user 
authentication.

• Establish and maintain role-based permissions (least amount of access possible to 
complete job duties).

• Encrypt sensitive data when it is stored and transmitted. 
• Separate student and administrative networks from one another as well as the student 

information system. 
• Ensure that all server rooms are secured at all times with controlled access for 

authorized personnel only. All network, server, and infrastructure equipment should be 
secured.

• Ensure all websites are secured with a digital certificate.
• Ensure that all access to systems is logged and audited annually.
• Require staff to password encrypt mobile devices that can access school system 

technology resources.
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Maintenance

• Keep hardware and software patches current.

• Maintain effective and current antivirus.

• Utilize up-to-date firewalls.

• Implement a backup program that is protected from ransomware attacks.

• Continuously assess and remediate vulnerabilities regularly.
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Training is Crucial

Reports show that 90% or more of cyber-attacks are caused by human error or behavior. 
Many times malware, software designed to damage a computer, or ransomware, software 
designed to hold a computer’s functionality and/or data “hostage” until money is paid, are 
delivered via phishing attack where people are tricked into providing sensitive information. 
With phishing being the most popular types of attack, training is paramount.
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Train Users

• Train staff on how to develop effective passwords and enforce a password change 
policy. 

• Most school systems are able to automatically force lockdown of a staff person’s 
computer after it has been sitting idle for a certain amount of time. There is still a 
danger, however, that students can quickly access a teacher’s computer the minute a 
teacher has stepped out of the room. Remind teachers to lock their computers if they 
need to step away, particularly while students are present.

• Never use unencrypted email to discuss student-level data. To communicate with 
others outside the firewall, or in an otherwise unsecure exchange, use a password-
protected spreadsheet and send the password in a separate communication. 

• Before leaving working areas, sensitive documents should be secured. Ensure a clean-
desk policy.

Stop.Think.Connect by DHS - a campaign to increase the public’s understanding of cyber threats and empower them to be safer 
and more secure online. DHS’s toolkit provides tips and flyers that can be used when talking to students and to staff.

https://www.dhs.gov/stopthinkconnect
https://www.dhs.gov/stopthinkconnect-toolkit
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Incident Response Planning

• Develop an incident response team with each member holding specific responsibilities 
in the event of an incident.

• Complete the Incident Response Plan and Reporting Template to establish the steps to 
take in the event of an incident. 

• If an incident occurs, record the steps taken using the Incident Response Plan and 
Reporting Tool.

• Review the Incident Response Plan at least once annually.

Cyber Security Folder – https://goo.gl/pj9q6z

https://docs.google.com/document/d/19itMlKNc-9wxi3JB9uyZujCv2xl0GxpmSAkJAlmGbfk/edit?usp=sharing
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Attacks and Resolution

Interception Attack-unauthorized access to confidential 
information, similar to eavesdropping or wiretapping
Examples: man-in-the-middle attack, evil twin attack, packet 
sniffing, keylogging

• Block all unnecessary ports at the firewall and host
• Utilize IP address filtering/blocking
• Block entire countries or locations if there isn’t a 

legitimate need for access
• Limit the ability for infrastructure to communicate with 

the internet

Interruption Attack -a network resource unavailable for use.
Examples: DoS or ransomware attacks

• Work with Internet service providers to block access 
further upstream

• Implement automated tools to prevent overloaded 
traffic/throttle traffic

• Protect endpoints
• Filter out spam emails
• Block malicious links and IP addresses
• Block all unnecessary ports at the firewall and host
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Attacks and Resolution continued

Modification Attack-unauthorized modification of assets
Examples: altering programs so that they perform 
differently, reconfiguring system hardware or network 
topologies

• Utilize Secure Sockets Layer (SSL) certificates, data 
encryption, and secured (WPA) wireless networks

Fabrication Attack- counterfeit message in the system
Examples: insert messages into the network using identity of 
another individual, spoofing a website or other network 
service

• Utilize SSL certificates and data encryption
• Filter incoming and outgoing traffic
• Enforce account lockout for end-user accounts after a 

certain number of attempts
• Follow the principle of least privilege



12

Reporting

When an incident occurs, reporting of the event to authorities and notification to individuals 
whose information has been compromised is often needed. 

The Department of Homeland Security (DHS) collects attack information such as phishing 
email messages and website locations to help others avoid becoming victims. Additionally, 
they perform analysis on malware and other vulnerabilities to provide actionable 
information on how to better protect data systems. DHS keeps the information on specific 
victim confidential unless permission is received to release that information. Please see the 
links below to report incidents to DHS.

• Report a cyber incident

• Report a phishing incident

• Report Malware and vulnerabilities to DHS by emailing cert@cert.org.

https://www.us-cert.gov/forms/report?
https://www.us-cert.gov/report-phishing
mailto:cert@cert.org
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Notification

In the event of a breach, an incident in which personal information is viewed or stolen, 
Louisiana law requires notification (note that there are currently no federal requirements.) 
Louisiana legislation requires entities to notify Louisiana residents without unreasonable 
delay of any data breach that results or could result in unauthorized acquisition of their 
unencrypted personal information. Notification is not required if an investigation determines 
that there is no reasonable likelihood that the affected individuals will be caused harm by 
the information’s loss. Breached entities that fail to notify the Attorney General within 10 
days of notifying affected individuals may be fined up to $5,000 per violation. (LA RS 51:3071
and LAC Title 16, Part III, Chapter 7, Section 701)

Incident Notification Toolkit

http://legis.la.gov/Legis/Law.aspx?p=y&d=322027
http://www.doa.la.gov/Pages/osr/lac/books.aspx
https://spaces.internet2.edu/display/2014infosecurityguide/Data+Incident+Notification+Toolkit
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Helpful Links

• Incident Notification Toolkit

• Framework for Improving Critical Infrastructure Cybersecurity by National Institute of 
Standards and Technology (NIST)

• Computer Security Incident Handling Guide by NIST

• CIS Critical Security Controls for Effective Cyber Defense by the Center for Internet Security 
(CIS)

• Guide to Malware Incident Prevention and Handling for Desktops and Laptops by NIST

• Guide to Integrating Forensic Techniques into Incident Response by NIST.

• Cybersecurity Assessment Tool (CAT) - Electronic tool that helps establish school’s current 
risk profile.

• Stop.Think.Connect by DHS - a campaign to increase the public’s understanding of cyber 
threats and empower them to be safer and more secure online. DHS’s toolkit provides tips 
and flyers that can be used when talking to students and to staff.

https://spaces.internet2.edu/display/2014infosecurityguide/Data+Incident+Notification+Toolkit
https://www.nist.gov/sites/default/files/documents/cyberframework/cybersecurity-framework-021214.pdf
http://csrc.nist.gov/publications/nistpubs/800-61rev2/SP800-61rev2.pdf
https://www.cisecurity.org/controls/
http://csrc.nist.gov/publications/drafts/800-83-rev1/draft_sp800-83-rev1.pdf
http://csrc.nist.gov/publications/nistpubs/800-86/SP800-86.pdf
https://ifap.ed.gov/eannouncements/attachments/FFIEC_CAT_form.pdf
https://www.dhs.gov/stopthinkconnect
https://www.dhs.gov/stopthinkconnect-toolkit

