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Employee Guidelines for Acceptable Use of Technology Resources 

 

Paris ISD provides access to the District’s technology resources, including the Internet, for instructional 
and administrative purposes and in accordance with administrative regulations, for student and staff 
use.   

This Acceptable Use Policy outlines the guidelines and behaviors that users are expected to follow when 
using school technologies or when using personally-owned devices on the school campus.   

Access to the District’s technology resources is a privilege, not a right.  All users shall be required to 
acknowledge receipt and understanding of all administrative regulations governing use of the District’s 
technology resources and shall agree in writing to allow monitoring of their use and to comply with such 
regulations and guidelines.  Noncompliance may result in suspension of access or termination of 
privileges and other disciplinary action consistent with District policies.  Policies may be viewed in 
entirety through the school office or via the Internet at www.parisisd.net – Board of Trustees- Policy 
Online. Violations of law may result in criminal prosecution as well as disciplinary action by the District. 

Guidelines 

 Paris ISD’s network systems are intended for educational purposes. 

 All activity over the District’s network systems, including Internet use, or using District 
technologies, may be monitored and retained. 

 Misuse of school resources can result in disciplinary action. 

 Paris ISD makes a reasonable effort to ensure students’ safety and security online, but will not 
be held accountable for any harm or damages that result from use of school technologies. 

 Users of the District’s network systems or other technologies are expected to alert technology 
staff immediately of any concerns for safety or security. 
 

Technologies Covered 

Paris ISD may provide Internet access, desktop computers, mobile computers or devices, 
videoconferencing capabilities, online collaboration capabilities, message boards, email, and more.  

As new technologies emerge, Paris ISD will attempt to provide access to them. The policies outlined in 
this document are intended to cover all available technologies, not just those specifically listed. 

 

Usage Policies  

All technologies provided by the District are intended for education purposes. All users are expected to 
use good judgment and to follow the specifics of this document as well as the spirit of it: be safe, 
appropriate, careful and kind; don’t try to get around technological protection measures; use good 
common sense; and ask if you don’t know. 

District employees shall retain electronic records, whether created or maintained using the District’s 
technology resources or using personal technology resources, in accordance with the District’s record 
management program. 

Limited personal use of the District’s technology resources shall be permitted if the use: 

1. Imposes no tangible cost on the District; 
2. Does not unduly burden the District’s technology resources; and 
3. Has no adverse effect on an employee’s job performance. 

 

http://www.parisisd.net/
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The District will observe the following requirements for student passwords: 

1. In elementary grades K-4, a password is optional at campus discretion 
2. In grades 5-12, a password is required. 

All users will be required to sign a user agreement annually for issuance or renewal of an account.  
Employees and students granted access to the District’s system must complete any applicable District 
network training. 

 

Web Access  

Paris ISD provides its users with access to the Internet, including web sites, resources, content, and 
online tools.  Each District computer with Internet access and the District’s network systems shall have 
filtering devices or software that blocks access to visual depictions that are obscene, pornographic, 
inappropriate for students, or harmful to minors, as defined by the federal Children’s Internet 
Protection Act and as determined by the Superintendent or designee.  Web browsing may be monitored 
and web activity records may be retained indefinitely. 

Users are expected to respect that the web filter is a safety precaution, and should not try to circumvent 
it when browsing the Web.  The Superintendent will appoint a review committee, to be chaired by the 
Director of Technology. If a site is blocked and a user believes it shouldn’t be, the user should submit the 
site to the Director of Technology for review. 

 

Email  

Paris ISD may provide users with email accounts for the purpose of school-related communication. 
Electronic mail transmissions and other use of the District’s technology resources by students, 
employees, and members of the public shall not be considered private.  Designated District staff shall be 
authorized to monitor the District’s technology resources at any time to ensure appropriate use. 

System users should be mindful that use of school-related electronic mail addresses might cause some 
recipients or other readers of that mail to assume they represent the District or school, whether or not 
that was the user’s intention. 

Forgery or attempted forgery of electronic mail messages is prohibited.  Attempts to read, delete, copy, 
or modify the electronic mail of other system users or deliberate interference with the ability of other 
system users to send/receive electronic mail is prohibited. 

 

Social/Web 2.0 / Collaborative Content  

Recognizing the benefits collaboration brings to education, Paris ISD may provide users with access to 
web sites or tools that allow communication, collaboration, sharing, and messaging among users.  

Users are expected to communicate with the same appropriate, safe, mindful, courteous conduct online 
as offline. Posts, chats, sharing, and messaging may be monitored. Users should be careful not to share 
personally-identifying information online.  

It is recommended that the employee refrain from knowingly communicating with students through a 
PERSONAL social network page.  If the employee chooses to communicate with students using a social 
network page, he/she should create a separate social network page (“professional page”) for the 
purpose of communicating with students.  An employee does not have a right to privacy with respect to 
communications with students and parents. 
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Personal Mobile Device Policy 

Personal mobile devices shall be used only with the permission of the campus principal or administrator 
and when used at Paris ISD should follow the same acceptable use policy as Paris ISD provided 
equipment.  Any attempt to use a mobile device to bypass the district content filter, even for acceptable 
content, will be considered a discipline issue. 

 

Security 

Users are expected to take reasonable safeguards against the transmission of security threats over the 
school District’s network systems. This includes not opening or distributing infected files or programs 
and not opening files or programs of unknown or untrusted origin. 

If you believe a computer or mobile device you are using might be infected with a virus, please alert 
your Campus Technology Contact. Do not attempt to remove the virus yourself or download any 
programs to help remove the virus. 

An employee knowingly bringing prohibited materials into the school’s electronic environment will be 
subject to disciplinary action in accordance with District policies. 

Any user, who identifies a security problem on the Internet or on the District’s system, must notify their 
Campus Technology Contact.  A staff member shall not allow students to access the system through his 
or her account. 

Upon discovering or receiving notification of a breach of system security, the District shall disclose the 
breach to affected persons or entities in accordance with the time frames established by law. 

The District shall give notice by using one or more of the following methods: 

1. Written notice. 

2. Electronic mail, if the District has electronic mail addresses for the affected persons. 

3. Conspicuous posting on the District’s Web site. 

4. Publication through broadcast media. 

 

Downloads 

Users should not download or attempt to download or run .exe programs over the school District’s 
network systems or onto school resources without express permission from IT staff.  

You may be able to download other file types, such as images or videos. For the security of our District’s 
network systems, download such files only from reputable sites, and only for education purposes. 

The loading of non-school related content or the loading of non-Paris ISD licensed software may result in 
the loss of computer privileges. 

 

Unauthorized Repair of District Technology Equipment 

Staff members are encouraged to troubleshoot their own technology equipment when possible, but 
self-repair should be limited to reasonable activities that would not violate any equipment warranties.  
Anything that involves opening a case, purchasing of software or tools, or adjusting 
administrator/network settings should be performed by authorized technology staff only.  Non-
technology staff should never attempt to adjust settings or repair district technology systems 
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(computers, printers, projectors, networking equipment, etc.) that are not specifically assigned to them.  
Any technology issues that cannot be resolved should be turned in as a trouble ticket within the 
technology work order system. 

In addition, District technology devices should never be taken to outside repair facilities for work of any 
kind, even if the work performed is paid for with non-PISD funds.  Only the Director of Technology is 
authorized to submit District equipment for repair by outside organizations.  In the event of a 
technology emergency during weekends or holiday breaks, including hardware failure or virus infection, 
employees shall attempt to use other District equipment as a substitute until district repairs can be 
made. 

 

Netiquette 

Users should always use the Internet, District’s network systems resources, and online sites courteously, 
respectfully, and using appropriate language.   

Personal data (home address, phone number, and phone numbers of other people) should not be 
revealed. 

Remember that other users of the Paris ISD technology resources and other networks are human beings 
whose culture, language, and humor have different points of reference from your own.  Users should 
also remember not to post anything online that they wouldn’t want parents, peers, community 
members, or employers to see.  Once something is online, it’s out there—and can sometimes be shared 
and spread in ways you never intended. 

 

Plagiarism and Copyright Compliance 

Users should not plagiarize (or use as their own, without citing the original creator) content, including 
words or images, from the Internet. Users should not take credit for things they didn’t create 
themselves, or misrepresent themselves as an author or creator of something found online. Research 
conducted via the Internet should be appropriately cited, giving credit to the original author. 

Copyrighted software or data may not be placed on any system connected to the District’s system 
without permission from the holder of the copyright or compliance with fair use guidelines.  Only the 
owner(s) or individuals the owner specifically authorizes may upload copyrighted material to the 
system. 

 

Individual User Responsibilities 

The following standards will apply to all users of the District’s technology resources: 

1. The individual in whose name a system account is issued will be responsible at all times for its 
proper use. 

2. The system may not be used for illegal purposes, in support of illegal activities, or for any other 
activity prohibited by District policy. 

3. System users may not use another person’s system account without permission from the 
campus administrator or District coordinator, as appropriate. 

4. System users may redistribute copyrighted programs or data only with the written permission of 
the copyright holder or designee.  Such permission must be specified in the document or must 
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be obtained directly from the copyright holder or designee in accordance with applicable 
copyright laws, District policy, and administrative regulations. 

5. System users may not disable, or attempt to disable, a filtering device on the District’s electronic 
communications system. 

6. System users are prohibited from encrypting communications to avoid security review. 

7. System users are prohibited from wasting school resources through improper use of the 
computer system. 

8. System users are prohibited from posting messages or accessing material that are abusive, 
obscene, sexually oriented, threatening, harassing, damaging to another’s reputation, or illegal. 

9. PISD allows for the limited use of technology for personal use during non-instructional time.  
This privilege is meant to allow staff members the flexibility to complete simple timely activities 
such as checking personal E-Mail, making payments, or making inquiries during business hours.  
However, employees are discouraged from posting to social media sites, such as Facebook, 
during working hours.  Before posting to social media sites, employees should consider whether 
parents and community members would understand the need to post socially during working 
hours.  When in doubt, employees should refrain from posting. 

This is not intended to be an exhaustive list. Users should use their own good judgment when using 
school technologies. 

 

Disclaimer of Liability 

Paris ISD shall not be liable for users’ inappropriate use of the District’s technology resources, violations 
of copyright restrictions or other laws, users’ mistakes or negligence, and costs incurred by users.  The 
District shall not be responsible for ensuring the availability of the District’s technology resources or the 
accuracy, age appropriateness, or usability of any information found on the Internet.  

The District’s system is provided on an “as is, as available” basis.  The District does not make any 
warranties, whether express or implied, including, without limitation, those of merchantability and 
fitness for a particular purpose with respect to any services provided by the system and any information 
or software contained therein.  The District does not warrant that the functions or services performed 
by, or that the information or software contained on the system will meet the system user’s 
requirements, or that the system will be uninterrupted or error-free, or that defects will be corrected. 

Opinions, advice, services, and all other information expressed by system users, information providers, 
service providers, or other third-party individuals in the system are those of the providers and not the 
District. 

The District will cooperate fully with local, state, or federal officials in any investigation concerning or 
relating to misuse of the District’s electronic communication system. 

Violations of this Acceptable Use Policy 

Violations of this policy may have disciplinary repercussions, including: 

 Suspension of access to the system; 

 Revocation of the computer system account; or 

 Other disciplinary or legal action, in accordance with the District policies and applicable 
laws. 
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PARIS ISD EMPLOYEE ACCEPTABLE USE AGREEMENT SHEET 

 

I have read the Employee Acceptable Use Guidelines for Paris ISD and agree to 
follow the rules and regulations contained in these guidelines.  I understand that 
for the privilege of using the District’s technology resources, including, but not 
limited to Internet and electronic mail communications, I hereby release the 
District, its operators, and any institutions with which they are affiliated from any 
and all claims and damages of any nature arising from my use of, or inability to 
use, the system, including, without limitation, the type of damages identified in 
the District’s policy and administrative regulations.  I further understand that 
transmissions of electronic mail and other electronic communication systems, 
including Internet, are not private and may be monitored at any time by the 
District staff to ensure appropriate use, as defined by the Acceptable Use 
Guidelines.  Violations can result in disciplinary action such as denial of access 
privileges, change in employment status, appropriate legal action and/or 
termination of employment contract. 

 

 

 

__________________________________________ 
                         Employee Printed Name 
 

__________________________________________ 
                              School/Location 

 

__________________________________________                                __________________ 
                             Employee Signature                                                                            (Date) 

 

 

 


