HACKETT SCHOOL DISTRICT
BUSINESS and FINANCIAL MANAGEMENT
POLICY 2019-2020
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7.1—FISCAL YEAR
The District’s fiscal year shall begin July 1 and end on the following June 30.
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7.2—ANNUAL OPERATING BUDGET
The superintendent shall present the current year’s budget to the Board of Education for its approval
prior to its presentation to the Department of Education by September 30.
The budget is to include the actual revenue from each and every source during the ensuing year, the
actual expenditures in the district for the past year and the estimated expenditures for the year. The
estimated expenditures shall not exceed the estimated income (including beginning balances).
Information the State Board of Education may deem necessary shall be included with the proposed
budget.
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7.3—MILLAGE RATE
The Board shall publish one time in some newspaper published in the county in which the district lies, at least
sixty (60) days in advance of the school election at which the annual ad valorem property tax for the district is
decided by the electors, the District’s proposed budget, together with a millage rate sufficient to provide the
funds necessary for the District’s operation.
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7.4—GRANTS AND SPECIAL FUNDING
The Superintendent or his/her designee may apply for grants or special funding for the District. Any grants or
special funding that require matching District resources shall receive Board approval prior to the filing of the
grant’s or special resource’s application.
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7.5—PURCHASES AND PROCUREMENT
It is the desire of the Board of Education and the superintendent that all purchases be made in
accordance with state laws with the best interest of the school district in mind and with the opportunity
for all qualified vendors to participate. All purchases for Hackett Public Schools, other than direct
purchases ordered by the board in response to direct action or sealed bids, shall be made through the
superintendent's office or as authorized by the superintendent's office in accordance with the
purchasing guidelines.
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7.6—ACTIVITY ACCOUNT
The District shall maintain an account of activity funds. The funds for the account are those revenues derived
from the sale of tickets to athletic contests or other school sponsored activities; the sale of food other than that
sold in the cafeteria; the sale of soft drinks, school supplies, and books; and fees charged by clubs and
organizations.
Activity funds are considered “school funds” and as such may only be spent for school related purposes.
The Superintendent shall be the custodian of all activity funds and shall be responsible and accountable for the
funds. The Superintendent may appoint a co-custodian for each school in the District who shall also be
responsible for the activity funds he/she maintains.
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7.7—CASH IN CLASSROOMS
From time to time, staff members may collect funds in the course of their employment. It is the responsibility of
any staff member to deposit such funds they have collected daily into the appropriate accounts for which they
have been collected. The Superintendent or his/her designee shall be responsible for determining the need for
receipts for funds collected and other record keeping requirements and of notifying staff of the requirements.
Staff that use any funds collected in the course of their employment for personal purposes, or who deposit such
funds in a personal account, may be subject to discipline up to and including termination.
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7.8—PERSONAL PROPERTY
To avoid confusion and the potential for misunderstandings, District staff who bring personal property to school
to use in the performance of their jobs should label the items with their names. Any such items should be
removed from the school at the close of school each year. The District assumes no responsibility for damage to,
or the loss of, personal property brought to District facilities by District staff.
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7.9—PROPERTY INSURANCE
The Superintendent shall be responsible, with approval of the Board, for maintaining adequate insurance
coverage for all District properties. At a minimum, the District will purchase insurance coverage sufficient to
meet the requirements by the Arkansas Commission for Public School Academic Facilities and Transportation.
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7.10—PUBLIC USE OF SCHOOL BUILDINGS
Public use of school buildings must be approved by the building principal and superintendent and placed on the
school calendar. Organizations using school facilities assume full and complete responsibility for the conduct of
all persons. The District will not be responsible for damage to the facility and/or injury to persons while
facilities are in use.
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7.11—USE OF SCHOOL FUNDS FOR NON-SCHOOL RELATED PURPOSES
School funds shall not be used for political, charitable, or humanitarian purposes.
No employee of the District shall use school time, school property, school personnel, or school equipment for
the purpose of furthering the interests of any political party, the campaign of any political candidate or the
advocacy of any political issue or ballot issue whether partisan or non-partisan. School employees may
participate as part of a community organization that is renting a school facility for a political purpose so long as
the event is not during school time or the employee takes personal or vacation leave, with prior approval of
his/her supervisor, for the time the employee is attending the event.
Any school employee found guilty or who pleads guilty, or nolo contendere to the use of District funds to
support any ballot measure shall be immediately suspended, and recommended for termination by the
superintendent.
The Board of Directors is not prohibited from expressing an opinion on a ballot measure through the passage of
resolution or proclamation. School employees are allowed to verbally express their views on a ballot measure
other than in an attempt to persuade a student to the employee's point of view.
District employees and members of the Board of Directors may incur incidental expenditure of District funds
for travel costs when speaking at an event in which a ballot measure is discussed if the subject matter of the
speaking engagement is within the scope of the person's official duties and responsibilities.
District funds may be used to disseminate public information at a public speaking engagement. The incidental
use of District resources may be used to prepare an analysis of the public information if such information is
within the scope of the person's official duties and responsibilities.
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7.12—EXPENSE REIMBURSEMENT
Employees shall be reimbursed for personal and/or travel expenses incurred while performing duties or
attending workshops or other employment-related functions, provided that prior written approval for the activity
for which the employee seeks reimbursement has been received from the Superintendent, principal (or other
immediate supervisor with the authority to make school approvals), or the appropriate designee of the
Superintendent and that the teacher’s attendance/travel was at the request of the district.
It is the responsibility of the employee to determine the appropriate supervisor from which he/she must obtain
approval.
Reimbursement claims must be made on forms provided by the District and must be supported by appropriate,
original receipts. Copies of receipts or other documentation are not acceptable, except in extraordinary
circumstances.
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7.13—MANAGEMENT AND DISPOSAL OF DISTRICT PROPERTY
Definitions
For the purposes of this policy, the following definitions apply:
“Commodities” are all supplies, goods, material, computers, software, machinery and other equipment
purchased on behalf of the district having a useful life of more than one (1) year and an acquisition cost of one
thousand dollars ($1,000) or more per unit.
“Fair market value” means the amount a reasonable buyer would be willing to pay for a particular piece of
property based on an objective set of criteria, which may include, but are not limited to: any improvements or
damage to the property; the demand for similar property; the selling price for the property by the producer of the
property or re-sale outlets; and the value of the property as determined by an independent appraiser.
“Real property” is land and whatever is erected or affixed to land, such as structures or buildings.
“Surplus commodities” are those commodities that are no longer needed, obsolete, irreparable, or worn out.
“Surplus real property” is real property that is not presently needed or foreseen to be needed by the District, and
that has been authorized for sale as surplus real property by vote of the School Board. Surplus real property may
include unused or underutilized facilities.
“Trash” are those items that would otherwise belong to another category of goods or property defined in this
policy, but which, due to the property’s age or an act of God, have less value than it would cost to repair the
item. Examples could include, but are not limited to, fire damage, vehicle accidents, extreme age, and/or decline
in value of the item.
“Unused or underutilized facility” means a school facility or other real property that:
•
As a whole or in a significant portion, is not being used for a public educational, academic,
extracurricular, or administrative purpose and the nonuse or underutilization threatens the integrity or
purpose of the school facility or other real property as a public education facility; and
•
Is not subject to either a lease to a third party for fair market value or an executed offer to purchase by a
third party for fair market value as of July 30, 2017.
General Policy
The District’s purchases of commodities shall be in accordance with Policy 7.5—PURCHASES AND
PROCUREMENT and, to the extent applicable, the procurement requirements of any granting source of
funding used to purchase the commodity. The Superintendent shall develop procedures governing the use,
management, and dispersal of commodities. At a minimum, the procedures will cover the following topics:
o
labeling all commodities;
o
establishing adequate controls to account for their location, custody, and security;
o
annually auditing the inventory of commodities and updating a listing of such commodities to reconcile
the audit with the district’s inventory records. The audit will be documented and account for any
transfer and/or disposal of a commodity.
o
Disposing of surplus commodities and surplus real property, whether purchased in whole or in part with
federal grant funds or with local funds.
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The disposal of school property must be for the benefit of the school district and consistent with good business
principles.
Disposal of Surplus Commodities
The Board of Directors recognizes that commodities sometimes become of no use to the District and thus meet
this policy’s definition of surplus commodities.
The Superintendent or designee(s) will determine the objective fair market value (FMV) of surplus
commodities. The District will strive to dispose of surplus commodities at or near their FMV.
The Superintendent may declare surplus any commodity with an FMV of less than one thousand dollars
($1,000). Surplus commodities with an FMV of less than one thousand dollars ($1,000) will be periodically
sold by the most efficient, cost effective means that is likely to result in sales at or near FMV.
The Superintendent may submit a list of surplus commodities deemed to have a FMV of one thousand dollars
($1,000) or greater to the Board of Directors for authorization to sell such surplus commodities. Once the Board
of Directors has authorized the sale of such surplus commodities, the Superintendent or designee(s) may sell
that surplus commodity as the need arises. Items with a FMV of one thousand dollars ($1,000) or greater will be
sold by the most efficient, cost effective means that is likely to result in sales at or near FMV. If the
Superintendent chooses to dispose of the surplus items by bid, the Superintendent or designee may set a
minimum or reserve price on any item, and may reject all bids. The Superintendent or designee is authorized to
accept the high bid provided the high bid is at or near FMV without further Board action unless the high bid
comes under the jurisdiction of Arkansas ethics legislation, in which case the provisions of A.C.A. §§ 6-24101–107 would apply.
If attempts at public sales fail to produce any interested buyers or bidders, such remaining unsold commodities
may then, at the discretion of the Superintendent, be disposed of as scrap or junk or be donated to appropriate
charitable or education related entities. Computer or technology equipment will be cleansed of data prior to
disposal.
Disposal of Surplus Real Property
The Board of Directors recognizes that real property it owns sometimes becomes no longer of use to the District
and thus meets this policy’s definition of surplus real property.
By February 1 of each year, the District shall submit a report to the Division of Public School Academic
Facilities and Transportation (Division) that identifies all unused or underutilized school facilities in the District
and the unused or underutilized school facilities, if any, that are designated in the District’s facilities master plan
to be re-used, renovated, or demolished as part of a specific committed project or planned new construction
project.
If the Division classifies a District facility or District real property as being unused or underutilized, the District
may appeal the Divisions determination to the Commission for Public School Academic Facilities and
Transportation (Commission).
The District shall make unused or underutilized public school facilities available for lease4 for no more than
FMV to any open-enrollment public charter school (charter) located within the District’s geographic boundaries
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that makes a request under the charter’s statutory right of access unless the District makes an affirmative
showing by a preponderance of the evidence to the Commission that:
1.
The school facility, or the property to which the school facility is attached, will be needed by the
District to accommodate future growth of the District; or
2.
Use of the school facility or other real property by a charter would have a materially negative impact on
the overall educational environment of an educational campus located within five hundred feet (500’)
of the school facility or other real property sought to be leased by the charter.
The terms of a lease executed between the District and a charter shall provide that the lease shall be cancelled
and be of no effect if the charter:
a.
Fails to use the facility or other real property for direct student instruction or administrative purposes
within two (2) years of the effective date of the lease;
b.
Closes, has its charter revoked, or has its charter application denied by the charter authorizer; or
c.
Initially uses the facility or other real property, but then leaves the facility or other real property unused
for more than one hundred eighty (180) days.
If requested or agreed to by the charter, The District may sell the unused or underutilized facility or other real
property to the charter for FMV.
If the District decides to sell, lease, or otherwise transfer ownership of a District facility, a charter6 located
within the District’s geographic boundaries shall have a right of first refusal to purchase or lease the facility for
FMV. The charter’s right of first refusal shall continue for two (2) years after the date the District last used the
school facility or other real property as an academic facility.
If the District decides to sell or lease a District facility or other real property that has been identified by the
Division as an unused or underutilized school facility to a third party that is not a charter, then the District may
not sell or lease the facility until the later of:

Two (2) years after the date the facility or other real property is identified by the division as an unused
or underutilized public school facility, so long as no charter has claimed a right of access or a right of
first refusal; or

Three (3) years from the date the District facility or other real property has been identified by the
division as an unused or underutilized public school facility if the District designated the facility or
other real property to be reused, renovated, or demolished as part of a specific committed project or
planned new construction project in the District’s facilities master plan.
The District may petition the division for a waiver of the time restrictions for the sale or lease of a District’s
unused or underutilized facility. The petition shall include a statement that the District believes that no charter
would be interested in leasing or purchasing the unused or underutilized school facility. If the District receives a
waiver, the District may immediately sell, lease, or otherwise dispose of the unused or underutilized facility.
The District may appeal the denial by the Division of a waiver to the Commission.
The Superintendent may submit a request to the Board of Directors for authorization to sell surplus real
property. Once the Board of Directors has authorized the sale of such surplus real property, the Superintendent
or designated individual(s) may sell that surplus real property as the need arises and this policy allows. The
Superintendent or designee(s) shall be responsible for getting a determination of the objective FMV of surplus
real property. The district will strive to dispose of surplus items at or near their FMV. The real property may be
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listed for sale with a real estate broker, and the Superintendent or designated individual may contract on behalf
of the district to pay the usual and customary sales commission for such transactions, upon sale of the property.
If the Superintendent chooses to dispose of the surplus items by bid, the Superintendent or designee(s) may set a
minimum or reserve price on any item, and may reject all bids. The Superintendent or designee is authorized to
accept the high bid provided the high bid is at or near FMV without further Board action unless the high bid
comes under the jurisdiction of Arkansas ethics legislation, in which case the provisions of A.C.A. §§ 6-24101–107 would apply.
If attempts at public sales fail to produce any interested buyers or bidders, such remaining unsold real property
may then, if agreed to by the Superintendent and Board of Directors, be donated to appropriate education
related entities, not-for-profit organizations, the county, city, or incorporated town in accordance with the
provisions of state law.
Items obtained with federal funds shall be handled in accordance with applicable federal regulations, if any.
The District may not make a part of the disposal of District real property a covenant that prohibits the sale or
lease of former District facilities or other real property to a charter that is located within the District’s
geographic boundaries.
Disposal of Surplus Real Property After Consolidation
Except as otherwise prohibited by this policy, real property of a consolidated school district that is no longer
being used for educational purposes and has not been sold, preserved, leased, or donated two (2) years after the
effective date of consolidation shall be made available for use by a publicly supported institution of higher
education, a technical institute, a community college, a not-for-profit organization, a county, a city, or
incorporated town by the Board of Directors for the following purposes:
•
Having the real property preserved, improved, upgraded, rehabilitated, or enlarged by the donee;
•
Holding of classes by statutorily authorized education related entities; or
•
Providing community programs and beneficial educational services, social enrichment programs, or
after-school programs.
Trash
Trash, as defined in this policy, may be disposed of in the most cost efficient or effective method available to
the district.
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7.14—USE OF DISTRICT CELL PHONES AND COMPUTERS
Board members, staff, and students shall not be given cell phones or computers for any purpose other than their
specific use associated with school business. School employees who use a school issued cell phone and/or
computer for non-school purposes, except as permitted by District policy, shall be subject to discipline, up to
and including termination. School employees may be issued District cell phones if their position requires the
employee be available at all times for work related emergencies or the employee be available to speak with
others on school related business when the employee is away from the office. Employees issued cell phones for
such purposes may use the phone for personal use on an “as needed” basis.
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7.15—RECORD RETENTION AND DESTRUCTION
It is necessary to maintain district records in a manner that provides for efficient document storage and retrieval
and is conducive to eliminating unnecessary record retention. Due to the variety of records that may need to be
retained and accessed, the superintendent shall ensure that all staff receive appropriate training to understand
this policy. Staff shall also understand the possible ramifications to the district and/or themselves for failure to
properly maintain records and follow the requirements contained in this policy.
Definitions
“Directly or directly interested” (“directly”) means receiving compensation or other benefits personally or to an
individual’s household from the person, business, or entity contracting with the District.
“Indirectly or indirectly interested” (“indirectly”) means that a family member, business, or other entity in
which the individual or a family member has a financial interest will receive compensation or benefits.
“Record” is defined for the purposes of this policy, as an item or items, whether electronic or material, that are
created by, at the request of, or received by and purposefully retained by a board member, administrator, or
employee in the ordinary course of District business. Examples include, but are not limited to:
•
Any kind of correspondence;
•
Calendars;
•
Computer files and documents (which may include drafts);
•
Telephone logs;
•
Expense records;
•
Audio or video recordings that are created for the purpose of monitoring the security of District
property, the safety of District students, or open public meetings;
•
Documentation related to transactions or contracts for:
o
Services with Board members, administrators, employees, or members of their families covered
under the statutorily defined ethical restrictions associated with a contract for services provided for
the District involving a Board member, administrator, or employee who "directly or indirectly"
benefits from the contract;
o
An exemption granted by the Division of Elementary and Secondary Education (DESE) from the
statutorily defined ethical restrictions associated with a contract for employment or for services
provided for the District that involves a District administrator, board member, or employee.
The superintendent shall be responsible for establishing a schedule for the routine destruction of district records
that accommodates the needs of the district. The schedule shall specify the length of retention for any records
not specifically delineated by this policy and be distributed to staff on a need-to-know basis according to their
respective employment duties and responsibilities. The schedule should accommodate the need for records to
be stored as a blend of printed, bound and electronically recorded (e.g., audio tape, video tape, micro-fiche,
computer disk) material. The superintendent or designee shall ensure the effective and efficient securing,
cataloging, storing, and appropriate scheduled destruction of all records.
The following records categories shall be retained for the time specified.
a.
Board of Education Minutes – forever
b.
Personnel files – forever
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c.
d.
e.
f.
g.
h.
i.
j.
k.
l.
m.
n.

Student files – until the student receives a high school diploma or its equivalent, or is beyond the age of
compulsory school attendance
Student records of attendance/graduation – forever
Financial Records – five (5) years
Documentation, including letters of approval, related to transactions or contracts for services covered by
this policy and Arkansas statutes for Board members or members of their families or for waivers
granted to District employees - thirteen years
Documentation relating to payments or reimbursements made by a vendor on behalf of a board
member, administrator, or employee for travel, lodging, food, registration, entertainment, or other
expenses – Three (3) years
Employment applications, including applicant lists, applicant interview evaluations, documentation in
response to requests for reasons for a failure to be interviewed and/or hired, and hiring determinations five (5) years
Expenditures made with federal grant monies – governed by the terms of each grant
Video Surveillance Recordings – the timeline established in Policy 4.48—VIDEO SURVEILLANCE
AND OTHER STUDENT MONITORING
Emails – whatever the district’s policy is on this subject
Documents filed with the IRS, including those required in Policy 7.23-Health Care Coverage and the
Affordable Care Act – four (4) years
Statewide assessment security agreement – Three (3) years
Recordings of open public meetings – One (1) year

The superintendent or designee shall be responsible for determining when there is a need to interrupt the routine
destruction of records. When the superintendent or designee makes the decision to cease the routine disposal of
records, staff affected by the decision shall be promptly informed of the decision and of the nature of records
that are to be retained; such records shall be retained until the superintendent or designee has authorized their
destruction. Employee training on the district’s records retention schedule shall specifically include information
on the records that may need to be retained due to pending disciplinary or legal actions that otherwise would be
subject to routine disposal. If an employee has doubt about the need to retain any record otherwise scheduled
for destruction, he/she shall consult with the superintendent or designee prior to destroying such records.
The records’ storage system devised by the superintendent and designee(s) shall be organized in a manner that
enables the efficient retrieval of data and documents. The district shall have adequate backup of electronically
stored critical data. The system shall be communicated to employees in a manner that enables them to
understand and follow the system’s requirements.
In retaining and destroying records, no employee shall:
•
Destroy, alter, mutilate, conceal, cover up, falsify, or make a false entry in any record that may be
connected to a disciplinary matter or lawsuit or to a matter within the jurisdiction of a federal or state
agency, in violation of federal law and regulations or state law and rules.
•
Alter, destroy or conceal a document, or attempt to do so, with the intent to impair the document’s
availability for use in a disciplinary matter, lawsuit or an official proceeding or otherwise obstruct,
influence or impede any lawsuit or official proceeding, in violation of federal law and regulations or
state law and rules.
•
Retaliate or discriminate against an employee who refuses to violate this policy or to coerce or threaten
an employee to violate this policy.
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Failure to follow the requirements set forth in this policy may result in disciplinary action against the
employee(s), up to and including termination. The district’s board of directors prohibits and will not tolerate any
form of reprisal, retaliation or discrimination against any employee who, in good faith, has attempted to comply
with this policy.
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7.16—INFORMATION TECHNOLOGY SECURITY
The superintendent shall be responsible for ensuring the district has the necessary components in place to meet
the district’s needs and the state’s requirements for information technology (IT) security. To aid the
superintendent in creating, monitoring, and updating the District’s IT Security system, the superintendent shall
appoint an information security officer (ISO). The ISO shall be responsible for:
a)
Overseeing the District-wide IT security system;
b)
Development of District IT policies and procedures;
c)
Development and leading of employee training on the IT Security requirements;
d)
Ensuring compliance with the adherence to the Division of Elementary and Secondary Education
(DESE) IT Security standards.
The ISO shall work with other IT staff, the superintendent, and district management appointed by the
superintendent to develop a District IT Security system necessary to meet the requirements of this policy and
DESE’s standards. The IT security system shall contain the necessary components designed to accomplish the
following:
1. The District IT security system shall contain mechanisms, policies, procedures, and technologies necessary to
prevent disclosure, modification, or denial of sensitive information.
For the purposes of the IT Security system, “sensitive data” is any and all student and employee data that is
either personally identifiable information (PII) or any non PII information that, if assembled together, would
allow a reasonable person to identify an individual. Sensitive data includes, but is not limited to:
•
Student personally identifiable information, except as allowed by the Family Educational Rights and
Privacy Act (FERPA); and
•
Employee personally identifiable information, except as required by Ark. Code Ann. § 6-11-129.
All District employees having access to sensitive information shall receive annual IT security training, which
shall emphasize the employee’s personal responsibility for protecting student and employee information.
2. Physical access to computer facilities, data rooms, systems, networks and data will be limited to those
authorized personnel who require access to perform assigned duties.
User workstations shall not be left unattended when logged into sensitive systems or data that includes student
or employee information. Workstation settings shall be set for automatic log off and require a password for the
system to restore from screensavers.
All equipment that contains sensitive information shall be secured to deter theft. No sensitive data shall be
retained on laptops and/or remote devices (home computer, thumb-drives, cell phones, CDs, etc.) unless it is
encrypted in accordance with the Arkansas State Security Office’s Best Practices.
Server rooms and telecommunication rooms/closets shall be protected by appropriate access control. The rooms
shall be segregated from general school or District office areas to restrict access. Server room access control
shall be enforced using lock and key to allow unescorted access only to IT or management staff who require the
access to perform their job functions.
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3. Network perimeter controls will be implemented to regulate traffic moving between trusted internal (District)
resources and external, untrusted (internet) entities. All network transmission of sensitive data shall enforce
encryption where technologically feasible.
The District shall maintain a network configuration management program that includes at a minimum:
a)
A network diagram identifying all connections, addresses, and purpose of each connection including
management approval of all high risk internet facing ports such as mail (SMTP/25), file transport
protocol (FTP/20-21), etc.
b)
All public facing (internet) servers and workstations segmented on a demilitarized zone (DMZ) that
keeps them separate from the internal District network.
c)
All wireless access shall require authentication. The DISTRICT wireless networks will deploy network
authentication and encryption in compliance with the Arkansas State Security Office’s Best Practices.
Scans for rogue wireless devices will be conducted at a minimum monthly. Any Rogue wireless device
shall be disabled.
Remote access with connectivity to the District internal network shall be achieved using encryption.
Appropriate WARNING BANNERS shall be implemented for all access points to the District internal network.
4. System and application access will be granted based upon the least amount of access to data and programs
required by the user in accordance with a business need-to-have requirement.
The District shall enforce strong password management for:
•
Employees and contractors as specified in Arkansas State Security Office Password Management
Standard.
•
Students as specified in Arkansas State Security Office K-12 Student Password Management Best
Practice.
User access shall be limited to only those specific access requirements necessary for an employee to perform
his/her job functions. Where possible, segregation of duties shall be utilized to control authorization access.
User access shall be granted and terminated upon timely receipt of a documented access request/termination.
All access requests shall require approval by the ISO or designee. Ongoing access shall be reviewed for all
users at a minimum annually.
Audit and log files shall be generated and maintained for at least ninety (90) days for all critical securityrelevant events, including but not limited to:
•
Invalid logon attempts;
•
Changes to the security policy/procedures; and
•
Failed attempts to access objects by unauthorized users.
IT administrator privileges for operating system(s), database(s), and applications shall be limited to the
minimum number of staff required to perform these sensitive duties.
5. Application development and maintenance for in-house developed student or financial applications will
adhere to industry processes for segregating programs and deploying software only after appropriate testing and
management approvals.
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Any custom-built student or financial applications or supporting applications that interface, integrate with, or
provide queries and reporting to/from student or financial systems shall be developed using a system
development life cycle approach that incorporates at a minimum:
a)
Planning, requirements, and design;
b)
User acceptance testing (UAT);
c)
Code reviews; and
d)
Controlled migration to production.
Any changes to core or supporting applications that provide student or financial processing or reporting shall be
implemented in a controlled manner that includes at a minimum:
•
Documentation of any change, including changes to both infrastructure and application;
•
Management approval of all changes; and
•
Controlled migration to production, including testing as appropriate.
6.

Monitoring and responding to IT related incidents will be designed to provide early notification of
events and rapid response and recovery from internal or external network or system attacks.

The District shall develop and maintain an incident response plan to be used in the event of system compromise
that shall include:
a)
Emergency contacts;
b)
Incident containment procedures; and
c)
Incident response and escalation procedures.
7. To ensure continuous critical IT services, the District ISO will develop a business continuity/disaster
recovery plan appropriate for the size and complexity of the District IT operations.
The district-wide business continuity plan shall include at a minimum:
•
Procedures for performing routine backups at least weekly and the storage of backup media at a secured
location other than the server room or adjacent facilities. Backup media shall be stored off-site a
reasonably safe distance from the primary server room and retained in a fire resistant receptacle.
•
A secondary backup processing location, such as another School or District building, shall be identified.
•
A documented calling tree with emergency actions to include:
o
Recovery of backup data;
o
Restoration of processing at the secondary location; and
o
Generation of student and employee listings to ensure an accurate head count.
8. Server and workstation protection software will be deployed to identify and eradicate malicious software
attacks such as viruses, spyware, and malware.
Spyware and virus protection software shall be installed, distributed, and maintained on all production
platforms, including:
a)
File/print servers;
b)
Workstations;
c)
Email servers;
d)
Web servers; and
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e)

Application and database servers.

Malicious software protection shall include:
•
Weekly update downloads;
•
Weekly scanning;
•
The malicious software protection to be in active state (real time) on all operating servers/workstations.
All security-relevant software patches shall be applied within thirty (30) days and critical patches shall be
applied as soon as possible.
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7.17—FOOD SERVICE PREPAYMENT
The Hackett School District is participating in the Community Eligibility Program which makes breakfast and
lunch available to students at no charge. Hackett School District establishes the following policy regarding
school breakfast and lunch:





Please note that unpaid charges from previous school year(s) will be carried over.
Extra milk or juice may be purchased by students/adults at the cost of $0.50 each.
No charging is allowed.
Parents/guardians now have the ability to monitor school breakfast and lunch online. Monitor
students’ meal account balance and receive low-balance email alerts through
http:\\ezschoolpay.com. It is free to monitor your students account. Payments will still be accepted
in the breakfast/lunch line and in the elementary, high school and superintendent’s office.
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7.17.1—EXCESS FOOD
“Excess food” means any food that remains after the serving of breakfast and lunch to students during the
school day; however, “excess food” does not include any food that has expired, been opened, or been
consumed.
Excess food shall be handled in accordance with U.S. Food and Drug Administration regulations and Arkansas
Department of Health rules.
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7.18—DISPOSAL OF NON-NEGOTIATED CHECKS OR UNCLAIMED
PROPERTY
State law specifies how the district is to dispose of retained funds in the form of issued but non-negotiated
checks that have been not been presented for payment within one calendar year. The district shall dispose of
these retained funds in accordance with the law and remit the amount of all non-negotiated checks to the
Unclaimed Property Division of the Arkansas Auditor’s Office.
The district shall make a good faith effort to return physical items that have been left on district property to their
rightful owners. When contact information is known for the owner of an item of a non-perishable nature left at
the district, the district shall use the information to attempt to contact the owner to inform him/her of the
location of the item. Owners of such items shall be given at least three weeks1 to pick up the item he/she left at
the district. If the owner fails to pick up the item within the time allotted, the district may dispose of the item in a
manner of its choosing.
The district is under no obligation to retain an abandoned, perishable item left on district property.
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7.20—ELECTRONIC FUND TRANSFERS
District funds shall only be disbursed by the district treasurer upon the receipt of checks or warrants signed by
the District Board of Directors' Disbursing Officer and the Superintendent or through the electronic transfer of
funds. Any electronic transfer of funds must be initiated by the District and authorized in writing by both the
Disbursing Officer of the school district Board of Directors and the Superintendent.
For the purposes of this policy, “initiated by the District” means the District controls both the timing and the
amount of the funds transfer.
The district treasurer shall maintain evidence of authority for the disbursement in the form of invoices, payrolls
that conform with written contracts on file in his/her office, or other appropriate documentation indicating an
authority to disburse District funds.
“Other appropriate documentation” includes one-time, signed authorization for recurring transactions. The
Board of Directors Disbursing Officer must pre-authorize the electronic transfer of funds for non-recurring
transactions, which can be accomplished by a signed authorization or an email authorizing such a disbursement
of funds.

© 2019 Arkansas School Boards Association

Page 28

