
Dumas Independent School District
Technology Acceptable Use

Introduction

Dumas ISD is excited to offer our staff and students access to modern technologies and mobile 
devices in conjunction with access to the Internet. Use of multiple information resources will 
provide Dumas ISD staff and students access to numerous Dumas ISD managed applications and 
the Internet.  All these information resources are for educational purposes only. Dumas ISD 
believes that teaching using 21st Century tools will improve the educational opportunities for 
our students. We will strive to provide teachers and students with the best and most relevant, 
web and application-based resources in order to facilitate a productive and engaging learning 
environment. Dumas ISD believes the backbone of our initiative is a strong, secure, and robust 
infrastructure. Dumas ISD will make efforts to maintain and upgrade these assets as needed for 
an optimal learning experience, and to facilitate a strong communication medium between 
staff, students, and parents. This Acceptable Use Policy (AUP) fully outlines the expectations and 
guidelines when using district technologies or personally owned devices while on campus.

a. All information resources (as defined in Cybersecurity Policy) are intended for

educational uses only.

b. All activity over the district network WILL be monitored, logged and retained.

c. Dumas ISD filters Internet content that is (a) obscene; (b) child pornography; or (c)

harmful to minors, among other categories. Users should respect Dumas ISD’s content

filters and should not attempt to circumvent or bypass the content filters in any fashion.

Adults in the pursuit of bona fide research or another type of lawful purpose may request to

bypass the content filters

Accidental access to inappropriate material should be reported immediately

a. Access to internet content will be restricted based on state, federal and/or school

regulations. Attempts to bypass this security could potentially result in disciplinary or

legal action.

b. Students and staff are expected to care for their device.

c. Students and staff will be held personally responsible for any illegal, malicious, or

inappropriate use of district technologies.

d. You are expected to use good judgment while at school and at home when using district

provided technology

e. Dumas ISD reserves the right to monitor, retain, and restrict all internet browsing

activities and records.
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Personal Safety

a. The district will educate all students on appropriate online behavior.

b. Users understand the risk of posting personal contact information and Dumas ISD

cannot be held responsible for the consequences of such actions.

c. Users will not post personal information about themselves or others without their

permission. Personal contact information includes, but is not limited to, address, photos

and/or telephone numbers.

d. Users will promptly disclose to the building principal or direct supervisor of any message

received via email that is inappropriate or makes them feel uncomfortable.

Netiquette

Users should understand that the Internet is an expansive network. Everything placed online

will remain indefinitely in some form. Users should never upload text, pictures, or documents;

they would not want parents, teachers, or future colleges or employers to view.

Illegal or Unethical Activities

a. Users will not attempt to gain unauthorized access to the Dumas ISD network or

resources beyond their assigned authorized access. This includes attempting to log on

through another employee’s account or access another employee’s files without their

knowledge or consent.

b. Users will not make deliberate attempts to disrupt the Dumas ISD network and/or

resources or destroy data by spreading computer viruses or by any other means.

c. Users will not use access to the Dumas ISD network or resources to engage in any illegal

act.

d. Users will not read, move, rename, edit, or in any way alter the files that have been

created or organized by others without their knowledge and consent.

e. Users will not engage in the use of proxies, hacking, cracking, phishing or any means

that attempts to gather or damage information from another person or organization.

f. Users will not alter hardware or software setups of Dumas ISD information resources

without the knowledge and approval of Superintendent of Dumas ISD or designee.

g. Users will not knowingly spread computer viruses, spyware, or malware.

Inappropriate Language

a. Users will not use inappropriate language in any public messages, private messages,

and material created for work to be posted on Dumas ISD webpages.

b. Users will not use obscene, profane, lewd, vulgar, rude, inflammatory, threatening, or

disrespectful language.



c. Users will not engage in personal attacks, including prejudicial or discriminatory attacks.

d. Users will not engage in the use of verbal or non- verbal forms of slander or

harassment.

e. Users will not knowingly or recklessly post false or defamatory information about

another person or organization.

Respect for Privacy

a. Users will not forward or post a personal message that was sent to him/her without,

first, obtaining permission of the person who sent the message and verifying the

message’s authenticity.

b. Users will not post information, including pictures, about another person without their

knowledge and consent.

c. If a user is asked to stop sending messages or posting content of any kind, they must

stop immediately.

Cyberbullying

a. Cyberbullying will not be tolerated.

b. Cyberbullying is “any action that harms another person while using digital systems”

including but not limited to: sending or posting any form of digital communication

through a computer or cell phone with the intent of scaring, hurting, or intimidating

another person.

c. Cyberbullying will be taken seriously whether conducted on a district-owned device or

a user’s personal device

d. Please keep in mind that whenever you post something online, it does not go away.

e. The district will educate students on Cyberbullying and how to effectively respond.

Respecting Resource Limits

a. Users will utilize Dumas ISD network and/or resources for educational and career

development activities.

b. Users will not download large files unless required for job performance.

c. Users will not post chain letters or engage in spamming. Spamming is sending an

annoying or unnecessary message to a large number of people.

d. Users will not connect to streaming services for personal use. This includes, but is not

limited to, things such as stock market tickers, Netflix/Hulu, etc. Listening to the radio

through the internet is permitted unless its service is abused.



Plagiarism and Copyright Infringement

a. Users will not plagiarize works that are found on the Internet or on the computers at

the workplace.

b. Users will respect the rights of copyright owners. Copyright infringement occurs when

a user inappropriately reproduces a work that is protected by copyright. If a work

contains language that specifies appropriate use of that work, the user will follow the

expressed requirements. If the user is unsure whether or not he/she may use a work,

the user will request permission from the copyright owner.

c. Users will not install software on Dumas ISD computers that has not been purchased

or approved by Dumas ISD without prior permission of the Technology Department. A

copy of the software media license will be kept with the Technology Department for

security and auditing purposes.

d. The district has incorporated measures to determine if a student is involved in

plagiarizing submitted content.

Streaming Services

The use of streaming services in a classroom, bearing a few exceptions for certain Netflix

documentaries (discussed below), would be in violation of the licensing and user agreements

which only allow personal use of the content.

The District does not sanction any use of streaming video content in violation of licensing and

user agreements.

Netflix

Netflix’s user agreement permits only the educational use of select original documentaries. To

determine if a title is one that may be shown in a classroom, follow these steps:

1. Go to the “Only On Netflix” section of media.netflix.com.

2. Navigate to “All Alphabetical.”

3. Titles that are available for educational screening will display a Grant of Permission on

the details page.

4. Read and comply with the Grant of Permission.

Note that the Grant of Permission permits only one-time educational screenings, which means

that you cannot hold screenings several times in one day or one week.

Hulu

Hulu’s Terms and Conditions allow only personal, non-commercial use. There are no exceptions

for classroom use, and such use would violate Hulu’s licensing terms.

Amazon Prime



Amazon Prime also permits only personal, non-commercial, private use of its content. There are

no exceptions for classroom use, and such use would violate Amazon’s licensing terms.

Disney+

The Disney Services are for your personal, noncommercial use and are intended for

informational and entertainment purposes only. There are no exceptions for classroom use, and

such use would violate Disney+’s licensing terms.

HBO Max

HBO Max grants you a limited, non-exclusive, non-transferable license to access the Platform

and view Content through the Platform for personal, non-commercial purposes. There are no

exceptions for classroom use, and such use would violate HBO’s licensing terms.

Redbox Rentals

When agreeing to Redbox Terms and Conditions, the same personal use only wording is

mentioned for streaming "On Demand" titles.

Inappropriate Access to Material

a. Users will not utilize Dumas ISD information resources, including but not limited to the

Dumas ISD network, Dumas ISD Internet access, computers, Chromebooks or laptops,

to access material that is in violation of the Children’s Internet Protection Act or that

advocates illegal acts, violence or discrimination toward other people, unless

specifically stated in job description and/or assigned duties.

b. If users mistakenly access inappropriate information, immediately alert the building

principal or direct supervisor.

EMPLOYEE RIGHTS

Search and Seizure

a. I understand and acknowledge that I have no expectation of privacy with respect to my

use of any of Dumas ISD’s information resources, including the use of its email system,

telephone system, passwords, and/or Internet usage.

b. I understand that the Dumas ISD administration, Director of Technology, or designee

has access to the contents of my personal files on Dumas ISD information resources

and my work computer.

c. I understand that routine maintenance and monitoring of the Dumas ISD network and

my computer will occur, sometimes without my knowledge.

d. An individual search will be conducted if there is reasonable suspicion that I have

violated this AUP, the Dumas ISD network guidelines, the employee’s guidelines, on

the request of the Superintendent, or the law.



e. Any allegations of misuse should be promptly reported to my building principal or

direct supervisor.

Due Process

a. Violations of this AUP may result in one of the following and will be determined by the

campus principal and district representatives.

i. Fine as defined by the campus for damages or inappropriate use

ii. Notification to parents

iii. Detention or suspension from school or school related activities

iv. Loss of network privileges

v. Termination of employment or

vi. Legal action / or prosecution

b. I understand that Dumas ISD officials will cooperate fully with local, state, or federal

officials in any investigation related to any illegal activities possibly conducted through

the Dumas ISD network or individual computers.

c. The Dumas ISD Administration or a campus principal may terminate or suspend a

student’s network or email account at any time, for any reason, providing notice to the

student.

d. The Dumas ISD superintendent or designee may terminate or suspend an employee’s

network or email account at any time, for any reason, providing notice to the

employee.

e. Email or network accounts that have not been accessed for over 90 days may be

subject to deletion.

f. In the event there is a claim that I have violated the network guidelines or the

employee’s guidelines in my use of the Dumas ISD information resources or

computers, I may formally grieve any action taken under the Dumas ISD grievance

policy.

EMAIL ACCEPTABLE USE
Dumas ISD provides email accounts to students and staff. Email is generally considered to be a

private communication medium. While Dumas ISD does honor that expectation within reason,

users should be aware that the Superintendent of Dumas ISD and/or designee, reserves the

right to review all incoming and/or outgoing emails from any user with a district-managed email

address or on district-owned equipment. Every incoming and outgoing email is both stored

indefinitely and monitored by our system.



The use of Dumas ISD’s electronic mail systems and services are a privilege, not a right, and

therefore must be used with respect and in accordance with the goals of Dumas ISD. The

objectives of this policy are to outline appropriate and inappropriate use of Dumas ISD’s email

systems and services in order to minimize disruptions to services and activities, as well as

comply with applicable policies and laws.

Scope

This policy applies to all email systems and services owned or managed by Dumas ISD, all email

account users at Dumas ISD, and all company email records.

General Expectations of End Users

a. Employees of Dumas ISD are expected to check their email in a consistent and timely

manner.

b. Email users are responsible for mailbox management, including organization and

cleaning.

c. Email users are expected to comply with normal standards of professional and

personal courtesy and conduct.

Appropriate Use

Individuals at Dumas ISD are encouraged to use email to further the goals and objectives of

Dumas ISD. Email use at Dumas ISD will comply with all applicable laws and Dumas ISD policies.

The types of activities that are encouraged include:

a. Communicating with fellow employees, business partners of Dumas ISD, and clients

within the context of an individual’s assigned responsibilities.

b. Acquiring or sharing information necessary or related to the performance of an

individual’s assigned responsibilities.

c. Participating in educational or professional development activities.

Inappropriate uses include:

a. Purposes that could be reasonably expected to cause excessive strain on systems.

b. Sending or forwarding offensive and/or inappropriate email.

c. Use of email for illegal or unlawful purposes, including copyright infringement,

obscenity, libel, slander, fraud, defamation, plagiarism, harassment, intimidation,

forgery, impersonation, soliciting for illegal pyramid schemes, and computer tampering

(e.g., spreading computer viruses).



d. Use of email in any way that violates Dumas ISD’s policies, rules, or administrative

orders, including, but not limited to, board policies, administrative policies and

procedures.

e. Viewing, copying, altering, or deleting of email accounts or files belonging to Dumas ISD

or another individual without authorized permission.

f. Sending of unreasonably large email attachments. The total size of an individual email

message sent (including attachment) should be 2 Mb or less.

g. Opening email attachments from unknown or unsigned sources. Attachments are the

primary source of computer viruses and should be treated with utmost caution.

h. Sharing email account passwords with another person, or attempting to obtain another

person’s email account password.

i. Excessive personal use of Dumas ISD email resources. Dumas ISD allows limited personal

use for communication with family and friends, independent learning, and public service

so long as it does not interfere with staff productivity, pre-empt any business activity, or

consume more than an excess of resources.

j. ALL email sent or received using Dumas ISD email resources are discoverable and subject

to public information requests. Users should not expect any right of privacy while using

the Dumas ISD email resources

k. Dumas ISD prohibits personal use of its email systems and services for unsolicited mass

mailings, non-Dumas ISD commercial activity, political campaigning, dissemination of

chain letters, and use by non-employees.

Monitoring and Confidentiality

a. The email systems and services used at Dumas ISD are either owned or fully managed

by Dumas ISD and should be viewed as its property. There should be no expectation of

privacy as the school domain is Dumas ISD property. It therefore has the right to

monitor all email traffic passing through its email system.

b. While Dumas ISD does not actively read end-user email, email messages may be

inadvertently read during routine management of the email system, network

management, or help desk activities.

c. Dumas ISD’s email filters automatically flag student and staff email which could be

considered objectionable. These emails are forwarded to the Dumas ISD

superintendent or designee for review.

d. Despite the end-user's attempts at deletion, backup copies of email messages may

exist.  These backup copies also belong to Dumas ISD and will be treated as outlined

above.

e. Use extreme caution when communicating confidential or sensitive information via

email. Keep in mind that all email messages sent outside of Dumas ISD become the

property of the receiver. A good rule is to not communicate anything you wouldn’t feel



comfortable being made public. Demonstrate particular care when using the “Reply”

command during email correspondence.

Reporting Misuse

If you receive an offensive and/or inappropriate email, do not forward, delete, or reply to the 
message. Instead, report it to your building principal or direct supervisor.

Students are not permitted to access ANY email system outside of that which is provided by 
Dumas ISD (e.g., dumasisd.org, actx.edu, disd.me).

Limitation of Liability
Dumas ISD makes no guarantees that the services provided will be error-free or defect free. 
Dumas ISD will not be responsible for any damage(s) I may suffer including, but not limited to, 
loss of data or interruptions of service. Dumas ISD is not responsible for the accuracy of the 
information obtained through or stored on the system, and users are solely responsible for the 
content they disseminate. Dumas ISD will not be responsible for financial obligations arising 
through personal, unapproved, unauthorized, or illegal use of the system.

Dumas ISD makes use of various security and content filtering technologies but makes no 
guarantees on their effectiveness.

Dumas ISD assumes no liability and will not be held responsible for direct and/or indirect 
damages to persons, files, data, or email arising from the use of its information resources.

DUMAS ISD ACCEPTABLE USE END USER AGREEMENT

I have read and understand Dumas ISD’s Acceptable Use Policy. I understand if I violate the rules 
explained herein, I may face legal or disciplinary action according to applicable laws or Dumas 
ISD policy.

__________________________________

Print Name

__________________________________         __________________________

Signature Date




