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Introduction
Technology as we know it has had dramatic shifts over the last 40 or so
years. These shifts, dynamically impact the way users interact with
technology in their business and personal lives. I believe this lifecycle can
be broken up into three critical parts including industrial age, Adoption age,
and currently the Informed Age. To understand good safety practices now
and in the future, we must understand how we got here.

Industrial Age (the Late 70s to Mid 90s)
The industrial age of computing characterized by the incredible innovation
of Dell, IBM, Apple, and Microsoft in developing the first systems that
people were able to utilize in their homes. Obviously, computing had a level
of newness, although growth and adoption were slow and steady with
innovations seeming to build naturally on the previous designs. It took time
to learn and grow into adopting these new systems.

Adoption Age (Late 90s to around 2012)
Defined by the Dot Com bubble, and the introduction of radically new
platforms like Google, Facebook, Twitter and hardware advancements with
Android, iPhone, tablet PCs and rapid application design. Software,
systems and new hardware were not only rapidly and constantly developed,
but the public craved them. Such an influx of development and innovation
gives way to poorer designs, higher security concerns, and the ignorant and
irresponsible use of powerful tools. People began looking at ways that they
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could exploit these new systems and discover weaknesses in poorly
designed hardware and software.

Informed Age(2012 to present)
Today it is essential that we understand that rapid development of new
systems are the new “normal.” However, with this new way of life, it is
important that we understand the risks associated with our modern tools
and how to protect ourselves. It is important to be informed more than
ever before and essential to understand that the modern tools we so often
take for granted, can be used to both compromise our privacy and our
identity.
In this e-book, we will briefly touch on eight issues that are essential to
protecting your privacy and freedom online and on your computer. We will
discuss data integrity, social issues, privacy and security, and what to be
aware of as we move into the future.
You must be intentional with your security practices because the “threat
actors” are very intentional. It’s critical that you make a focused effort to
limit the exposure of both your personal data and the information you have
been entrusted with.
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Information Security

Introduction
There is almost no limit to the depths of what can be accomplished today
with the birth and widespread acceptance of the internet. Education,
business, and the way people function day to day are changing at an
alarming rate. Over the last 20 years, the ability to learn almost anything
has become a reality allowing people from every walk of life to collaborate,
create, and gain knowledge about things that would have traditionally been
difficult to obtain without specific education or apprenticeships. However
with such incredible advancements come significant risks that require us to
be vigilant to understand the dangers and what precautions to take to
protect our families, students, and businesses.
I believe modern technologies like the internet are tools we can both enjoy
and must respect. As with any tool, you can learn and create incredible
things, but you also have to understand how to be safe and protect yourself
and others. This safety mindset goes much further than simply using
appropriate sites, or installing an antivirus. As a modern internet-based
society, it’s important to not only understand the safe ways to use the
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technology, but also how others use for harm, and what you can do to
prevent that.
Before we get started let’s define what we mean by Information Security.
Information Security is the measures taken to protect information stored
on a computer, computer network, computer system, or physical
documents against unauthorized use or access and the measures taken to
achieve this.
Throughout this ebook and course, we will break down the topic of
information security into eight sections.
●
●
●
●
●
●
●
●

General Information Security Awareness
Understanding Your Digital Footprint
Communication tools and their impact
Information Awareness
Security and Privacy
Social Media
Cyber Bullying
Copyright and Creative rights

Common Security Threats
To keep yourself protected it is important that you understand the most
common threats related to Cyber Security and Information Security. A
threat is defined as “Any circumstance or event with the potential to
adversely impact organizational operations (including mission, functions,
image, or reputation), organizational assets, individuals, other
organizations, or the Nation through an information system via
unauthorized access, destruction, disclosure, or modification of
information, and/or denial of service” (Johnson, Badge, Wiltermire, Snyder,
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& Skorupka,2016). Knowing what a threat is good, but knowing how these
“threat actors”(group or person posing a threat) are motivated helps us
safeguard our information. Here are the most common “threat actors”
● State-Sponsored -- usually are backed by a government entity. These
threat actors can work for years and for the long haul to gain access
to systems. Usually these target other government entities but have
been seen aiming for new targets like schools, universities, and
private organizations.
○ Motivation is usually cyberwarfare for military, economic or
political gains.
○ Best Protection: vulnerability management and keeping
systems patched.
● Organized -- these threat actors are in it for the money. They are
after PII information they can use to steal identities or hold machines
hostage for ransom.
○ Motivation - money
○ Best Protection: Good Cyber Awareness (change password
often, don't open unknown emails, keep patched up)
● Hacktivists -- these are groups that hack for social or political
agenda.
○ Motive - Political, environmental, religious, social, etc
○ Best Protection: knowing if you might be a target because of
their motives. Good Cyber Awareness
●

Lone Wolf (single threat actor) -- Gain access to your network and
financial gain. These are ones that might write ransomware, malware,
etc. They also "sell" their technology on the darkweb (cybercrime as
a service) so others profit as well.
○ Motive - Network access, monetary gain
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○ Best Protection: Good Cyber Awareness. Always think you
might be one of their targets.
Why do we need to know what a threat is and who might be causing the
threat? It is “risk”. Risk in this case is the potential loss of information or
the loss of ability to access information which would cause adverse impact
on operations of the entity such as reputation, image, function, or mission.
Ultimately it boils down to “cost”. We need to be as cyber aware as
possible, so we keep our risk low. Loss of PII data can cost the district and
the student or staff with financial or reputation damage for years to come.
An “attack” is what we call when a “threat actor” is trying to gain
unauthorized access or compromise to systems and or information.

If you experience any of the following it is important to always notify the
technology department CTO/ISO (Chief Technology and Information
Security Officer).
1. Phishing and Spear Phishing
2. Malicious code
3. Weak and default passwords
4. Unpatched or outdated software vulnerabilities
5. Removable media.
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Malware and AntiVirus
Malware is an epidemic
problem with computing
devices and can be an issue on
anything from a phone to your
desktop computer. These software programs are designed to damage or
disable the functionality of your machine. Fortunately, several companies
offer both free and paid versions. I have used Malwarebytes many times in
the past, to both clean and protect systems. As with other software
mentioned within this ebook, it is important to research this and other
products for yourself and be sure that you trust the company before
installing their software on your system. It is, however, important to have
some level of protection since your computer by default is vulnerable.
It is also highly recommended to either purchase an antivirus or find one of
the many (High Quality) free options available for personal use. Below are
a few of the free antivirus products I have used in the past. Please keep in
mind that these products are free for personal use and the companies do
expect business and professionals to purchase the software.

https://www.bitdefender.com/

https://www.pandasecurity.com

https://www.avira.com
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When considering an antivirus solution, make sure to be aware of exactly
what that service covers on your computer. For example, some antivirus
will actively scan, but with others, it is an additional fee, and the software
only supports user-controlled scanning. Others provided malware scanning
built into the antivirus while others did not. Lastly, it’s good to research the
impact the software will have on your computer's performance. Many
antivirus programs are notorious for slowing computers down due to active
scanning and processor use.

Dangers of Free Internet
I’ll take a semi-sweet, white chocolate, blond, breve, mocha hold the whip
and add a side of honeypot identity theft! Yes, hackers love coffee shops,
and no you are never safe. When you connect to any free internet service
at coffee shops, restaurants, airports or other, you are actually at very high
risk of giving loads of information to third parties or possibly even have
your computer hijacked. When you connect your
computer to WiFi, it is designed to connect the
closest access point with the most powerful
signal. If however someone has already
connected to the free internet service and set up
their radio WiFi you will likely pass through the
hacker's device unknowingly before getting to the
internet. This is called a “Honeypot” and can be
installed by the most novice of hackers for only
$99.99!  https://hakshop.com sells a device called
a WiFi pineapple that not only intercepts your internet traffic but provides
resources for the hacker to exploit the computer or the users' accounts.
For example: Using this device a hacker can let you have complete internet
access, but write a script that will redirect you when you go to Gmail.
Instead of hitting the actual gmail.com website you are redirected to the
hacker's computer sitting next to you at the coffee shop. The site you get
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looks just like a Gmail login, so you think nothing of it and type your
username and password. That’s all that is needed, and in seconds your
account is completely compromised.
So does this mean you will have your identity stolen anytime you connect to
free public WiFi? No, but it is important to understand that the danger
exists and you should be very careful where you go and what you do on
these types of connections. Also be aware of your surroundings. While
these devices can be small, it’s always a good idea to look around and see
if there is anything out of place concerning the other patrons of the store.
There are however ways to protect yourself even if you do get stuck in a
honeypot. I highly recommend subscribing to a VPN service. A VPN
encrypts your internet activity so people watching on the other side can’t
see anything you are doing. However, your traffic will be seen by the VPN
service, so you need to make sure you choose one that has a high
reputation for security. If you are a Canyon ISD staff member with a laptop,
we supply a VPN for you to use that is safe and secure.
Even though you will need to do your research for yourself and find a
company that you trust, the list of VPN providers below have been given
high marks by PC Magazine.

Turn auto connect and Bluetooth off
Have you ever noticed that you are walking through the mall or in a public
place, and suddenly your phone is connected to wifi? Computers, phones,
and tablets all have a built-in feature called auto connect. The
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auto-connect feature is great for convenience, but it is not very secure. For
instance just as described above where hackers in coffee shops redirect
traffic through their computers, they also use the names of common
internet SSID names to get people to auto-connect to their device. This
connection may not even be providing you with internet access, but since
you have made the connection, the attacker is one step closer to
compromising your device.
It’s also important to keep Bluetooth off when you are not using it.
Bluetooth is a great technology that allows us to pair many accessories
wirelessly, but there is an abundance of tools that allow hackers to exploit
active Bluetooth connections.

Filters
When we think of filters, our first thoughts are about restriction since they
prevent access to content based off of keyword, category, or content.
However filters are as much about protecting ourselves, our students and
our families as they are to restrict access. Most filters (paid or free) reduce
the risk of malware and viruses as well as protecting the user from
inappropriate or dangerous content.
In large organizations or schools, administrators pay for very expensive
filters designed to manage hundreds and thousands of people. However,
for your home and personal devices, you
can get filtering options at little or no cost.
The price all depends on the level of
management and control you want over
that material. For instance, O
 pen DNS
provides free filtering for home use and is provided by Cisco who is an
industry leader in networking equipment. Using systems like this obviously
blocks inappropriate material, but most people don’t understand that
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whether you intentionally search for and look at material that includes
pornography, hacking, anarchy or other topics, or if you get there by
accident they often are riddled with dangerous content that can damage
your computer or compromise your identity.
For example, the online pornography business grosses about ten billion
dollars per year. With that level of traffic, it is the perfect tool to embed
malicious scripts and viruses.

Apps and Extensions
With the birth of the iPhone and now Chromebook and Android operating
systems, we have been flooded with options for Apps and Extensions to
install on our devices and browsers. It’s important to know that while many
apps are fun or improve our productivity and internet experience, others
have malicious intent. For example, I recently found several apps for the
game 2048 designed for Android and Chrome web stores. The game
played and seemed perfectly normal. However, in the background, it was,
in fact, using the device to mine bitcoin. Other apps steal and send
personal information or even open up a vector for compromising your
computer or device.
There are however apps and extensions that do the opposite and help you
protect your computer. Here is a list of just a few great apps to protect
yourself on the web.
Adblock Plus: Blocks ads,
malware, and dangerous scripts
that may be running on websites
through ad content

https://adblockplus.org/
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Electronic Frontier Foundation:
HTTPS Everywhere. Provides
security on websites to ensure
that your connection is always
https

https://www.eff.org/https-everywhere

LastPass is a great tool to help
secure your passwords in one
place, so they are not in plain
sight of other people.

https://www.lastpass.com

NoScript is an incredible tool
that blocks all scripts on
websites you visit.

https://noscript.net/

Web Of Trust lets you know how
trustworthy a site is that you are
on. It’s a great tool to quickly
glance and be sure you want to
remain on the site or possibly
move on.

https://www.mywot.com

Again, please research these tools before you take my word for it. When
you install extensions or apps on your device, you need to be confident that
it is a company you trust to install and run on your computer. I have seen
people swear by a product before that was doing bad things in the
background. For example, Kaspersky has been a well-known antivirus sold
at Best Buy and other retailers for years. However, in 2017 the federal
government mandated that the program be removed from all institutions
that are involved with the government for security concerns. Never trust
one person's opinion and always do your own research.
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The Cloud
Before we can begin to talk about the risks, dangers, and benefits of “The
Cloud,” I think it’s first important to understand what “The Cloud” is. There
is almost a mysticism around the term, and most people have no clue what
this phenomenon is or where this information is stored. Regarding its
basic function, the cloud is just a fancy way of talking about the internet,
but it has evolved from the early days. Today storage is extremely cheap
while in the early days of the internet, it was extremely expensive. The idea
of having data centers with massive storage arrays was unheard of and
completely impractical.
My team and I recently upgraded our current storage and server data center
to a modernized industry standard solution. After the change was
complete, we converted four, six-foot tall server/storage rackers into
three-quarters of a single rack. This new system is faster, more reliable
and has the capacity for double what the four racks were previously
providing us. Companies like Google, Amazon, Microsoft, Apple and other
major vendors utilize this same concept on a gargantuan scale and with
even better equipment than I could install in my small datacenter. One of
Google's data centers takes up about 325,000 square feet divided among
three buildings according to datacenterknowledge.com. This is a daunting
amount of storage, and the technology continues to compress and get
better daily. With this level of capacity Google's Cloud allows all K-12
educational institutions in the country (who take advantage of it) to have an
exabyte of cloud storage in their data center. Here is an example of what
that means:
1 Kilobyte (KB) = 1024Bytes

A normal excel or word document is 10 to 500KB
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1 Megabyte (MB) = 1024 KB

Usually, a picture taken with a digital camera is 1-3MB

1 Gigabyte (GB) = 1024 MB

Most computers hold 100-500GB

1 Terabyte (TB) = 1024 GB

1 TB is about 349,525 pictures or 262,144 MP4 files

1 Petabyte (PB) = 1024 TB

1 PB is about 357,913,941 pictures

1 Exabyte (EB) = 1024 PB

1 EB is about 366,503,875,925 pictures

To put it simply available storage has expanded rapidly to the point that
files can be easily stored and shared online in a dynamic and collaborative
environment. You retain all ownership of the files you are storing on these
services, but in essence, you are putting them on a computer farm that
belongs to a large company. Companies like Google provide much of their
cloud storage for free to the general public and even more to K-12 schools
and universities, but they do however charge businesses for the same level
of service.
The ability to use storage, sharing, and collaboration in this way is
completely revolutionary and has changed the way the world thinks about
computing. However, issues around safety and security must be
recognized and addressed. We can’t just assume that what we put on
these systems is safe, but rather be mindful of the information added to
these systems and take progressive steps to secure these documents
when they are ultimately stored or shared.
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Privacy
The first thing regarding privacy that we need to be aware of is PII
(Personally Identifiable Information). This is the type of data that people
look for in order to compromise individual privacy and the privacy of the
organization as a whole. It’s important to share as little PII information as
possible when you are sharing or communicating digital files.
As more organizations begin adopting cloud platforms like dropbox,
Google, or Office 365 we find that information privacy is even more of a
concern. While providing immersive and collaborative environments, there
are inherent issues with access permissions and sharing. First and
foremost, it is important to understand that the servers that you are storing
your data on do not belong to you, and outside of privacy agreements that
very few people read, you must have a level of trust for the organization you
choose to do business with. You are also at the mercy of the companies
security practices and shortcomings. However, as I mentioned earlier
hackers are much more likely to be successful against individuals rather
than large companies like Google or Microsoft, but this does not mean they
don't try either.
The next and probably largest risk to the cloud revolves around the security
practices of you, the user. If you don't have strong passwords, 2 step
authentication, or if you are not careful how and who you are sharing
information with, you may inadvertently provide access to people that are
unintended. I have seen people in Google share an entire folder with a
coworker or even someone outside of their organization and not realize
that every file and folder underneath was also shared. I have also seen
people intend to share with one person securely, but accidentally make files
or folders public to the world. This also brings up the issue of storing
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sensitive un-”encrypted” files inside of a third party storage system like
Google. What happens if your account is compromised? Even if Google
was 100% secure without any potential of being hacked, you are the weak
link! If your account is compromised a “threat actor” gets full access to all
those sensitive files that you thought were safe.

Data classifications
To fully understand what we are safeguarding we need to define what is
data and types of data, where the data can be stored, how access needs to
be safeguarded by unauthorized access and unauthorized use. And what
happens when the data is no longer needed and needs to be disposed or
sanitized.
So what is data. According to the NIST d
 ata is any piece of information
from which any understandable information is derived. An example might
be a class roster in a spreadsheet. Another example might be a photo.

Let’s break down our data into the following common classification:
●
●

●
●

Restricted - Do not share with anyone
Confidential - Only share with the people who need it to get their job
done. This content should never be sent without using an encrypted
email system. If stored in Google Drive, the content needs to be
encrypted by District provided software (SysCloud)
Agency-Internal - Can be accessed and shared internally but not by
anyone outside of the network or domain
Public - Should be stored on Google Drive and shared whenever
needed
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Now that we know what type of data we have let’s look at what form and
location the data might be found.
●

●

Form - how the information can be stored.
○
File - Word Doc, Google Doc, email, photo
○
Communication - phone text message, app communication (example:
class dojo)
○
Physical paper document
Location - where the information can be stored.
○
Local media - local hard drive
○
USB - thumb drive / external Hard Drive
○
Attachment - email attachment, web attachment
○
File Cabinet, desk drawer, top of desk
○
Cloud
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Data Safeguards
Now that we know what data is and how it can be stored, we need to be
aware of some best practices on how to safeguard that data. We need to
safeguard in the following ways:
●
●
●
●

Unauthorized Access
Unauthorized Use
Securely Storing the information
Securely disposing and sanitizing the information after use

Unauthorized Access
Any information access that is not authorized by the entity that owns the
data is considered “unauthorized access”. Below are some simple ways to
help prevent unauthorized access.
●
●
●
●
●
●
●
●

Keep OS’s up to date with Security Patches
Keep firewall turned on
Use Strong Passwords - change them regularly
Malware/Anti-virus software installed and up to date
Email safety
Lock doors and cabinets
Encrypt information - at rest and in transit
Password protect screen savers

Unauthorized Use
Any information that is used in an unintended manner is considered
“unauthorized use”. Below are some examples of how to safeguard against
unauthorized use.
● Don’t share data with others not related to the business task the data
was intended for. This includes any verbal or electronic sharing.
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● Review any 3rd party privacy statements making sure they are not
sharing your data
● All users should have signed an Acceptable Use Agreement( Policy)
before having access to data
● Verify data access controls in software and or hardware is working
and set up correctly. Review on a regular basis. This will limit access
to data to only the jobs that need access
● Remove accounts and access as soon as users leave the
organization
● User training about data use

Securely Storing the information
Understanding where and how data is stored is very important to securing
information. Different data types have different needs as to the level of
securing the data. Keep in mind that some data should be eyes only to
specific users where other data is ok to be seen by everyone. Generally
speaking here are some ways to securely store information.
● Data stored on paper/ archived on media needs to be in a locked
room and if possible in a locked file cabinet only accessible by
authorized staff.
● Encrypt any detachable storage. IE USB drives, thumb drives, etc
● Password Protect files that have Restricted or Confidential data. Or
the entity feels needs limited access to the file.
● Have restricted use of shares. Locally or on the cloud that are
controlled by group access. Making sure these groups are updated
regularly.
● Secure file transfer. Use of SFTP or HTTPS encrypts the data during
transfer.
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Securely disposing and sanitizing the information after use
What do we do with the data after it is no longer needed. There is still
information in the files that need to stay secure and private. We can not
simply throw away the file folder or media containing any type of sensitive
data. Here are some best practices on disposing or sanitizing the
information.
● Clear - A method of sanitization that applies programmatic, software based
techniques to sanitize data in all user-addressable storage locations for
protection against simple non-invasive data recovery techniques; typically
applied through the standard Read and Write commands to the storage
device, such as by rewriting with a new value or using a menu option to
reset the device to the factory state (where rewriting is not supported).
● Purge - A method of sanitization that applies physical or logical techniques
that render Target Data recovery infeasible using state of the art laboratory
techniques.
● Destroy - A method of sanitization that renders Target Data recovery
infeasible using state of the art laboratory techniques and results in the
subsequent inability to use the media for storage of data
http://cisd.io/Student_Privacy
Adapted from NIST Draft Special Publication 800-88 Rev 1: Guidelines for Media
Sanitization; Section 2.5 – Types of Sanitization
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Communications

Introduction
With tools like email, Snapchat, texting, social media, and the many forms
of collaborative tools available to us, it can be easy to get comfortable
using these resources and forget about some of the dangers behind them.
In the same way, as we use communication tools for productivity and fun,
others use them to take advantage of others and trick people into divulging
personal or sensitive information. It’s important to understand the tactics
and methods used by hackers, predators, and identity thieves to promote
the safe and productive use of the internet and its resources.

Email
Email has revolutionized the way we communicate. My email is tied to
nearly every device in some way, and it's usually the easiest way to get in
touch with me. However, it becomes extremely easy for everyone to
inherently trust email or in some cases click elements in emails without
actually knowing who they came from. Hackers are very skilled, and use
tools like “Spoofing,” “Phishing,” “Spamming,” “and “Malware” to infect your
computer or otherwise get you to provide personal or identifying
information.
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Generally speaking emails, you send ARE NOT secure. Sure big companies
like Google, Microsoft, Yahoo and others provide layers of security like
“Two Step Authentication,” but much of the time users never take
advantage of these tools. Also, the vast majority of email compromises
come from the user, not the company providing the email service.
Consider for a second Google; Sure there are people out there trying to
hack Google’s services, but the company is very large and has some of the
top security professionals in the world. The more practical approach for a
hacker is not to attack the company, but to attack users with a poor
understanding of internet safety and security. I have known several
executives of organizations personally who used their name and a number
or some other identifying easy to remember the password. Also, keep in
mind that you typically tie everything in some way to your email account. If
I am a hacker and I can get access to your email account, it becomes much
easier to decompile your online profile, accounts, and contacts. For
instance, if I want into your facebook account and have already
compromised your email account, I simply need to do a password reset on
Facebook and lock you out.
Getting a better understanding of how to secure your email accounts is a
great first step to building your digital profile and protecting yourself.
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Spoofing
Techopedia.com defines Spoofing as:
Spoofing, in general, is a fraudulent or malicious practice in which communication is sent from an
unknown source disguised as a source known to the receiver. Spoofing is most prevalent in
communication mechanisms that lack a high level of security.

This is a common problem with email and comes in many forms. I have
seen employees receive emails from high-level employees in an
organization requesting a bill to be paid immediately. Other times it's a
company like UPS, Best Buy, a Credit Card, or any other number of
possibilities. The difficult part is emails like this often look very legitimate,
but often seem a bit odd. There are ways to verify the authenticity of the
email, but most organizations will not send you an email to reset password
credentials, conduct a high-level transaction, or obtain sensitive
information. If you are unsure, it is always best to contact the person or
organization directly to confirm that the email is legitimate.
To further emphasize the point, I spent about 10 minutes and created a
program that would simulate a spoof email to a test Hotmail account I set
up. See the screenshots below for the results.

Notice in the first screenshot, the email is from “alert@facebook.com”
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This looks pretty legitimate, but it, in fact, came from my web server and
never originated from facebook.com or anyone at Facebook.

The email uses a common scare tactic indicating that there has been
unusual activity on my facebook account and it may have been
compromised. It stresses simply that I need to reset my password and
conveniently provides a link for me to do so. If I was to click the link,
several things could happen including:
● The computer is immediately compromised giving a hacker complete
access to my computer.
● I get a virus and logs my keystrokes, internet activity, or does any
number of other unwanted tasks.
● Takes me to a website that looks just like facebook and has a place
for me to enter my credentials.
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If it’s the latter, and I fill out the information on the page thinking I am
resetting my password, I will likely be providing the hacker with my
facebook account password and it will be compromised. Furthermore, if I
also use that password for my email, twitter, Instagram or other online
accounts, they will also be compromised shortly after providing the
information.

Every email account allows
options for seeing more details
on the email that was received.
In this case, if I click the down
arrow and select “View Message
Source” I can see those details.
Notice if I check the source of the email it states that the reply to address is
facebookhelper101@gmail.com. Facebook would never use a
non-facebook email address to communicate with users.
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This is also why you should never assume that messages from people you
know that have been sent to spam are legitimate. Many times hackers will
use this method to compromise one person's email account only export
their entire contact list and do the same to everyone on that list. People are
much more likely to open an email from a friend for associate than any
other type of email. Usually, if it is in the junk or spam, it is there for a
reason.
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Phishing and Spear Phishing
The Threat
Scammers using Phishing a method of deceiving people into disclosing
PII (Personal Identifying Information). This not only puts you and Canyon
ISD at risk, but also the students information that you are in care of. A
Spear phishing attack is a type of targeted phishing that focuses on a
specific individual or group of individuals. A good example of this would
be accounts payable for the school district.

Indicators
The following are suspicious indicators related to phishing and spear
phishing:
● Uses e-mail
● May include bad grammar, misspellings, and/or generic greetings
● May include maliciously-crafted attachments with varying file
extension or links to a malicious website
● May appear to be from a position of authority or legitimate company:
○ Your employer
○ Bank or credit card company
○ Online payment provider
○ Government organization
● Asks you to update or validate information or click on a link
● Threatens dire consequence or promises reward
● Appears to direct you to a web site that looks real

Spear phishing specifically:
● Has a high level of targeting sophistication and appears to come
from an associate, client, or acquaintance
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● May be contextually relevant to your job
● May appear to originate from someone in your email address book
● May contain graphics that make the email look legitimate
Effects include, but are not limited to:
● Deceiving you into disclosing information
● Allowing adversary to gain access to your and/or your organization’s
information

Countermeasures
The following countermeasures can be taken to guard against
phishing and spear phishing:
●
●
●
●
●
●

Watch out for phishing and spear phishing
Delete suspicious emails
Contact your system security point of contact with any questions
Report any potential incidents
Look for digital signatures
Configure Intrusion Detection Systems (IDS) to block
malicious domains / IP addresses

Do not:
●
●
●
●

Open suspicious emails
Click on suspicious links or attachments in emails
Call telephone numbers provided in suspicious emails
Disclose any information

If you suspect you may have been a target of phishing, report it to the
district CTO/ISO
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Two Step Authentication
When my bank first implemented Two Step Authentication, I was extremely
annoyed. Now to get into my bank account, I had to get a text message or
a phone call confirming who I was. What if I didn’t have my phone on me?
I tied my ability to access my content to a device, and that was very
inconvenient. Later I found that Google was encouraging all users to use
this same methodology for security on their Gmail accounts. Honestly, it
took me a few years to accept it, but I finally broke down and set it up for
my personal and work email accounts. Now, if I see this as an option, I
almost always take advantage of it. Honestly, it’s still a bit inconvenient at
times, but I know that unless someone gets access to my phone, my
account is much safer than those who do not have this service available.
The good news is there are multiple ways to use this service. While I still
have to get a text message from my primary bank, my Paypal, Gmail and
other accounts take advantage of “Google
Authenticator.” With this app, you can
download for Android or iPhone that
generates a unique code every 60 seconds.
Whenever you sign into your account on an
unrecognized device for the first time, it will
ask for the code, and you simply have to
open the app and type it in. You also have
the option of tying it with the app (iPhone) or directly to your phone
(Android), so if someone tries to log in, your phone will prompt you with
“Did you just try to log in?”. If you click “YES” it will let you in, but if you click
“NO” it will deny the person who is attempting to access your account.
To be completely honest, most email compromises are not from hackers
attacking companies like Google, Microsoft, or Yahoo. The majority are
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from users error, bad passwords, and insecure practices. Adding dual
authentication is not only recommended, but it adds an extra layer of
security to your account making it even harder for dangerous people to get
access to your stuff.

Know who you are talking to
Predators
The internet is full of people wanting to do you harm. They hide in the deep
dark places of the web, but they are also on your community forums,
facebook, twitter, Linkedin, and chat programs. People who are adept at
deception and will make you feel safe and have the same thoughts, political
beliefs, frustrations, religious affiliation, and interests. However, these
people make a very strong income, or in some cases use the relationship to
put you and your family in danger. It honestly cannot be overstated that
communication with people online who you have never met is strongly
ill-advised. It is almost impossible to be fully sure that the person you are
talking too is safe and not trying to scam or hurt you.
If you do have any form of communication there are a few key things that
you need to consider:
1. NEVER provide any identifying or private information.
2. Be careful with pictures. People can do a lot with a picture. For
instance, if a predator was gaining information on you, they may only
need a picture to track you down with the right tools.
3. Be careful sharing your city, state, and zip
4. Don’t friend people you don’t know
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Digital Footprint

Introduction
Did you know you have a digital footprint? Did you know it follows you
everywhere you go? It’s no secret that the government monitors what you
do online, but it goes much more in-depth than "big brother" is watching.
Everything you do online and offline is saved, searchable and recorded in
some way. When you first connect to the internet your Internet Service
Provider (ISP) saves and monitors your traffic habits, the government
keeps a record of your activity, and most websites are tied in with large
companies like Google, Amazon, and online ad agencies so you can receive
personalized ads that address your interests.
Have you ever noticed that when you search youtube, Google, Amazon or
look for anything online, you begin seeing advertisements the align with
those same interests and searches? Maybe you decide to stop at Best Buy
and check out some of the newest tech or video games. Don’t be surprised
if the next time you pop on your favorite website, there are ads for Best Buy
electronics! Even the location data on your phone that is tied in some way
to your digital footprint connects the two and tries to pair your interest with
available product.
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All this talk about monitoring, tracking, privacy issues, and targeted ad
placement can be a little scary in and of itself, but none of it quite as
concerns as the long-term damage you can do to yourself and others if that
digital footprint is tainted. It can be very difficult to reverse things done
online, and they can come back and affect future employment,
relationships, and potentially impact your freedom.
Everytime you click approve, allow, or choose to open up an internet
browser and type, there is an inherent loss of privacy. Even the apps your
download may be downloading location data, phone usage data, or even
personal information depending on what those apps requested access to
when you installed them. Today, nearly every system is connected in some
way, so credit card data can be linked with your phone and GPS app, which
might correlate to a search you did or a post you made on social media.
Advertisers, Governments, and other institutions have highly skilled people
and tools that are dedicated to analyzing data both on an individual and
mass scale and then reaggregate it to meet their needs.

Online Activity
It’s important to understand that anything and everything you do online or
on a computer can be retrieved if the need arises. Every website you go to
is tied directly back to you. I don’t mean to your home, I mean to you as a
person and to the exact device you were using and what you did when you
were on it. People use tools like Proxies, VPNs and special browsers to
hide and what they are searching, but the truth is that unless you are highly
skilled and fully understand the technical concepts of how networking,
servers, and the internet work you will likely only be deceiving yourself. For
example, let's say you do everything right can hide what you are doing from
an internet standpoint. You would have to be very careful to stay off of
mainstream websites like Google or anything that requires a login.
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Secondly, if your computer can be identified it could be possible to trace it
back to the person who purchased it and where it was purchased.
I am not saying all this because I think anyone reading this ebook is looking
to start a career in hacking. However, to make the point that even
experienced technical people have a difficult time hiding their activity
online, so the average person needs to understand that what they do online
will leave a mark and possibly be seen by others. These marks can easily
come back to haunt you in various ways even many years down the road.
This could also be embarrassing if you don’t realize what is happening
when you search content that is considered inappropriate, illegal, or
unethical. For example, many years ago a business owner asked me to
locate some files on a computer with a fried hard drive. These files were
very important and to get them I had to completely erase the hard drive
twice to set it back in line (it had a very bad virus on it). After this, I ran a
tool that cost me $65 at the time, and not only did it pull back every single
file that had ever been on the computer, but also every single inappropriate
image that business owner had been looking at on the internet. What the
owner did not realize is that when you go to a website and an image of any
kind loads, it stores it (called caching) in a temporary folder on the
computer. This folder is cleared out often, but nothing you put on a
computer is ever truly deleted.

Why should you care
So you don’t look at inappropriate material, you don’t upload embarrassing
pictures online, and you share as little as possible online. Why is your
digital footprint important? With today's tracking mechanisms you are
probably sharing more than you realize. Not only can this leak of data be
dangerous in protecting your identity, but digital footprint hackers may
steal or misinterpret the data you leave behind. Have you ever had interest
in visiting another country? Let’s say on facebook you have been critical of
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a US company sending manufacturing jobs to China. Maybe you even
made an off the wall comment about China as a country or put their labor
practices in a negative light. If you ever chose to visit China or even
another country, it is possible that you could be detained or depending on
the laws and the country jailed or tortured. I highly encourage anyone
reading this to check out the internetsociety.com links below, they
articulate the dangers around digital footprint and help people be more
aware of what to do to be mindful of building a positive one.
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Information Awareness

Introduction
The lack of knowledge and understanding has been the downfall of many
great people and civilizations. There is a great dichotomy between the
benefits of the growth of knowledge and its detriment. I have recently
heard it said that knowledge doubles every three months. I am sure that is
up for some level of debate, but the major we face today as opposed to any
time in history is that with the rapid and correlated abundance and growth
of knowledge and technology, there is no time for acclimation and
stabilization. Throughout history, the human race has grown as a society
through periods of innovation and growth followed by periods of years
where the people grew accustomed to the new technologies of the day.
Today, we are not only seeing a change at an exponentially faster pace than
any other time in history, but we also have less time to adapt to that change
before the next new advancement.
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Here are just a few examples:
1. The first home computers were being developed by Apple and IBM in
the mid-70s
2. Through the 70s 80s and early 90s growth was consistent, but over
30 years people began adopting the idea of having a personal
computer
3. In the mid-90s Dell and Gateway among other computer
manufacturers were selling home PCs at an incredible rate. Internet
speeds were increasing, and more people began adopting the idea of
the internet to the home.
4. The early 2000s there was a massive push to getting a dot com, and
Yahoo began beating out AOL as the search provider of choice
5. Then in rapid succession between 2000 and 2006, we saw the
introduction of:
a. Facebook, Google, Gmail, YouTube, Twitter, and social media
change our perception of the internet.
6. 2007 the iPhone was introduced and completely rocked the cell
phone world.
7. 2010 Ipad was introduced
8. 2011 Chromebooks
9. Every year since there has been an influx of new technologies and
tech companies including Virtual Reality, Artificial Intelligence,
Augmented Reality, Smart Watches, Drones, Internet of things, and
many more incredible advancements.
The point in all of that is to show that we must be vigilant to understand
more than ever before the technologies and resources that we are
adopting. The days of slowly experiencing and steadily advancing
computing technology have come to an end. It took from 1977- the early
2000s for personal home computers to become mainstream. It took 2-4
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years for smartphones to become the primary form of communication and
today we see advancements in AI, VR, and IoT on a monthly basis.

Continue Learning
Technology may or may not be your forte, but over the last 17 years, we
have evolved into a technology integrated society. You can make the
argument that the full culture shift has mainly been in the last five years or
so between 2013 and 2018. Most future jobs will have some level of
technical understanding associated with the position, and those who don’t
have that knowledge will be left behind. For better or for worse, we are
married to it, and it simply is not going away. So the best thing we can do
is stay informed and when you are not informed stay wise and cautious.
Think about the consequences before you post, email, or search.

Open source and Free
There is a wonderful community surrounding open source
software, free internet tools, and royalty free media. Many of
these people dedicate years of their life helping develop projects
they believe will enhance the lives and productivity of others.
While I am a huge fan of Open Source and free software, this is
another area that you need to research and be informed about. Before the
fish gets the worm, it’s free too! In the same way that there are people that
care about enhancing the internet and the intrinsic value it brings and
believes in being a part of something bigger than themselves, there are
equally people that will use the open source and free community for their
gain and the detriment of others.
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I just like the 2048 game I mentioned earlier there is an astronomical list of
free resources that were found to have compromising content that either
uses a person’s device for purposes the user did not intend or as a way of
damaging systems or obtaining a person's personal information. For years
I cleaned computers filled with software marketed as free tools to clean
your computer, speed up your computer, or stop viruses. These programs
were, in fact, doing the very thing they were supposedly marketed to stop,
but people see “Clean your PC for FREE!!!” and think it is a trustworthy tool.
There are many great resources and skilled people that provide in-depth
reviews on these types of products, and with a little research, it can be very
simple to determine if a product is safe or if it's just a free virus.

IoT - Internet of Things
Welcome to the age of the Internet Of Things! Our world is becoming even
more connected than ever before. Smart watches, phones, TVs, home
devices, lighting and much much more are just the tip of the iceberg.
Billions of micro-devices are becoming mainstream technology on a
massive scale. The city of London England is becoming an IoT smart city,
West Texas A&M University
is offering a Bachelors of
Science in IoT, and many
companies are embracing
the technology for their
storefronts and products.
These small computing
machines can connect over
their network as well as
integrate into the internet
as a whole. They can be as
small as a sensor the monitors the water system of a city or as big as an
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android robot. Even modern medical implants almost always have WiFi not
so it can be adjusted without having to go through an invasive procedure.
Now imagine if a device like that was hacked!
The inherent problem with all of these devices connecting our lives is the
security issues they create. Hackers are very creative when looking for
ways to steal your identity or compromise your systems, and when adding
many devices, they not only provide convenience and exciting new features
but also many more vectors for attack. All devices can be compromised
and the more devices you have and the more of them that are
interconnected, the easier it is. This is why it's important to understand as
much as possible about new technologies and stay up to date on security
issues that may impact those devices.

Know how to react
The most important step you can take is not to overreact to a security
event. If you have identified a concern it is always important to notify your
administrator and the districts IT department about the concern. Never
under any circumstances reach out to or communicate with the threat
actor. This could ultimately put you, the organization or your students at
risk. If you become aware of a leak or sharing violation make sure to
resolve it as soon as possible, but always notify a district authority. There
may be other ramifications that you are unaware of so it is important that
technology is aware of the situation in order to further investigate.
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Security and Privacy

Introduction
In a digitally connected world, understanding security and privacy concerns
are one of the most critical things you can do as a digital citizen. With the
growth of opportunities, tools, and online resources there is an inherent
loss of privacy as you leave your digital footprint across the web. However,
with good security practices and understanding about the areas of privacy
you can control in your digital life you can be more secure and take back a
greater level of control.
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Passwords
Complexity
This section on passwords may be one of the shortest in the ebook, but it
cannot be over-emphasized how important a strong password is. The
following are some basic guidelines for creating a strong password (taken
from the Google help page on password creation - See Links below):
Don’t use Dictionary or personally identifiable words.
Use special characters
Replace letters with characters ie, techpass2018 = T3ch*p@$s2018!
Abbreviate ie, “Joes birthday is on 9/3/76
○ J0bD@S3!
● Use phrases rather than words
○ It’s a long way two the ^ if U wanna Rock Roll
○ S@lly S3lls Sea She!!s by the Seashore
○ An 0pen <3 = an 0pen MIND!
● Try not to repeat passwords
●
●
●
●

Saving Passwords
Every browser available has an option to save passwords. You can see this
in action when you log into a site and your browser prompts you to save the
password. If you are going to use this feature, you should only use it with
the lowest level of password you have with accounts you are least
concerned about. While this can be a major convenience, it is a huge
security risk. While these services have a basic level of security, you can
extract the actual password from any one of these systems without a
tremendous amount of effort. As mentioned earlier in the section about
extensions, there are some great programs like LastPass that allow you to
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save and encrypt your passwords in one place. Some of these services
cost money, but paying for that is much more secure than storing them in a
browser that can be compromised more easily.

Hacking
Flash Drives
I remember when I was first going to college one of the primary supplies
required for nearly every class was a 3.5 floppy drive. Those things held a
whopping 1.44MB (see storage above for a size comparison chart). I filled
drawers with these little things packing them full of research papers, notes,
and other school-related resources. When I went back for my Masters in
Education, I carried one, 64GB flash drive. Let me go ahead and do the
math for you; That tiny little flash drive holds 45,504, 3.5 floppy disks.
However, like many of the good things discussed in this ebook, there is a
dark side to flash drives as well. Since they are so convenient and have
large amounts of storage (Mine today is 1TB around sixteen times bigger
than my 64GB drive) and the fact that every
modern computer has a USB interface for these
things, they are also exceptional tools for delivering
dangerous payloads.
I attended a security awareness
conference where the speaker
gave examples of how he
conducts penetration testing for
businesses. A penetration test
is essentially where a business pays a hacker a large
sum of money to ethically hack their organization. They
find the problems, write a report and instruct the technical staff or
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administration on how to fix vulnerabilities. He said one of his go-to tools
was using flash drives to gain remote access to the clients' computers. He
had a very interesting methodology that was both intriguing and downright
scary. Once the penetration test had begun, he would take a day and walk
through the parking lot of the business and strategically drop nice flash
drives in plain sight. Anyone who has purchased a good flash drive knows
they run about $15 - $50. Wouldn't it be great to walk through a parking lot
and find a $50 flash drive? You may want to think twice next time you have
the opportunity; this tester preloaded malicious content on the drives
before sprinkling them across the parking lot so that once a user plugged
them one into a computer, it would immediately run a script giving him
unattended access to that machine.
The scary thing here outside of the obvious is that the user never actually
knows their machine is compromised. If a good hacker is doing their job
well, your computer will be compromised, and your data taken off or
actively monitored, and you will never know. Once the hacker has access
to the computer, he/she begins mining that machine to extract any
credentials or identifying information. This allows the hacker to not only
further exploit the person but also their friends and coworkers. So, next
time you find a free flash drive laying on the ground, it might be in your best
interest to just keep on walking!
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Online accounts
We put a huge amount of trust in people and companies we don't know
while online. Every time you want an app, service, free access to a
resource, or an account with your new favorite website, there is a list of
standard personal information you must provide to create an account. To
name a few:
●
●
●
●
●

Name
Address
Phone
Email address
And of course, a password

You may consider this very standard stuff, but I can assure you that in the
wrong hands, hackers and identity thieves can do bad things with less
information than this. I knew of a young programmer several years back
that had a great idea for an online business. This guy spent months of his
life for about half a year working on this website day and night. When the
product was ready to go to market, he did very little advertising and was
instantly making lots of money by people signing up for his free version and
then upgrading to the full paid version. I conducted a security review on the
website and found some very alarming problems. To start off, he was not
running Secure Socket Layer (SSL). This is when you go to a website, and
you see "https" in the address bar or in some cases you see a lock that says
"Secure." This means that information was being transmitted without any
layer of security. Next, once the information was received by the server and
stored in the database, it was stored in clear text format instead of an
encrypted algorithm. This means that he (or any hacker) could see
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thousands of users email, username, and password clearly without having
to decrypt it.
Outside of the site not being secure, the user would have never known that
all this information was displayed to anyone who had access to the
database. I'm sure nobody reading this ebook has EVER used the same
username and password on multiple sites, but for the thousands of people
who likely were using the same or similar passwords on my friends' site,
the door was opened for any hacker to obtain compromising information
for thousands of people. Imagine the number of users who provided a
Gmail or Hotmail address and used the same password for this system as
they did for their email accounts! The owner of the site could potentially
have instant access to email, facebook, twitter, or other personal accounts.

Now just food for thought. Imagine if my friend was not an ethical person,
but rather a hacker trying to steal as much information from as many
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people as possible. Wouldn't it be a great idea to develop some online tool,
encourage thousands of people to sign up to get access to this free tool?
You could even make the site look secure by using SSL, privacy policies
and another verbiage to make people feel safe, while in the background
they are collecting your username and password for exploiting your
accounts and the accounts of your friends? This kind of trickery happens
every day, and your only defense against it is to be extremely careful what
information you give and how you give it. Here are a few guidelines:
1. Avoid using the same or similar password on all sites especially ones
you are not familiar with
a. I have layers of passwords starting with a standard junk
password for low-level accounts that I don’t have full trust in
and moving to more complex unique passwords for things like
email and my bank
2. Get a junk email address. In fact, get five!
a. You can avoid a tremendous amount of spam and protect
yourself if you use an email for friends, family and important
contacts/accounts and another (or more than one) for junk
accounts.
b. With services like Gmail, you can even link your junk accounts
to your primary account, so it feels like you only have one email
account. That may be a little too technical for some, but it is
easily doable.
3. Make sure you follow the strong email safety tips mentioned earlier
such as 2 step authentication.
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Software and firmware updates
Several years ago I took a class on hacking, and one of the tasks was to
build a website that would compromise a computer. The website was
designed to attack computers using Internet Explorer (IE) 9. At the time the
current version of IE was 11, and this was typically deployed through
standard windows updates. So if you were not running windows updates
and you visited my site with IE 9, it would instantly give me complete
control over your computer. The process took seconds, and the user never
had a clue that anything was happening. Obviously, I was in a controlled
lab while doing this, but things just like this happen every day. On one
occasion I was able to locate a computer on the network with an outdated
printer driver, and through some basic level tools gained complete
administrative access to the machine through the printer driver.
The point in detailing these two hacking techniques is that they were not
difficult and the information to conduct the attack is highly available online
for anyone who wants to learn. The moral here is that you should be
diligent to run any and all Microsoft, hardware, and software updates. In
2017 there was a brand of particularly nasty ransomware that every version
of windows was vulnerable to. The only version exempt from this was the
most recent Windows 10 update and in 2018 it was discovered that nearly
every computer, phone, and tablet build since the mid 90s was highly
vulnerable to an exploit that would harvest your information unless you ran
the intel, Microsoft, Android, or Apple patches to fix the issue.

50

Canyon ISD - Information Security Training

APPS
What did we ever do without all of our essential apps like Google Keep,
Authenticator, Maps, and of course Angry Birds? App stores on both major
platforms (Android, and Apple) are chalk full of free games, productivity
tools, social media and other categories of software. It satisfies our
fast-paced lifestyle and the need for instant gratification. I can’t tell you
how many times I have downloaded an app used it for 10 or 20 minutes
and then dumped it. It’s so convenient just to click, install, and run the
many apps available in the various marketplaces. However, how many
times have you looked at the prompt that tells you what the app will have
access too? Here are a few dangerous app requests:
1. Authenticate user accounts. This means your password may pass
through the app to the creator.
2. Read sensitive log data
a. Check out this article where an app was sending keystroke data
to the app creator!
b. https://www.makeuseof.com/tag/carrier-iq/
3. Read your contacts
4. Process Calls
5. Send Text messages
6. Post and read your social media
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Social Media
Introduction
Social media isn’t new from a technology standpoint, but it seems to be an
area few people fully understand. People use the different social media
platforms in a variety of ways, and it's important that when we interact
online, we understand the concepts of digital citizenship and why it is so
important. People tend to become much more brazen when they are
sharing their beliefs, political views, and opinions online. What we don't
realize is that the words we say online have long-lasting and far-reaching
effects. For instance, I am aware of several employers who have let people
go simply because of a negative post about the company, their job, or a
coworker. I have even personally bypassed a job candidate that looked
very good on paper, but upon reviewing their social media posts found
them to be lacking the character and values of people I want in my
department.
You also have to be mindful of what you share. Once you click post, you
can be sure that that comment will stay with you and will be found by
someone who is looking. But, maybe you would argue; "I control my privacy
settings so only friends can see my posts." Even if this is true, you can't be
sure that what you put on these sites won't be shared by a friend or even be
openly distributed if your account has been compromised. It's common
practice for identity thieves to compromise accounts and search pictures
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and posts for things would have otherwise been considered a private
conversation between a select group of people. Once this information is
compromised, they often lock the user out of their Facebook account and
ransom the information or content by threatening to distribute it unless a
fee is paid. Also, if your account is compromised a hacker may post things
on your account that you would never post to defame you or harm your
reputation.
People must be especially careful with the fact that you never really know
what is going on, with the people you are communicating with. So-called
friends might record video sessions, take screenshots of chats, or even use
their cell phone to take pictures of information you are "privately" posting.
A good rule of thumb when it comes to social media and online networking
tools is to never assume a guarantee of privacy regardless of the settings
you have in place or the policy of the company.

Digital citizenship
Your online presence
About a month ago, I was giving an interview to a reporter who was asking
me about how we protect students at our school. I emphasized our focus
on digital citizenship and training students to make safe and informed
choices when interacting with social media or online content. The reporter
then asked me to define what I meant by "Digital Citizenship." Since the
digital era has become mainstream so rapidly, most people understand
how to use the tools, but very few grasp the concept of being a good digital
citizen. This concept is not so far off of being a normal citizen. This
concept simply revolves around the type of person you are seen as and the
level of respect you have while online. A good digital citizen, not only
understands the tools and how to use them but is aware of the dangers
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and appropriate ways to interact with others using these tools. This is not
to say you can't express your opinions or even take a controversial stance,
but it all goes back to your digital footprint and how respectful you are
when expressing that opinion. For example, Facebook seems to be a hub
especially during election season for people to come out of the woodwork
expressing their views on society, religion, and politics. Some people are
belligerent and disrespectful of others viewpoints while others share their
opinion in an opposite manner. As a good rule of thumb, before you post a
comment, send a tweet, or upload a picture make sure its something you
are comfortable with the world seeing. Regardless of your privacy settings,
once you put something out there, it is nearly impossible to take back, so a
little wisdom before posting is a step in the right direction of becoming a
contributing digital citizen.
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Cyber Bullying

Introduction
Cyber Bullying is a major problem online today. This is not only limited to
primary education students, but rather a more systemic problem as a result
of a poor understanding of the internet. As mentioned before in the digital
footprint section and the social media section, what you do online to others
is long-lasting and far-reaching. in fact www.bullyingstatistics.org says
that approximately 4400 suicides every year are a direct result of someone
being bullied online. Almost everyone was "bullied" at some point during
their primary and secondary education years, but when we talk about
cyberbullying, it is a completely different concept. Unlike name calling,
playground fights, or one person being mean to another, cyberbullying does
not go away when you go home, or over time. In fact, depending on the
depth of the defamation, it may have permanent effects on a person life.
I have heard of multiple cases around the country where a person posted a
photo or made an accusation on a social media site as a "joke" that
resulted in an embarrassing and sometimes detrimental situation for the
person who the post or picture was about. How often do we hear of
politicians or celebrities who are under extreme scrutiny because of a
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personal picture that was leaked or a wrong statement that turns the
masses against them? The only way to protect others from these types of
attacks is to fully educate people to think before they post.

Not harmless
Several years back, I read an article where a woman was interacting with a
video chat with her "boyfriend" in a provocative way. Unknown to her, the
male student on the other side of the video was taking screenshots and
videos of the entire conversation. He shared it with several friends who
then shared it again, and within a matter of days, the embarrassing pictures
of this girl were spread so far it was impossible for her to escape without
taking drastic life-altering measures.
The adage “sticks and stones may break my bones, but words will never
hurt me” has been made completely irrelevant with the fact that now unlike
ever before, words don’t go away, they linger and hide in the depths of the
internet until an opportune time to hurt the persona again.
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Creative Rights

Introduction
Copyright and Creative rights for digital content have always been a grey
area, and it can be difficult for people to understand the ethics and even
dangers behind infringing on these protections. There are legitimate
sources where you can obtain free images, sounds, web designs and
templates. In my experience, these free tools will meet your needs about 30
or 40% of the time. When searching images on Google or even looking on
some of the darker places of the web, you can find almost any type of
creative work for free. This does not, however, mean it is legal. Outside of
the legality, it's important to understand that people have invested their
valuable time creating the content with the intent of generating revenue. By
downloading content or using programs like “PhotoShop” to remove
protection and watermarking from images is legally considered stealing
and is not only unethical but can have legal ramifications resulting in high
fines or jail time.

Avoiding Trouble
Honestly, if you have to ask or if you question “is this legal” or “is this
ethical,” you should probably just assume that it should not be done.

57

Canyon ISD - Information Security Training
Usually, you don’t have those types of questions unless you are trying to
justify something that you understand is wrong. To put it another way; if
you spent your time and effort designing, creating, or building something
digital and someone else took your hard effort and packaged it to make
them look good or even to generate a profit as part of something they were
doing, wouldn’t you be upset? Of course, you would! You spent your
valuable time investing in something that defines you and your work.
Always check the usage agreement. For instance, some content can be
used for personal use, but not commercial. Other content may be for
education only, but not personal or commercial. Nearly every time you find
digital content that is free, there are some terms of use for it. Look for
content that references the Creative Commons Zero (CC0). This means
that you can use their image or content free of charge without any
reference. Other sites like h
 ttp://linea.io fall under the Creative Commons
Attribution license meaning that you are welcome to use the content for
free, but you must provide a reference or attribution to linea to use their
icons. There are many different licenses, and they all have distinct
requirements, so it is important to fully understand the license agreement
of the content you want to use.

Understanding Royalty Free
Royalty free is another copyright term that people tend to confuse. Some
people/companies choose to charge royalties if you want to use their
material in part or in full. All royalty free means is that after you buy the
content, you don’t have to pay royalties. You are free to use it for the
project intended. However, many times when you buy images or digital
content, the vendor provides a license for use. In this case, you may only
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be licensed to use the product on one project. Just because you purchased
something does not mean you own it or that you may have unlimited
applications for that content.

Conclusion
In this ebook, we covered a lot of scary things about computers and the
internet, but if you approach these things with respect and understand the
dangers inherent to the modern tools that are available, you will be one step
closer to keeping yourself and your family safe in the digital jungle. I have
heard that special forces, FBI, and other agencies teach that you should
always know your surroundings and have an exit plan at all times. Take the
same mindset to the internet and your interaction with new technologies.
Never go into a new environment at surrender your personal information,
devices access, or connectivity to a technology that you are ignorant about.
Be mindful of what that tool is doing and what access you are giving it. In
short, this entire book can be summed up by saying: It’s not a problem to
approach new technology with excitement or even try the new and
emerging technologies coming out, but do so with a security mindset with
the understanding that people are looking to exploit your lack of caution.
Typically hackers are lazy, just like a burglar may bypass a house with a
security system, a hacker may bypass an informed user. Could a burglar
use highly technical tools to bypass the alarm and get into your house?
Sure, but why do that when your neighbor leaves their door unlocked? Stay
safe, and get ready to embrace the future safely and securely.
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INDEX
Active attacks: An Active attack attempts to alter system resources or effect their
operations. Active attacks involve some modification of the data stream or creation of
false statements. Types of active attacks are as following:
Encryption: In cryptography, encryption is the process of encoding a message or
information in such a way that only authorized parties can access it and those who are
not authorized cannot. Encryption does not itself prevent interference, but denies the
intelligible content to a would-be interceptor.
Information Security: sometimes shortened to infosec, is the practice of protecting information by
mitigating information risks. It is part of information risk management. It typically involves preventing
or at least reducing the probability of unauthorized/inappropriate access, use, disclosure, disruption,
deletion/destruction, corruption, modification, inspection, recording or devaluation, although it may
also involve reducing the adverse impacts of incidents. Information may take any form, e.g.
electronic or physical.,[1] tangible (e.g. paperwork) or intangible (e.g. knowledge). Information
security's primary focus is the balanced protection of the confidentiality, integrity and availability of
data (also known as the CIA triad) while maintaining a focus on efficient policy implementation, all
without hampering organization productivity.[2] This is largely achieved through a structured risk
management process that involves: https://en.wikipedia.org/wiki/Information_security

Passive attacks: A Passive attack attempts to learn or make use of information from
the system but does not affect system resources. Passive Attacks are in the nature of
eavesdropping on or monitoring of transmission. The goal of the opponent is to obtain
information that is being transmitted. Types of Passive attacks are as following:
https://www.geeksforgeeks.org/active-and-passive-attacks-in-information-security/
NIST: National Institute of standards in Technology
Risk: Threat--Any circumstance or event with the potential to adversely impact
organizational operations (including mission, functions, image, or reputation),
organizational assets, or individuals.
https://texreg.sos.state.tx.us/public/readtac$ext.TacPage?sl=R&app=9&p_dir=&p_rloc=
&p_tloc=&p_ploc=&pg=1&p_tac=&ti=1&pt=10&ch=202&rl=1
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Threat: Any circumstance or event with the potential to adversely impact organizational
operations (including mission, functions, image, or reputation), organizational assets, or
individuals.
https://pubext.dir.texas.gov/portal/internal/resources/DocumentLibrary/HB3834%20Ap
plication%20for%20Certification%20Guide.pdf
Threat Actor: According to Tech Target, “a threat actor, also called a malicious actor, is
an entity that is partially or wholly responsible for a security incident that impacts – or
has the potential to impact – an organization's security.”
https://www.beyondtrust.com/blog/entry/difference-between-a-threat-actor-hacker-atta
cker
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Helpful Links
Antivirus and AntiMalware
Great Antimalware Tool
https://www.malwarebytes.com/

Copyright Free Resources
Free icons for private and commercial use
https://iconmonstr.com/
http://flaticons.net

Free Images
https://pixabay.com

Filters
Internet filters for the home
https://www.opendns.com
http://www1.k9webprotection.com/

Information and learning resources
Information about Internet Safety
https://www.gcflearnfree.org/internetsafety

Digital Footprint Information
https://www.internetsociety.org

Cisco Internet of Things Informational
https://www.cisco.com/c/en/us/solutions/internet-of-things/overview.html

Password Security Information
Google 2 Step Authentication Setup
https://www.google.com/landing/2step/

Google guidelines on strong passwords
https://support.google.com/accounts/answer/32040?hl=en
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