
Invisible Thieves

Invisible Thieves
Have you received an e-mail like this?

photos.com

Watch out for scams. You could lose your money or identity.

This message is top secret. I am from Nigeria. There are millions of dollars that have been put 
in my account. But I can't transfer it out of the country because of local laws. If you send a 
thousand dollars to cover the processing fee, I will put a million dollars in your account as a 
reward. Send me the money order and your account number. This is 100 percent real, with no 
risk to you.

Sounds like a great deal. In fact, it sounds too good to be true. And it is. It's a scam. A scam is 
meant to trick people. You will never get a million dollars-or your money back.
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Invisible Thieves

Jeff Shake

Your Number Is Up
Many spam, or junk, e-mails try to get your money. They are from people who are "phishing" 
for your personal information. When people phish, they send out spam with the hope that 
you'll fall for their trick. They want your name, credit card numbers, and Social Security 
number. That information can be more valuable than your money! Once someone has your 
personal information, he or she can use your credit card. The thief can even steal your 
identity and pretend to be you when buying things.

Devon, 18, from San Diego, California, told Extra that his identity was stolen when he was just 
a kid! The thief used Devon's Social Security number to get credit cards in Devon's name. 
Devon now has trouble getting credit cards. He was almost turned down for a cell phone. "It 
was very upsetting," Devon said. "[The thief has] been using [my information] for 10 years, 
and I'm only 18!"
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Protect Yourself
It is important to protect yourself from e-mail scams and people who phish for information. 
Never give out personal information. And if an offer sounds too good to be true, it is.

Quick Quiz

Top 10 Categories of Fraud Complaints

· Identity Theft
· Internet Auctions
· Foreign Money Offers
· Shop-at-Home/Catalog Sales
· Prizes/Sweepstakes and Lotteries
· Internet Services and Computer Complaints
· Business Opportunities and Work-at-Home Plans
· Advance-Fee Loans and Credit Protection
· Telephone Services Others
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Invisible Thieves - Comprehension Questions

Name: ___________________________________ Date: _______________

1. What do most junk e-mails try to do?

A. get your money

B. crash your computer

C. go to your trash folder

D. give you information

2. What should you do to protect yourself against people who want to steal your 

money?

A. write and read a lot of personal emails

B. only give out personal information if someone needs it to transfer money

C. never give out personal information

D. never use the Internet

3. Why was it hard for Devon to get a credit card after someone else stole his identity?

A. The person who stole Devon's identity bought things while pretending to be him.

B. It's hard for someone to get a credit card in San Diego.

C. Devon was too afraid to get a credit card, because he thought someone would steal it.

D. It was impossible for Devon to prove he was himself.

4. "I can't transfer my money out of the country because of local laws." 

In the sentence, the word transfer most nearly means

A. earn

B. borrow

C. spend

D. move

5. The passage "Invisible Thieves" is mostly about

A. a famous thief and how he hid from police

B. tricks to steal your personal information

C. top secret information about Nigeria

D. how to pay for something by credit card
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Invisible Thieves - Comprehension Questions

6. What will happen if you send a thousand dollars to a stranger who says he needs it in 

order to send you a million dollars?

7. Is the person who wrote the email in the first paragraph really from Nigeria?

8. The question below is an incomplete sentence. Choose the word or phrase that best 

completes the sentence.

People who have your personal information can steal from you, ________ don't give 

your personal information to strangers!

A. while

B. after

C. unless

D. so
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Invisible Thieves - Comprehension Questions

9. Which object shows something that has become a dangerous tool for those who are 

committing fraud?

10. If you gave someone money without expecting him/her to pay you back, are you a 

victim of fraud when they don't pay you back?
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