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Information Security Policy

Purpose

Information  security  is  the  protection  of  Malakoff  ISD’s  information  resources,  applications,

networks, and computer systems from unauthorized access, alteration, or destruction.

The purpose of the information security policy is:

To establish an organization-wide approach to information security.

To prescribe mechanisms that  help identify  and prevent  the compromise of  information

security and the misuse of Malakoff ISD data, applications, networks and computer systems.

To define mechanisms that protect the reputation of Malakoff ISD and allow Malakoff ISD to

satisfy  its  legal  and  ethical  responsibilities  with  regard  to  its  networks'  and  computer

systems' connectivity to worldwide networks.

To define roles and responsibilities required to maintain an effective information security

program.

To prescribe  an effective  mechanism for  responding  to  external  complaints  and queries

about real or perceived non-compliance with information security standards.

To  delegate  responsibility  of  development  and  maintenance  of  information  security

standards to the designated Information Security Officer (ISO) of Malakoff ISD.

General Policy

Throughout the document the terms "must" and "should" are used carefully. The term "must" is not

negotiable; the term "should" is a goal for Malakoff ISD. Information security standards must be

developed to meet the following security objectives of Malakoff ISD while allowing the organization

to operate efficiently and effectively:

Malakoff  ISD  will  use  a  layered  approach  of  overlapping  controls,  monitoring  and

authentication to ensure overall security of data, network, and system resources.

Security reviews of servers, firewalls, routers and monitoring platforms must be conducted on

a regular basis. These reviews must include monitoring access logs, and results of intrusion

detection software, where it has been installed.

Vulnerability and risk assessment tests of external network connections must be conducted

on a regular basis. At a minimum, testing should be performed annually, but the sensitivity of

the information secured may require that these tests be done more often.

Education should be implemented to ensure that users understand data sensitivity issues,

levels of confidentiality, and the mechanisms to protect the data. This should be tailored to
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the role of the individual: network administrator, system administrator, data custodian, and
users.

Roles & Responsibilities

Information Resources Manager (IRM): Responsible to Malakoff ISD for management of information
resources. The designation of a Malakoff ISD IRM is intended to establish clear accountability for
setting standards for information resource management activities, provide for greater coordination
of the organization's information activities, and ensure greater visibility of such activities within
and  between  organizations.  The  IRM  has  been  given  the  authority  and  the  accountability  by
Malakoff  ISD  to  implement  procedures,  standards,  and  guidelines  to  protect  the  information
resources of Malakoff ISD.

Information  Security  Officer  (ISO):  Responsible  to  the  IRM  for  administering  the  information
security  function within  Malakoff  ISD.  The ISO is  Malakoff  ISD’s  internal  and external  point  of
contact for all information security matters. The ISO duties include but are not limited to:

Assuring the information security standards are updated on a regular basis (at a minimum
annually) and published as appropriate.
Appropriate  training  is  provided  to  data  owners,  data  custodians,  network  and  system
administrators, and users.
Appoints  a  person,  if  applicable,  to  be responsible  for  security  implementation,  incident
response,  periodic  user  access  reviews,  and education of  information security  standards
including, for example, information about virus infection risks.

Technology  Management  Team  (TMT):  Designated  as  a  coordinating  group  comprised  of
information technology personnel from Malakoff ISD, chaired by the IRM, chartered with the task to
establish  procedures  to  implement  information  security  standards  within  their  areas  of
responsibility, and for monitoring compliance. 

Program Manager: Assigned information resource ownership; responsible for the information used
in carrying out program(s) under their direction and provides appropriate direction to implement
defined security controls and procedures.

Technical Manager (TM): Assigned custodians of information resources; provide technical facilities
and support services to owners and users of information. TMs assist Program Management in the
selection of cost-effective controls used to protect information resources. TMs are charged with
executing the monitoring techniques and procedures for  detecting,  reporting,  and investigating
breaches in information resource security.
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Owner: The manager or agent responsible for the business function, which is supported by the 
resource, the individual upon whom responsibility rests for carrying out the program that uses the 
resources. The owner is responsible for establishing the controls that provide the security. The 
owner of a collection of information is the person responsible for the business results of that 
system or the use of the information. Where appropriate, ownership may be shared by managers of 
different departments.

Custodian: Guardian or caretaker; the holder of data, the agent charged with implementing the 
controls specified by the owner. The custodian is responsible for the processing and storage of 
information. For server applications Information Technology is the custodian; for micro and mini 
applications the owner or user may retain custodial responsibilities. The custodian is normally a 
provider of services.

User: Has the responsibility to (1) use the resource only for the purpose specified by the owner, (2) 
comply with controls established by the owner, and (3) prevent disclosure of confidential or 
sensitive information. The user is any person who has been authorized to read, enter, or update 
information by the owner of the information. The user is the single most effective control for 
providing adequate security.

Information Technology (IT): The Malakoff ISD technology department responsible for computers, 
networking, and data management. 

Internal Auditor: Ensures that Malakoff ISD’s information resources are being adequately secured, 
based on risk management, as directed by the IRM acting on delegated authority for risk 
management decisions. 

System Administrator: Person responsible for the effective operation and maintenance of 
information resources, including implementation of standard procedures and controls to enforce 
information security standards. Whereas Malakoff ISD will have one Information Security Officer, 
technical management may designate a number of system administrators.

Exceptions

In certain cases, compliance with specific information security standards may not be immediately 
possible. Reasons include, but are not limited to, the following:

required commercial or other software in use is not currently able to support the required

features;

legacy systems are in use which do not comply; or

costs for reasonable compliance are disproportionate relative to the potential damage.
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In such cases, a written explanation of the compliance issue must be developed and a plan for
coming into compliance with the excepted Malakoff ISD standard in a reasonable amount of time.
Explanations and plans should be submitted according to the following process for approval:

A request for an exception is received by the ISO along with a business case for justifying the
exception.
The ISO analyzes the request along with the business case, then determines if the exception
should be accepted, denied, or if it requires more investigation.
If  more investigation is  required,  the  ISO and TMT determine if  there  is  a  cost-effective
solution to the problem that does not require an exception.
If there is not an alternate cost-effective solution, and the risk is minimal, the exception may
be granted.
Each exception must be re-examined according to its assigned schedule. The schedule can
vary from 3 months to 12 months depending on the nature of the exception.

Any exception request that is rejected may be appealed to the IRM.

Disciplinary Action

All  Malakoff  ISD  information  resources  are  subject  to  certain  rules  and conditions  concerning
official and appropriate use as specified. Violations of information security standards are subject to
disciplinary review and action, as appropriate.

Violations may include, but are not limited to any act that:

exposes  Malakoff  ISD  to  actual  or  potential  monetary  loss  through  the  compromise  of
information resources security;
involves the disclosure of sensitive or confidential information or the unauthorized use of
Malakoff ISD data or resources; or
involves  the use of  information resources  for  personal gain,  unethical,  harmful,  or  illicit
purposes, or results in public embarrassment to Malakoff ISD.

Violations of information security standards may result in immediate disciplinary action that may
include, but may not be limited to:

formal reprimand;
suspended or restricted access to Malakoff ISD information resources;
restitution or  reimbursement  for  any  damage  or  misappropriation  of  any  Malakoff  ISD
property;
suspension without pay;
termination of employment;
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termination of contract; or
civil prosecution or state and/or federal criminal prosecution.
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