
Tips for Strong, Secure Passwords

By ConnectSafely in Featured, Safety Tips

A strong password is your first line of defense against intruders and imposters.

Never give out your password to anyone (except your parents). Never give it to 

friends, even if they’re really good friends. A friend can – accidentally, we hope –

pass your password along to others or even become an ex-friend and abuse it.

Don’t just use one password. It’s possible that someone working at a site where 

you use that password could pass it on or use it to break into your accounts at 

other sites.

Create passwords that are easy to remember but hard for others to guess.

When possible, use a phrase such as “I started 7th grade at Lincoln Middle School 

in 2004” and use the initial of each word like this: “Is7gaLMSi2004.”

Make the password at least 8 characters long. The longer the better. Longer 

passwords are harder for thieves to crack.
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Include numbers, capital letters and symbols. Consider using a $ instead of 

an S or a 1 instead of an L, or including an & or % – but note that $1ngle is NOT 

a good password. Password thieves are onto this. But Mf$1avng (short for “My 

friend Sam is a very nice guy) is an excellent password.

Don’t use dictionary words: If it’s in the dictionary, there is a chance someone 

will guess it. There’s even software that criminals use that can guess words used 

in dictionaries.

Don’t post it in plain sight: This might seem obvious but studies have found 

that a lot of people post their password on their monitor with a sticky note. Bad 

idea. If you must write it down, hide the note somewhere where no one can find 

it.

Consider using a password manager. Programs or Web services like 

RoboForm (Windows only) or Lastpass (Windows and Mac) let you create a 

different very strong password for each of your sites. But you only have to 

remember the one password to access the program or secure site that stores 

your passwords for you.
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Don’t fall for “phishing” attacks. Be very careful before clicking on a link (even if it 

appears to be from a legitimate site) asking you to log in, change your password or 

provide any other personal information. It might be legit or it might be a “phishing” 

scam where the information you enter goes to a hacker. When in doubt, log on 

manually by typing what you know to be the site’s URL into your browser window.

Make sure your computer is secure. The best password in the world might not do 

you any good if someone is looking over your shoulder while you type or if you forget 

to log out on a cybercafe computer. Malicious software, including “keyboard loggers” 

that record all of your keystrokes, has been used to steal passwords and other 

information. To increase security, make sure you’re using up-to-date anti-malware 

software and that your operating system is up-to-date.

Consider a “password” for your phone too. Many phones can be locked so that 

the only way to use them is to type in a code, typically a string of numbers. 

Sometimes when people with bad intentions find unlocked phones, they use them to 

steal the owners’ information, make a lot of calls, or send texts that look like they’re 

coming from the owner. Someone posing as you could send texts that make it look 

like you’re bullying or harassing someone in your address book with inappropriate 

images or words.



Tips to Help Stop Cyberbullying

By ConnectSafely in Safety Tips

Here are some tips if you or someone you know is being bullied – and advice for 

ending (or preventing) the cycle of aggression.

Don’t respond. If someone bullies you, remember that your reaction is usually 

exactly what the bully wants. It gives him or her power over you. Who wants to 

empower a bully?

Don’t retaliate. Getting back at the bully turns you into one and reinforces the 

bully’s behavior. Help avoid a whole cycle of aggression.

Save the evidence. The only good news about digital bullying is that the 

harassing messages can usually be captured, saved, and shown to someone 

who can help. Save evidence even if it’s minor stuff – in case things escalate.

Block the bully. If the harassment’s coming in the form of instant messages, 

texts, or profile comments, do yourself a favor: Use preferences or privacy tools 

to block the person. If it’s in chat, leave the “room.” This may not end the 

problem, but you don’t need harassment in your face all the time, and no 

reaction sometimes makes aggressors bored so they’ll stop.
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Reach out for help. You deserve backup. Of course you know there are different 

kinds of help, from talking with a friend to seeing if there’s a trusted adult who can 

help. It’s usually good to involve a parent but – if you can’t – a school counselor 

can sometimes be helpful. If you’re really nervous about saying something, see if 

there’s a way to report the incident anonymously at school. 

Use reporting tools. If the bullying took place via a social network, use that 

service’s reporting or “abuse” tools. If the abuse threatens physical harm, you may 

have to call the police, but think about involving a parent if you do.

Be civil. You’re doing yourself a favor. Even if you don’t like a person, it’s a good 

idea to be decent and not sink to his or her level. Research shows that gossiping 

about and “trash talking” others increase your risk of being bullied.

Don’t be a bully. You know the old saying about walking a mile in someone’s 

shoes; even a few seconds of thinking about how another person might feel can 

put a big damper on aggression. That’s needed in this world.

Be a friend, not a bystander. Forwarding mean messages or just standing by and 

doing nothing empowers bullies and hurts victims even more. If you can, tell bullies 

to stop, or let them know bullying is not cool – it’s cruel abuse of fellow human 

beings. If you can’t stop the bully, at least try to help the victim and report the 

behavior.



Tips for Smart Videogaming

By ConnectSafely in Safety Tips

Virtual worlds are user-driven. Positive experiences in virtual worlds largely 

depend on participants’ behavior toward each other and how well the space is 

supervised. As with social network sites, most of the content in these worlds is 

the communications of their users and therefore more likely policed (or reacted 

to) than controlled. You need to know that 1) there are worlds that youth can find 

and access which are not designed for minors and do little to block them, and 2) 

some teen and adult worlds have communications tools in addition to instant 

messaging, in-world email, and text chat, including voice and video chat 

features. The latter can be risky for children and teens to use. 

Virtual play, real reputations. By now all teens have heard that things they say 

in live game chat, type into VW chat windows, post in profiles, and text on 

phones can be captured and shared elsewhere. What do your profiles and the 

appearance of your avatars say about you? Know a comment can come back to 

haunt you! Research shows teens don’t always think about how – over time –

texts and posts can collectively turn into a reputation that can be hard to turn 

around. Teens keep in mind that, in cyberspace, you have pretty permanent, 

searchable paper trails that you, other players, and VW companies contribute 

to, consciously or unconsciously (e.g., companies often keep chat logs to track 

problem behavior).
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Passwords are private! Research shows that kids tend to share their 

passwords with each other, so it’s important teens understand how harmful that 

can be – that friends can sometimes be mean or stop being friends and can use 

passwords to impersonate and embarrass or hurt them. 

Virtual shopping and consumerism. Most virtual worlds allow users to shop for 

their avatars and furnish their virtual spaces. This is a great opportunity for kids 

to learn a little financial literacy and critical thinking about consumerism and 

marketing as well as charity.

Critical thinking essential. Virtual worlds are great tools for learning about 

social influencing. Teens should be as alert online as offline if people are being 

extremely nice or offering excessive virtual gifts. Is this attempted manipulation? 

Is there an ulterior motive? Critical thinking about what they and others say, give, 

and upload as well as what they read, consume, and download is protective as 

well as empowering. It’s the filter that goes everywhere you do and improves 

with age!
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Cellphone Safety Tips

By ConnectSafely in Safety Tips

Cellphones are increasingly full-blown handheld computers, and everything that 

can be done on the Web via computer – photo-sharing, Web browsing, game 

playing, tune-swapping, real-time text chat, and (oh yeah) talking – can be done 

on a phone. Here are some basic ideas for keeping mobile phone use safe and 

constructive: 

Smart socializing. Use the same good sense about what you post from your 

phone as from a computer. Once they’re posted, text, photos, and video are 

tough to take back, can be copied and pasted elsewhere, and are up there pretty 

much forever. Think about the people in them (including you!). Reputations are at 

stake – even more so if racy photos are involved. Just best not to go there.

Phones are personal. Letting other people use your phone when you’re not 

around is like letting them have the password to your social network profile. They 

can impersonate you. Which means they can play tricks on you that could really 

become a problem. It’s a very good idea to lock your phone when you’re not 

using it.
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Bullying by phone. Because people socialize on cellphones as much as online, 

cyberbullying can be mobile too. Treat people on phones and the Web the way 

you would in person, and the risk of being bullied goes down. Be aware, too, of 

people randomly taking pictures at parties, in locker rooms, etc. – you may not 

want to be tagged in their social-network photo albums!

Sexting: The vast majority of kids – 99% – are smart and don’t take, send, or post 

or even store nude photos of themselves or peers on their phones. People who do 

so can be charged with production, distribution, or possession of child 

pornography, a serious crime. They can also be subjected to jokes, bullying, 

blackmail, expulsion from school, loss of a job, etc. and the images can circulate 

forever. Just don’t go there.

The value of “presence.” If you do a lot of texting, consider the impact that being 

“elsewhere” might be having on the people around you. Your presence during 

meals, at parties, in the car, etc. is not only polite, it’s a sign of respect and 

appreciated.

http://www.netfamilynews.org/?p=31028


Down time is good. Constant texting and talking can affect sleep, 

concentration, school, and other things that deserve your thought and focus. You 

need your sleep and real friends understand there are times you just need to turn 

off the phone – harassment can happen between midnight and morning too.

Social mapping. Most cellphones now have GPS technology and there are a 

growing number of services that allow friends to pinpoint each other’s physical 

location. If you use such a service, do so only with friends you know in person, 

and get to know the service’s privacy features!

No texting while driving! Research shows that texting while driving can 

significantly increase the risk of a crash or near-crash situation. Silence your 

phone in the car, pull over if you need to use it, and of course follow your state’s 

hands-free laws for mobile phones in cars.



Tips to Prevent Teen Sexting

By ConnectSafely in Safety Tips

“Sexting” usually refers to the sharing of nude photos via cellphone, but it can 

happen on other devices and the Web too. The practice is far from normative 

among young people, but when it does come up, great care is needed. Sexting 

can have serious psychological or even legal consequences if teens or kids 

are involved.

It’s illegal. For maximum safety and peace of mind, do not share nude or 

sexually suggestive photos of yourself or anyone else. Though increasingly 

rare, there have even been cases of teens being charged with producing and 

distributing child pornography. The owner of a phone or computer with nude 

photos of anyone under 18 stored on it could be charged with possession. If 

they go to someone in another state (which can happen really easily) it could 

lead to federal felony charges.

Other serious consequences: Then there’s the emotional (and reputation) 

damage that can come from having intimate photos of yourself go to someone 

you might’ve thought was a friend or potential friend who forwards them on in 

what amounts to a violation of your trust. That can be really hurtful, obviously. 

And as you know, digital photos are too easy to copy and paste onto the Web, 

where they can be archived and searchable pretty much forever. 
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The bottom line: Stay alert when using digital media. People aren’t always who they 

seem to be, even in real life, and sometimes they change and do mean things. 

Critical thinking about what we upload as well as download is solid prevention, and 

prevention in this case is the best protection by far.

Teens:

If a sexting photo arrives on your phone, first, do not send it to anyone else (that 

could be considered distribution of child pornography). Delete the photo(s). If it 

would help – especially if you’re being victimized – talk with a parent or trusted adult.

Tell them the full story so they can figure out how to support you. Ask them to keep 

you involved.

If the picture is from a friend or someone you know, then someone needs to talk to 

that friend so he or she knows sexting is against the law. You’re actually doing the 

friend a big favor because of the serious trouble that can happen if the police get 

involved. Get the friend to delete the photo(s).

If the photos keep coming, you and a parent might have to speak with your friend’s 

parents, an attorney, or school authorities.
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Social Web Tips for Teens

By ConnectSafely in Safety Tips

Be your own person. Don’t let friends or strangers pressure you to be someone 

you aren’t. And know your limits. You may be Net-savvy, but people and 

relationships change, and unexpected stuff can happen on the Internet.

Be nice online. Or at least treat people the way you’d want to be treated. People 

who are nasty and aggressive online are at greater risk of being bullied or 

harassed themselves. If someone’s mean to you, try not to react, definitely don’t 

retaliate, and talk to a trusted adult or a friend who can help. Use privacy tools to 

block the meanies.

Think about what you post. Sharing provocative photos or intimate details online, 

even in private emails, can cause you problems later on. Even people you consider 

friends can use this info against you, especially if they become ex-friends.

Passwords are private. Don’t share your password even with friends. It’s hard to 

imagine, but friendships change and you don’t want to be impersonated by anyone. 

Pick a password you can remember but no one else can guess. One trick: Create a 

sentence like “I graduated from King School in 05″ for the password “IgfKSi05.”
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Read between the “lines.” It may be fun to check out new people for friendship or 

romance, but be aware that, while some people are nice, others act nice because 

they’re trying to get something. Flattering or supportive messages may be more 

about manipulation than friendship or romance.

Don’t talk about sex with strangers. Be cautious when communicating with people 

you don’t know in person, especially if the conversation starts to be about sex or 

physical details. Don’t lead them on – you don’t want to be the target of a predator’s 

grooming. If they persist, call your local police or contact CyberTipline.com.

Avoid in-person meetings. The only way someone can physically harm you is if 

you’re both in the same location, so – to be 100% safe – don’t meet them in person. 

If you really have to get together with someone you “met” online, don’t go alone. 

Have the meeting in a public place, tell a parent or some other solid backup, and 

bring some friends along.

Be smart when using a cellphone. All the same tips apply with phones as with 

computers. Be careful who you give your number to and how you use GPS and 

other technologies that can pinpoint your physical location.



Promises

Amy’s Choice

Survivors Diaries
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