
Position:  Network/IT Security Contract Tech 

Reports To:  Technology Coordinator 

Description:  This is a contract worker position paid monthly through ESSER funds.  Contract 

performance will be reviewed each year in June to determine if the contract will continue for another 

year while ESSER funds are available.   

Qualifications:  The WPSB Technology Department is looking for qualified applicants with a background 

that includes training, certifications, higher education, and on the job experience performing the 

responsibilities related to the position of Network/IT Security Contract Tech.   

Preferred Experience:  Bachelor’s Degree with a specialty in networking and IT security with additional 

networking and IT security certifications relevant to the position.  Minimum: Associate’s Degree with 

specialty in networking and IT security plus applicable networking and IT security certifications along 

with 3+ years of on the job experience working in the field of networking and IT security or no degree 

with applicable networking and IT security certifications along with 5+ years of on the job experience 

working in the field of networking and IT security.  Please make sure to describe your qualifications in 

detail.  Only qualified applicants for this position will be considered for an interview.  Must be able to 

pass a background check. 

Responsibilities: 

 Responsible for day to day IT security of the district network 

 Provide guidance and recommendations to the Technology Coordinator on improvements to the 

IT security posture of the district network 

 Responsible for recommending current and future IT security expenditures for the district, 

identify IT security software needed for the Network/IT Security Contract Tech to perform the 

day to day duties of network management, systems management, IT security, IT service 

management, and application management. 

 Work with ISP on a managed firewall solution to verify and maintain network security while 

allowing required programs to function 

 Perform internal and external vulnerability scanning along with penetration tests to identify 

weak points in the district network and remediate 

 Work with managed switches to create and edit existing switch policies to secure and optimize 

network security 

 Responsible for conducting, verifying, testing, managing, and maintaining the district backup 

and restore solution on a daily basis 

 Responsible for working in a VMWare environment with multiple SANs and will be required to 

create and maintain VMs with various operating systems as necessary to perform duties 

 Research and implement IT Security best practices such as Multifactor Authentication 

 Manage employee information security training platforms including yearly cybersecurity 

awareness training and phishing tests 

 Assist with maintaining and monitoring web content filtering 

 Monitor antivirus software for cyber threats, vulnerabilities, compromises, endpoint detection 

and response and take action when necessary 



 Perform patch management, network management, application management as needed  

 Assist with monitoring and resolving network related issues either remotely or onsite 

 Assist with account creation, maintenance, management, and security in District systems  

 Work with the IT Coordinator to update and create policies and procedures related to IT Security 

Plan, asset management, control management, change management, incident response plan, 

disaster recovery, and more 

 Participate in trainings as required for the position to stay informed on new technologies 

and cybersecurity threats and communicate with staff as needed concerning new threats 

 Communicate with various sources including government, law enforcement, insurance 

companies, staff, vendors, and the community concerning cybersecurity threats, attacks, and 

response 

 Abide by all state and federal laws concerning rights to privacy acts involving student and 

parents. 

 Create, maintain, and train on documentation related to job responsibilities 

 Position will report daily to the Harper Pathways to Excellence Center on all days that the 

Webster Parish School District and the Technology Department is open 

 Some remote work and working on days the District is closed may be required  

 Other duties as assigned 

The physical demands described here are representative of those that must be met by an employee to 

successfully perform the essential functions of this job. Reasonable accommodations may be made to 

enable individuals with disabilities to perform the essential functions. While performing the duties of this 

job, the employee is frequently required to sit or stand for long periods of time. The employee is required 

to use hands to handle or feel controls, talk and hear. The employee must occasionally lift or move heavy 

objects that could be in excess of twenty pounds. 
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Print Name:             

 

SIGNATURE:             

 

DATE:       _    


