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Internet AUPs protect students, staff and school districts from unsafe material as 
well as from potential fraud and data theft. These policies guide students and 
teachers to use online tools and other means of technical communications 
differently than they use them at home. By clearly defining rules and implementing 
measures to oversee interactive Internet use, schools can leverage the benefits that 
Web 2.0 tools add to the curriculum while minimizing potential risks and meeting 
regulatory compliance. Below are the primary regulations that drive today’s AUPs. 
Student Safety 
• Protecting Children in the 21st Century Act (Title II of the Broadband Data 
Information Act) The Children in the 21st Century Act requires that school districts 
include a plan for educating students about appropriate online behavior, netiquette, 
Internet privacy, and cyber bullying awareness in their Internet AUPs2. In addition, 
schools applying for E-Rate will have to certify on their 486 Form that their AUP 
or Internet safety policy clearly states that they are “educating minors about 
appropriate online behavior, including interacting with other individuals on social 
networking Web sites and in chat rooms and cyber bullying awareness and 
response.”3 
• Children’s Internet Protection Act (CIPA) CIPA requires schools and libraries 
receiving E-rate funds to certify that they have an Internet safety policy that 
includes technology measures to protect students’ privacy and safety. 4 
• Children’s Online Privacy Protection Act of 1998 (COPPA) COPPA protects 
children’s privacy and prohibits most children under 13 from participating on many 
social media websites. This is important to remember, because some children’s 
interactive sites are perfectly acceptable to use at home but restricted at school 
Data Protection 
• Family Educational Rights and Privacy Act (FERPA) 
FERPA requires that education IT leaders protect the personal data stored about 
students, families and staff from inappropriate access and/or distribution.5 

 
 
 
 
You are being given access to the District's electronic communications system. 
Through this system, you will be able to communicate with other schools, colleges, 
organizations, and people around the world through the Internet and other 
electronic information systems/networks.  You will have access to hundreds of 
databases, libraries, and computer services all over the world.                     
With this opportunity comes responsibility.  It is important that you read the 
District policy, administrative regulations, and agreement form and ask questions if 
you need help in understanding them.  Inappropriate system use will result in   
the loss of the privilege of using this educational and administrative tool.        
 
Please note that the Internet is a network of many types of communication and 
information networks.  It is possible that you may run across some material you 
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might find objectionable.  While the District will use filtering technology to 
restrict access to such material, it is not possible to absolutely prevent such 
access.  It will be your responsibility to follow the rules for appropriate use.  The 
rules are for Vega ISD equipment as well as personal devices used on Vega ISD 
property, whether using the Vega ISD network or your personal 3G/4G connection. 
 
    
 
RULES FOR APPROPRIATE USE: 
 

The account is to be used only for educational and administrative purposes.                          
You will be held responsible at all times for the proper use of your account, 
and the District may suspend or revoke your access if you violate the rules. 

 
Remember that people who receive e-mail from you with a school address 
might think your message represents the school's point of view. Employee 
participation should be work-related, not reflect adversely on the district, be 
consistent with district policy, and does not express any position that is or 
may be interpreted as inconsistent with the district’s mission, goal, or 
strategic plan. 

 
 
Social Networking: 
 
This policy has arisen due to the increasing need to ensure our staff and students 
remain safe while online. ‘Teaching a way of living’ implies that we are preparing 
our students for the world they live in. Universities, Colleges and Schools all over 
the world are employing social media to engage their communities. However there 
are certain groups and settings that may infringe on the professional boundaries of 
school staff. School staff has a duty of care for the wellbeing of students and 
they must do this by acting responsibly and demonstrating appropriate behavior at 
all times. It is important that this behavior is modeled inside the online 
community.  Social Networking such as (but not limited to) Facebook, YouTube, and 
Twitter will only be used for educational purposes and with teacher supervision. 
 
When is it appropriate to use social networking for educational purposes? 
 To communicate   

To share   
To provide access to resources  
To discuss and collaborate   
To publish 

  
Do not talk about your professional role in any capacity when using social media 
such as Facebook or YouTube. 
 
Ensure that your online activity both in school and outside of school will not bring 
your organization or professional role into disrepute. 
 
Ensure any contact with pupils is kept strictly within an educational context. 
 
Don’t reveal names of colleagues or any other confidential information acquired 
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through your job or social networking site or blog. 
 
Make your profile settings private i.e. Friends only on Facebook and remove 
anything that might cause potential problems with colleagues, your current or 
prospective employer, and always avoid inappropriate language, ill advised comments 
or jokes. 
 
Staff may only create blogs, wikis or other web 2 spaces in order to communicate 
with students for an educational purpose. 
 
Pupils are taught to avoid placing images of themselves (or details within images 
that could give background details) on such sites and to consider the 
appropriateness of any images they post due to the difficulty of removing an image 
once online. 
 
Pupils and parents are always reminded to avoid giving out personal details on 
such sites, which may identify them or where they are (full name, address, 
mobile/home numbers, school details, email address, specific hobbies/interests) 
 
Our pupils are advised to set and maintain profiles on such sites to maximum 
privacy and deny access to unknown individuals. 
 
Pupils are taught about copyright and respecting other people’s information, images 
etc. through discussion, modeling and activities. 
 
Where a pupil has poor social understanding, careful consideration is given to group 
interactions when raising awareness of eSafety. 
 
We will support the school approach to on-line safety and not deliberately upload 
or add any images, sounds or text that could upset or offend any member of the 
school community. 
 
Our policy is to go further that just the letter of the law when it comes to 
handling personal information, and adopt good practice standards.                          
 
 
 
INAPPROPRIATE USES (include these but are not limited to the following): 
 
 
       Using the system for any illegal purpose.                                  
 
       Disabling or attempting to disable any Internet filtering device.          
 
       Encrypting communications to avoid security review. 
 
       Borrowing someone's account without permission.   
                          
  Downloading or using copyrighted information without permission from the  
        Copyright holder.    
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       Intentionally introducing a virus to the computer system. 
 

       Posting messages or accessing materials that are abusive, obscene, sexually   
   oriented, threatening, harassing, damaging to another's reputation, are   
    illegal.                                                    
 
  Wasting school resources through improper use of the computer system.      
 
       Gaining unauthorized access to restricted information or resources.        
 
 
 
CONSEQUENCES FOR INAPPROPRIATE USE: 
 

Suspension of access to the system;                                        
 

Revocation of the computer system account; or  
 

Other disciplinary or legal action, in accordance with the District policies 
 and applicable laws. 
 
 
 
 
I understand that my computer use is not private and that the District will 
monitor my activity on the computer system.   
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I have read the District's electronic communications system policy and 
administrative regulations and agree to abide by their provisions.  In consideration 
for the privilege of using the District's electronic communications system and in 
consideration for having access to the public networks, I hereby release the 
District, its operators, and any institutions with which they are affiliated from any 
and all claims and damages of any nature arising from my use of, or inability to 
use, the system, including, without limitation, the type of damages identified in the 
District's policy and administrative regulations.  
 
 
Signature 
____________________________________________________        
 
 
Home address 
____________________________________________________         
 
 
Date ___________ Home phone number ________________________    
 
Email 
____________________________________________________      
 
 


