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Disclaimer

WARNING

Robot can be dangerous. By using the Field Management System (FMS) Software, you understand
that in addition to the safety mechanisms built into the software, you, the operator, play a critical
part in making sure that the environment around you is safe before enabling robots. You should
only enable robots (use the "Match Start" button) when the robots are in a contained area and
segregated from humans, who may be injured due to the robot's motion. If you disagree, or are
not willing to use the software under these conditions, you should not proceed.

Off-Season Additional Disclaimer

The Off-Season version of the Field Management System (formerly “FMS Lite") is similar in
operation to that of the one used at official district and regional competitions but specially
adapted to better suit the needs of teams and volunteers who operate events throughout the off-
season. As such, some of the buttons, features or options that appear in the regular competition
season are not available in FMS Off-Season. In most cases, unavailable features are called out (as
possible) in the FMS User's Guide and describe what may be different about the installation.

This document is a supplement to the official EMS User’s Guide available on the FIRST website (and
located on this same site). This document will outline the unique network configuration for off
season events, while the FMS User’s Guide details the software operation.
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About Off-Season FMS and Requirements

Overview

The Field Management System (FMS) is the electronics core of a FIRST Robotics Competition (FRC)
playing field and encompasses both hardware and software components. The software package is
used to control all the field electronics (LED Displays, Station Control Cabinets, E-stops, enable/
disable of the Robots, network security, etc.) and is used to manage the event by creating match
schedules, scoring the matches in real-time, and posting information to the Audience screen. The
FMS Off-Season version is designed to work without the full set of FRC field electronics, but retain
much of the functionality that remains useful to events without FIRST hardware.

Additional information about the software can be found in the other articles of this
documentation.

Hardware Requirements

To run the Off-Season version the following minimum hardware items are required:

*+ Laptop or desktop computer with Ethernet Port
* WiFi Access Point (Linksys WRT610N or equivalent)
+ Ethernet Switch (Unmanaged, 8 port, qty 3 recommended)

Other items, such as speakers or a projector, are recommended to supplement the user
experience, but not required for basic functionality.

Software Requirements

In order to install Off-Season FMS, the target machine must meet these minimum requirements:

+ Operating System: Windows 10

* Processor Speed: 64 bit OS

+ CPU: 2.0 GHz

* Memory: 2 GB RAM

* Hard drive: 1 GB free hard disk space

+ Hardware: Ethernet and USB Port

+ Resolution: 1280x1024 or higher for best visibility
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Audience Display Requirements

If you wish to run the Audience Display in addition to the Off-Season FMS, on the same computer,
the target machine will need a modern video card and the machine must allow for it to be used as
an extended display. The resolution should be either 1920 x 1080 or 1280 x 720 for the 16:9
Audience Display. For game sounds the target machine will need a sound card and, if desired,
ability to output to a speaker system. The Audience Display can also be run on a separate machine,
as long as they are on the same Ethernet network.

Important Off-Season Notes

Do not install FMS Off-Season on top of a previous installation of the software. Due to annual
changes in areas such as the database, it is safest to completely uninstall and remove any previous
installations of FMS from your computer before installing a new version. For assistance in properly
removing a previous version, please see this article.

IMPORTANT: It is highly recommended that you do not install FMS Off-Season on machines that
are school or business “owned” or controlled, as they often include restrictive user accounts,
additional firewall and security programs, etc, which are not tested by FIRST and may interfere
with FMS'’s ability to function properly.

Off-Season FMS Last Updated: 06-13-2018 Page 7



Off-Season FMS

Installation

Retrieve Installer

FMS OFF-SEASON SHOULD NOT BE INSTALLED ON TOP OF A PREVIOUS FMS OFF-SEASON
VERSION, YOU MUST COMPLETELY REMOVE THE OLD VERSION AND DELETE THE SQL INSTANCE
BEFORE CONTINUING. For help on doing this, please go to this article.

In order to install FMS Off-Season, download the EXE file from the FIRST website. The file contains
the necessary pre-requisites and is usually around 600 MB in size.

Access the Installer download from this site (look for the most recent available)

FMS (2017+) require a 64 bit OS. FIRST recommends Windows 10.

Installation Process

Depending on your machine settings, Windows may prevent the file from running since it was
downloaded from the Internet. To do this, right click on the Installer file and select "Properties." On
the Properties menu, select "Unblock" and "OK." Then, attempt to run the installer by double-
clicking.
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I%] FMS5Offseasoninstaller_ Properties s

General  Compatibilty Securty Details Frevious Versions

| FMSOffseasoninstaller_

Type of file:  Application | exe)

Description:  FMS Offseason

Location: C:\Users\Administrator\Downloads
Size: 636 MB (667,100,184 bytes)

Size on disk: 636 MB (667,103,232 bytes)

Created: Today 2 minutes ago
Modffied: Today 1 minute ago
Accessed: Today 2 minutes ago
Aftributes: [JRead-onty []Hidden Advanced...

Security: This file came from another
computer and might be blocked & Unblock
help pratect this computer.

Concel | [ fosk

By default, FMS will utilize port 80 (localhost) for its Web Portal. If you need FMS Off-Season to
operate on a different port, please see the section about using an alternate port. For most users,
the normal installation instructions should be sufficient.

+ Double-click the FMSOffSeasoninstaller_x.xx.exe to open the installation wizard.

Read the license terms. If you agree to the terms, click the box and select the Install option. You
can specify the install path using the Options button. By default, the program will install in:

C:\Program Files\FIRST\FMSExeOffseason (64 bit OS)

The install button may bring up the User Account Control box depending on your version of
Windows. If so, select Yes to grant FMS Off-Season access to install.

The FMS Off-Season installer will run and Windows will provide feedback on the progress.
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‘_ﬁ! FMS Offseason Setup = o

o FMS Offseason
FIRST

ROBOTICS
COMPETITION

Setup Progress

Processing:  Installing SCL Server Express 2016 (x64)
|

Cancel

When the installation finishes, you can close the installer.
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j{{‘;‘ FMS Offseason Setup — -

P>  FMS Offseason
FIRST

ROBOTICS
COMPETITION

Installation Successfully Completed

Close

Desktop Icons

The installer will place an icon on the desktop. The FMS icon (red arrow) will open the Event
Manager (which includes the wizard that walks through the event, the control to turn robots on
and off, etc).

The Audience Display, which will display scores and team information (as well as playing game
sounds), will additionally add an icon if you elect to install it. For more information, see this article.
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Uninstalling

To uninstall the software, use the Programs and Features option on the control panel and select
“FMS Off-Season”, repair and uninstall options will be presented. SQL Server Express must be
uninstalled separately if desired. Uninstalling and reinstalling FMS Off-Season will recreate the
database. Be sure to create a backup of the database before uninstalling if you would like to retain
the contents of the database.

Run as Admin

—
LF) FMSene Properties

Geresral | Compatbity | Secsity | Deiads | Previcos Versons

F oo e probiesmen with thes prograe and & worked comeotly on
n marber version of Windows. ssbect the compatibdiy mode St
ratchies thal marker verpon

Compatbdty made

PFuun this program in compatibley mode for

Settings
Fun i 256 ooloms
Fun i 540 x &30 movean resolution
Denabin wwmsal themes:
Disabie desking composbon

[esabie deplyy scaling on high [[F settings

Proesge Level
| Fun this program 2 an administrator

Ay Cnange setiings for all users

QK Cancel

Right click on the FMS icon (red arrow) on the desktop and select Properties. Under the
Compatibility tab, click the box next to “Run as an administrator” and select OK.

Launching FMS

Once FMS Off-Season is installed, you should see a shortcut on your desktop to “FMS”. FMS
requires administrative privileges on the machine in order to run properly. Make sure you have
configured administrative privileges as described previously for the FMS shortcut.
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Launch FMS Off-Season by double-clicking on the FMS shortcut. If you are prompted by “User
Account Control,” select Yes to give FMS access to run on your machine.

Field Management System

Once FMS is loaded you will see the following screen must agree to the warning to get started.
Beyond that, refer to the User’'s Manual for additional operating instructions.
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Launching Audience

Double click the “Audience Display” shortcut on your desktop to launch the Audience Display. The
audience display will appear with the “Background” and game logo visible. Only open the Audience
Display after configuring an event through FMS Event Wizard.

See the Audience Display information in the EMS User's Guide documentation for additional details
about using the Audience Display. Note: The Audience Display must be running in order to hear

game sounds.
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Audience Compatibility Mode
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The Audience Display should run properly with no advanced configuration. You only need to follow
these instructions if you encountered trouble running the program out of the box.

If you have trouble running the Audience Display in its default configuration, you may need to use
compatibility mode. Open the location where you installed FMS, which is usually something similar
to:

C:\Program Files (x86)\FIRST\AudienceDisplayExeOffseason (64 bit OS)

Right click on AudienceDisplay.exe and select Properties. Under Compatibility, select “Run this
program in compatibility mode” and pick “Windows XP (Service Pack 3)" from the dropdown box.

Select OK. When you re-launch the Audience Display using the shortcut on your desktop, it should
run properly.

It's also possible to run the audience display remotely. If you wish to do so, please see the
appropriate configuration instructions in the User’s Guide. It is recommended to run no more than
two (2) instances of the Audience Display at any given time.
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Advanced Installation

By default, FMS will use port 80 (localhost) for its Web Portal. However, this can be changed if you
need FMS to use another port. Notice: The documentation references port 80 in examples. If you
install on another port, you would need to change the references in the documentation to match.

Using a command line, navigate to the folder which contains the FMS Off-Season Installer. The only
user-configurable installation option for FMS is WebSitePort. Invoke the installer with the
WebSitePort argument specifying the port you would like to use. For example, to invoke the
installer with the default port (80) you would use the following command (you may need to change
the name of the .exe file in this example):

FMSOffSeasonlnstaller.exe WebSitePort=80

Proceed with the installation as described previously.

Shutting Down

To shut down the "FMS" application, simply click the "X" in the upper right. Only do this if a match
is not running.

To shut down the "Audience Display" application, simply click "Alt+F4" when the application is in
the foreground. Alternately, right click on the icon in the taskbar and selecting "Close Window."
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Network Hardware Configuration

Preparing the network for Off-Season events

Layout

Because FMS Off-Season is used at off-season events, the typical FRC field, electronics and
hardware are not normally available. As such, the host team or organization will need to provide
some basic network hardware in order to run the event. If you event has the full official
electronics, you should not use FMS Off-Season, you must use the official FMS build in order to talk

to network hardware.

At a very basic level, the Field Management System consists of a router, switches and a laptop/
desktop with the FMS software. In the above diagram, the six driver station computers can be seen
connected to switches on either side of the field (shown with red and blue lines). The switches are
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then connected to the router, which usually resides on the scoring table. In most scenarios, the red
drivers should be on the right of the scorekeeper, as that is the way the software is configured to
appear visually. In the above diagram, an external monitor (such as a projector or TV) is connected
to the FMS machine and used to show the Audience Display. See below for more details about the
wiring.

Wiring

In order to operate an event effectively, you will need some basic cabling between the field
hardware. Use the basic field diagram from the previous section as a reference. The three driver
station machines on each end of the field are connected to a switch, which is typically placed
under the middle driver station, using CAT6 Ethernet cables. Depending on your venue, the cables
may need to be 15-20 feet. Each switch, one for the red alliance and one for the blue alliance, will
need a CAT6 Ethernet cable to run along the side of the field to the scoring table. These cables
should be at least 50-75 feet in order to reach the full distance. The router will also need a CAT6
Ethernet cable to the machine that is running FMS Off-Season.

While CAT6 cables are recommended, CAT5e also work.

Router and Computer Configuration

The router and FMS Computer must also be configured. See the next article for instructions.
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Router Configuration

Router Notes

Your router will need to be configured in order to correctly communicate with robots that come to
the field. Many different kinds of routers can be used, but a Linksys WRT610N or equivalent is
recommended. The instructions in this documentation apply to many kinds of routers (WRT
shown), but may be slightly different depending on the hardware you use.

+ Open the router’s web configuration, which is usually at an IP such as 192.168.1.1. You will also
need to log in to the router administrative pages.

IP Address

LINKSYS by Cisco

Time Lot (GMT-05:00) Esabern Tms (USA B Conada)

] austomatically sdad ok for dayight saving changes

As shown in the diagram, set the IP address to 10.0.100.1 and the Subnet Mask to 255.255.255.0.
Make sure you Enable the DHCP server with a Start IP Address of 50, Maximum Number of Users
of 100, and Client Lease Time of 10 minutes. Save the settings, and the router will apply them.
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After about a minute, unplug the Ethernet from your computer and re-attach it to acquire a new IP
address. In your browser, navigate and login to the router again (which is now at 10.0.100.1).

Wireless Configuration

LINKSYS by Cisco

Firevuaey Vessice: 1.00.00 817
Simultaneous Dual-N Band Wireless Router WRTS10M
Wireless

anic Wreless Seffings

% Magl WieFi Protected Setp™

S Wirsless Settimgs Hetwor biode WirelessH Only o

Hetwork Name (55D FRC_OFFSEASOMN
Bads Basd Siasdsid « 20MHE Channal
Wide Channet vt 2
Slandard Channgl 161 - SBEGHT o
S50 Brosscent Enabled % Disabled

LAGH: Wirsless Seitings Metwort Wade Drabbed w
Hetwork Hame (350 iy
Fode Basd
Wiks Channsd
Standard Channet
S50 Brogecast ® Faghlsd Diiasbded

mmimn
CIsco

+ Navigate to the Basic Wireless Settings for the router.

In Manual configuration, for 5GHz settings, select Network Mode of Wireless-N Only, Network
Name of [your event ssid], Radio Band of Standard - 20MHz Channel, Standard Channel of [your
event channel], and SSID Broadcast as Disabled.

For 2.4GHZ select setting for Network Mode of Disabled. Save the settings.
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Security

LINKSYS by Cisco

Frrowars Versos: 1.00.00 B1T
Simultanecus Dual-N Band Wireless Router WRTE10N
Wireless

| Wirelkess Securiy

Save Settings Cancel Changes Cisco

+ Navigate to the Wireless Security for the router.

For 5GHz select settings for Security Mode of WPA2-Personal, Encryption of AES, Passphrase of
[your event passphrase], and Key Renewal of 3600.

For 2.4 GHz select settings for Security Mode of Disabled.

Save all your settings.

Note

You can adjust the settings as you see fit, but be sure to keep the teams and FTA at your event in
the loop to assist with troubleshooting any problems you may run into. Example images and steps
may not fit exactly with your router, but similar options should be available.
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Configure Robot Radios

Get those bots ready for play!

Instructions

Teams should use the FRC bridge configuration utility to program their robot radios for Off-Season
use. Please see this article for instructions.
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FMS Computer Configuration

Only complete these steps after completing the previous setup requirements.

Network Adapter

Internet Protocol Version 4 (TCP/IPv4) Properties
General

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administratar
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

1P address: 0.0 .100. 5
Subnet mask: 255, 0 .0 .0
Default gateway: 0.0 .10, 1

Obtain DNS server address automatically

(@) Use the following DNS server addresses:
Preferred DNS server: . 0 .10, 1

Alternate DNS server:

[ validate settings upon exit Aelumnced

Configure the network connections for the Ethernet port of the FMS computer.

Set the IP address to 10.0.100.5, Subnet mask to 255.0.0.0, Default gateway to 10.0.100.1, and
Preferred DNS server to 10.0.100.1.

Disable the wireless adapter (bluetooth, WiFi, and any others) if installed.
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Firewall

Windows Firewall with Advanced Security on Local C... Ex

Domain Profie | Private Profile | Public Profie | IPsec Settings

Specify behavior for when a computer i connectad {o #s comporate
domain.

State
ﬂ Firewal state: Off v
Inbound connedtions: Block (default)
Outbound conneclions: Allow (default)
Protected network connections: | Customize...
Settings

7 Spacify setings that condrol VWindows [ =
Y= | Erewallbehavior. Customize...

Logong
| |Spedylo§gmg:«ettnpsiw :
. Customize..,

OK || Concel | ropy

Disable all firewall settings on the FMS computer. Select Windows Firewall from the Control Panel;
Advanced Settings; Windows Firewall Properties.

For Domain Profile, Private Profile, and Public Profile select Firewall state of Off.

Driver Stations and Robots

Robots and driver stations should be configured to use DHCP to obtain IP addresses.
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Setting Up Your Event

This article is a supplement to the full documentation. See the full software documentation for
detailed instructions about particular elements.

Basic Steps

* In the event wizard create a new Off-Season event. Select the playoff and event settings you
desire.

* In the event wizard select the teams participating in the event. Additional teams may be added
if necessary at a later time. Even though team WPA keys are not used click Generate Security
Keys before leaving this step (Match Play will require keys to exist in the database)

+ Continue with schedule creation and generation as at a regular event, using the EMS User’s
Guide for assistance as needed.

Since off season events are not using the full set of FMS electronics, the Field Monitor (Website)
and Status (FMS) screens will always show Red for the DS-ETH state indicator (X) and 0.000 for the
BWU value as they are not available.
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Upgrading from a previous edition of FMS Off-
Season

In order to install an edition of Off-Season FMS on a machine that had a previous installation of
FMS (any previous year to your target install), some changes must be made prior to running the
installer.

If the target machine did/does not contain a previous version of FMS, Off-Season this article is not
relevant.

Heads Up! Running this process will delete all the match/scoring data from this machine, so only
do this if you're sure you won't need that data!

Uninstall the previous FMS Edition

ﬁ FM3 Offseason Setup lil_lg

J\ L v Contral Panel » All Cantrel Pansl kems » Programs and Features 2|
e . po  FMS Offseason
Uninstall or change a program FIRST
' Wimw installed updsies T uninstal 3 pragram, select it from the list and then click Uninstall, Change, or Repair 56%
B Tum Windaws festures on or
Re Crganize = Uninstall  Change = @ f |
Hame Puslisher Installed On  Size Version i SetU p SLJCCE‘SS u
M Offzeszen FRET ATUME 226307131
Bl Tesmbiewer 12 Teambiene 12077242
Exprasz Application Compatibility Dstabaze far 86
tibility Distabese for o6
2 BWEME 401500
ek 451 Mulli-Targebing Pack JEME 4550030 !
SUIME 80111044 y
ramework 4.51 SDK o 104 ME 4551641
i 6) - 121... Microseét Compertion 17AME 120305000 |
ual €+ 2013 Redistibutable (s64) - 120.., Mucroseft Comporation 205ME 120309000 |
ayer Videal AN 224
085 Project 17100
L Server 2014 Transact-SQL SerigtDem  Microsoft Coperation GIEME 12141001
wal Cos 2010 446 Reclistributable - 100 Microseft Comporation 111 ME 10040210
oft QL Server 1014 Setup (English) Microscft Comperation SLSME 12141001
IBC Driver 11 for SOL Seever Micsoscft Comporation 461 ME 12141001
3 Micrescht SQL Server 2008 Sebup Suppart Files Microscft Comperation BAME 10355000 d
HRST Product versior: 326307131
h v Size 4TAME

On your machine's Control Panel, look for the previous edition of "FMS Off-Season" and select
Uninstall. Upon successful uninstall, the screen at right will be shown.

Remove SQL Server 2014 (or 2016)

On your computer's Control Panel, navigate to Uninstall/Manage Programs, and find "Microsoft
SQL Server 2014" in the list. Select "Uninstall/Change" and then "Remove" from the menu that
appears. Depending on your machine, you may instead have Microsoft SQL Server 2016, but the
same uninstall process should be followed.
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Organize *  Uninstall/Change

Mame a Publizher

1 FMS Offseason FIRST
G‘Gu:u:uglel:hrnme Google Inc.

[=]11S Express Application Co| %5 SOL Server 2014 x

| £ Java 8 Update 121
[ Microsoft ODBC Driver 11 Gp Add

@ Microsoft Onelirive E Lf; Choose this option to add features.
[ Microsoft SQL Server 2008
|3 Microsoft SQL Server 2012
9 Microsoft SOL Server 2014 -}ﬂi‘
[J Microsoft SOL Server 2014 |—’—r
[ Microsoft SQL Server 2014
[5= Microsoft Visual C++ 200 g Pemove

&l Microsoft Visual C++ 201 g Choose this option to remove the product.
|3 Microsoft V55 Writer for &
[ Notepad-++ (32-bit x86)

Bepair
Choose this option to repair the product.

¥ QuickPlay Pro Philips Color Kinetics
|3 SOL Server Browser for SOL Server 2014 Microsoft Corporation
E"]Team‘u‘iewer 12 TeamViewer

An instance selection panel will appear. Make sure "FRCSQLEXPRESS" is selected, then select
"Next."
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75 Rerngwve SOL Server 2014

Select Instance

Global Rules
Select Instance
Select Features
Feature Rules
Ready to Remave
Rermoval Progress
Complete

Specify the instance of SOL Server to modify.

Select the instance of SCL Server to remove. To remove Management Tools and shared features only,

select "Remove shared features onby™ and then click next

Instance to remove features from:

FRCSOLEXPRESS v b

Installed instances:

Instance Name Instance I Features Edition
FRCSOLEXPRESS MSSOL12. FRCSTLE... SOLEngine Express
< Back MNext > Canceal

Version
12.1.4100.1

Help

The Features menu will appear. Click the "Select All" button, then "Next."
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75 Remove SOL Server 2014

Ready to Remove
Rernoval Progress
Complete

N,

[ 561 Client Cennectivity SOK
Redistributable Features

- ()
Select Features

The 0L Server features on this computer are shown below. To remove a feature, select the checkbox next to the feature

name.
Global Rules Featurss: Description;
Select Instance FRCSOLEXPRESS | Includes the Database Engine,
Select Features [] Databese Engine Services the core senice for stonng,
Feature Rules Shared Features

precessing and secunng data,
The Database Engine provides
controlled access and rapid
transaction prn:ﬂsing.

y |

Select All Unzelect All

4

< Back Mlext = Cancel Help

The confirmation screen will appear. Select "Remove" to begin the process.
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= Remove SOL Server 2014 - ] X

Ready to Remove

Verify the SQL Server 2014 features to be removed.

Glokal Rules Ready to remove SOL Server 2014
Select Instance =} Summary
Select Features i+ Edition: Express
Feature Rules Action: Uninstall
Ready to R - General Configuration

= Features
EEmrsal P e - Database Engine Services
Complete |- S0 Browser

- SOL Writer

Configuration file path
CA\Program Files\Microsoft SOL Server120\Setup BootstraphLo T0518_084241 4 ConfigurstionFile.ini

= Back Rermiove Cancel Help

Windows will configure the changes to remove the old FMS database installation.
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7= Remowe SOL Server 2014

Removal Progress

Global Rules

Feature Fules
Ready to Remowe
Removal Progress
Complete

Select Features Instal|_SqlSuppert_Cpu3d2_Acton : PublishProduct. Publishing product information

Next = Cancel Help

When the changes are complete, you can click "Close."
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i Remove SOL Server 2014 o o *

Complete

Your SOL Server 2014 removal completed successfully.

Global Rules
Select Instance

Information about the Setup cperation or possible next steps:

Select Features Seatine =
Festure Rules Database Engine Semvices Succeeded

@ 501 Browser Succeeded
Ready to Remove K9 S0l Writer Succeeded
Removal Progress -é Setup Support Files Succesded
Complete

Summary log file has been saved to the following location:

\Program Fil

S Mi Sarvery 1204
2RBLOZE 20170518 12065754

Close Help

The FMS Off-Season installer will add the new version of the database to your machine as part of

it's standard installation process. There is no need to manually adjust other SQL settings prior to
running the installer.

Reboot

Reboot the computer before continuing.

Installing FMS Off-Season

For information on installing the new version of FMS, please go to this article.
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Failed Installations

o FMS Offseason
", .

COMPETITION

Setup Failed

One or more issues caused the setup to fail. Please fix the issues and then retry setup. Fer
more information see the log filg,

0B0070643 - Fatal error during installation.

If your machine is not compatible, or the installer encounters other problems, you can review the
log file for assistance. FIRST HQ is not able to provide individual troubleshooting assistance.
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Syncing Data with FIRST
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Availability

FIRST allows Off-Season events (who meet requirements) to synchronize their data and results
with FIRST HQ, similar to the way that FIRST posts results of official events during the competition
season. Off-Season events that meet requirement criteria will be able to have their events
included- meaning results will be posted to FIRST's Event Results website (https://frc-

events.firstinspires.org/) and API (https://frc-api.firstinspires.org/v2.0/). FIRST has many partners
that use FIRST’s data to power their apps, such as The Blue Alliance or FRC Tracker.

This is not available for versions of FMS installed on personal computers, our "FMS Off-Season"
software. This is available only on official FIRST fields that were used at 2018 Continental United
States competitions.

Requirements

To apply and participate, the Off-Season event must requirements that include:

- End before November 10"

+ Use an official FIRST field, with FMS and Electronics

« Have a 2018 certified FIRST Technical Advisor (FTA) present throughout the event

* Have a required minimum number of teams in attendance (read details on the application
carefully, please)

+ Note that this process requires all teams participating at the event to have participated in
the 2018 FRC Season. For "unofficial" teams (like a "pre-rookie" team or a "second robot"
team), FIRST has reserved Team numbers 9985-9999, and they may be used to
accommodate these teams. Off-Season events may not "take" a team's number who isn't
attending the event

« For example: If team 123 is not attending your event, but team 122 is, and brings a
second robot, you cannot use team 123 for the second robot. This would miss-represent
team 123's record as they are not actually participating. Instead, team 122's second
robot could be any number in the reserved range of 9985-9999.

+ Steady wired (ethernet) internet must be available throughout the event, at the scoring table.
This internet connection should have unrestricted/unfiltered access to ports 80 and 443 (data
sync is not WiFi compatible, only hardline internet)

« FIRST Staff are not available for Support of Off-Season events, the FTA is the troubleshooting
resource
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* FIRST does not build custom software for specific Off-Season events, all scoring and software is
written to match the most recent published version of the official Game Manual. Individual
scoring values or thresholds are not adjustable.

Additional terms will be displayed on the application, and should be read in detail.

FIRST has additional information and policies regarding the rental and use of official fields for Off-
Season events. They can be found in the Resource Library on the FIRST website.

Application

To apply for your Off-Season event to be included, please complete the following form at least 7
days before your event start date:

https://goo.gl/forms/[OQH362N6CENKh8e2
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Field Access Point
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Overview

The Wireless Acess Point used for 2017 FRC competitions was a Linksys 1900ACS running
customized OpenWRT firmware. In an attempt to provide a tested AP that can be used with
FMS Offseason, we are releasing a modified version of the firmware used during the season
that teams or individuals could load on their own devices.

This page provides an overview of the images. For download and installation information,
please see Loading OpenWRT.

@© While we have not yet had any issues with a device that could not be recovered using the
Recovery Procedure in the 80+ devices we have flashed this season, please note that
loading new firmware on a device or modifying device settings always carries some level
of risk. Additionally, loading non-manufacturer provided firmware onto the device may
invalidate your warranty.

The OpenWRT build used during the FRC season contained a specific set of drivers (including a
specific patch developed to address an issue that was seen when used with the OM5P-AC) and
modules that was tested to work with the OpenMesh OM5P-AN and OM5P-AC radios. This build
also contained a set of default settings such as usernames and passwords, network configurations,
and firewall configuration, that matched the desired configuration for the 2017 FRC season.

For offseason use, we are releasing 2 modified versions of our image that have been customized
for specific use cases.

Offseason Simple

The Offseason Simple image has been modified to be used either standalone, or with FMS
Offseason.

This image contains the same software used in the 2017 season image, but with the following
modifications:
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« Username and Password have been reset to the default of root/root

* Network configuration has been modified to a simplified, non-VLAN configuration

+ Network configuration "flipped" (management network moved to single port) to better
accomodate offseason or multi-computer use cases using the built-in switch.

+ Wireless network has been simplified to a single SSID on each frequency (compared to 1 SSID
per robot which is reconfigured each match)

+ Firewall has been modified to allow access to the AP webpage/ssh from the single network and
to allow the Non-FMS DS->Robot Control traffic through.

Q¢ Ifyou are looking for an image to use the Linksys 1900ACS with FRC robots and aren't
sure which one you need, you very likely want Offseason Simple.

Offseason VLAN

The Offseason VLAN image contains the same software used in the 2017 season image, but with
the following modifications:

* Username and Password have been reset to the default of root/root
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Loading OpenWRT

This article describes how to load the customized FRC build of OpenWRT onto a Linksys 1900ACS
wireless access point. This customized build contains versions of various components that have
been tested to be (mostly) stable in the FRC use case. It also contains a default network setup
(network and wireless configuration, firewall, DHCP, etc.) appropriate for many FRC use cases.

Aquiring the firmware

Go to one of the following locations to download a ZIP of the FRC firmware build.

Offseason Simple

Offseason VLAN

The filename of the image files will always be constructed using the following pattern:
frc-DESCRIPTOR-YEAR.MAJOR.MINOR-mvebu-armada-385-linksys-shelby-squashfs-IMAGETYPE

DESCRIPTOR is a description of the specific type of FRC image. "offseason_simple" is typically going
to be the image you are looking for, this image removes all of the VLAN configuration from the
network configuration and reverses the ports from the standard FRC image to allow the 4 ports on
the AP to be used as a switch in offseason configurations. "offseason_vlan" is identical to the
standard FRC image but with the username/password set to root/root and can only be effectively
used with network hardware that is sending appropriately tagged packets over a VLAN trunk line
plugged into the AP's yellow port.

YEAR is the year of the firmware build
MAJOR is the major release number

MINOR is the minor release number. This is used for internal builds and should always be 0 on
release builds

IMAGETYPE is the type of OpenWRT image. "factory.img" is the image that is used to switch to
OpenWRT from the factory Linksys firmware. "sysupgrade.tar" is the image used to update an
existing OpenWRT installation.
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From Stock Firmware

The following section describes how to load the FRC OpenWRT image onto the device from the
stock Linksys firmware.

Connecting to the AP

LINKSYS™ Smart Wi-Fi Setup

Linksys Smart Wi-Fi Setup

The most reliable way to connect to the AP is to set your computer to a static IP on the 192.168.1.*
subnet. The AP is reachable at 192.168.1.1 so it is recommended to set your computer to
192.168.1.2 with a netmask of 255.255.255.0. Plug your PC into one of the 4 ports labeled
"Ethernet" on the back of the AP.

Open a webbrowser and enter 192.168.1.1 into the address bar. The browser will automatically re-
direct you to the Linksys setup page.

Check the top box to indicate that you accept the License, then click the Manual Configuration link
the bottom left of the page.
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Login

Sign In

Log in with your router password.

' I Internet connection is down

“rou must have an Internet connection to log into your Linksys Smart Wi-Fi account.
To access your router settings without Internet access, enter the router password
and then click Sign in. After you log into your router, select Connectivity and then
the Internet Settings tab to view and change connection settings. You may need

to contact your Internet Service Provider for assistance with these settings.

Rebooting your modem and router may also fix the connection problem. To do this,

dizconnect the power cables, wait 2 minutes, and then reconnect the power cables.

Access Router

| English (United States) [ »|

1. Wait for the internet connection attempt to time out, then click Login (screen not pictured).

2. Enter the default password "admin" and click Sign In.
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Access flash page

Smart Wi-Fi Tools

! Metwork Map

Lot i s ri
s I Linkays
| Guest Access Simeart Wi-F| Fosstrery

v Parental Controls
! Media Prioritization

- I ' -
Speed Test Link=ysiiea: Gaicat Mtk b QOFF:

- + LinksysOM42_SGHz 1 .

External Storage 24 GHL 550
SGHr 351
Pargmrnet

Router Settings Cummenly.

dk ¥
Owihind disaoas
Parantal Controts ana OFF:

ocal

0 CpenVPN Server

Click on "Connectivity" in the navigation bar on the left side to access the firmware flash page.
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Flash Firmware

Connectivity

Naba o Nasse and Pasdwonrd | Raer Firmwane Lipdate

=

Actreity Lights

?‘

1. In the Manual section, click Choose File and browse to the downloaded firmware image, the
correct image should end in "factory.img".

2. Click Start

3. Inthe dialog that pops up, click Yes.

4. In the next dialog that pops up, click Yes.

5. Aprogress bar will appear indicating firmware update progress. After it completes, click Ok.

To reconnect to the radio at the 192.168.1.1 address, you will need to move the Ethernet cable to
the yellow "Internet" port on the AP. Alternately, you can change your computer back to DHCP to
connect to the radio at 10.0.100.2

OpenWRT upgrade

The following section describes how to load the FRC OpenWRT image onto the device when
OpenWRT has already been installed (including updating from previous FRC image).
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Connecting to the AP

@ B 192.168.1.1/cgi-bin/luci

Authorization Required

Please enter your usemame and password.

Usemame root %

Password %

[@ Login B Reset

Powered by LuCl Master (git-16.237.78341-d5f8c9b) / FRC FieldAP 17.3.0 49928

For both a stock OpenWRT image and an FRC image, the most reliable way to connect to the AP is
to set your computer to a static IP on the 192.168.1.* subnet. The AP is reachable at 192.168.1.1 so
it is recommended to set your computer to 192.168.1.2 with a netmask of 255.255.255.0. If you are
connecting to stock OpenWRT, plug your PC into one of the 4 ports labeled "Ethernet" on the back
of the AP; if you are connecting to an FRC image, use the yellow port labeled "Internet".

Open a webbrowser and enter 192.168.1.1 into the address bar. The browser will automatically re-
direct you to the LuCl login page.

Username: root
Password: "root" (for an FRC image) or blank for default OpenWRT

Then click Login.
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Flash firmware

OpenWrt Status System Metwork

Status

System

Hostname

Model =
Backup / Flash

Firmware Version Firmware

Kemel Version

Logout

RC FieldAP 17.3.0 ¢

r4.14

From the System menu, select Backup / Flash Firmware

Flash new firmware image

Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keep settings” to retain the current configuration (requires an Open'WWrt

compatible firmware image).

Keep settings: ]

Image: Mo file selected [3 Flash image.

1. Locate the Flash new firmware image section of the page

2. Uncheck the Keep settings box. This will erase any changes you have made to settings such as
wireless network configuration, firewall, etc. but is required to get any updates to the FRC

default settings.

3. Click Browse...
4. Locate the image file. The correct image will end in "sysupgrade.tar".
5. Click Flash image... and wait for the process to complete. If you are upgrading from a stock

OpenWRT image, the page may never reconnect after the firmware flash. Wait about 5 minutes
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to be sure the process is complete, then change your connection to the yellow "Internet" port
to reconnect on the 192.168.1.1 address or change your PC to DHCP to connect on the
10.0.100.2 address.
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Default Settings

This article describes the default values of various settings in the FRC Offseason Simple image for
the Linksys WRT1900 ACS AP.

Network

Yellow "Internet" port: This port is configured with an IP of 192.168.1.1 (Note: The FRC Offseason
Simple image is not intended to allow connectivity to the Internet from the field network by
plugging an Internet connection into this port.). This port is intended as a maintenance connection
in case any added firewall rules or network settings prevent access from the other interface.

4 "Ethernet" ports: These ports are bridged together and configured with an IP of 10.0.100.2

5GHz wireless: This network is bridged with the "Ethernet" network and accessible at the same
10.0.100.2 address

2.4GHz wireless: If enabled, this network is bridged with the "Ethernet" network and accessible at
the same 10.0.100.2 address

DHCP

Yellow "Internet" port: DHCP disabled

4 "Ethernet" ports: DHCP enabled, will serve addresses on the 10.0.0.* subnet with a subnet mask
of 255.0.0.0

5GHz wireless: same as "Ethernet"

Wireless

5GHz Wireless
SSID: OffseasonFMS
Encryption: WPA2 AES
Key: DefaultKey
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Channel: Auto

Width: 20MHz

Hidden SSID: No
2.4GHz Wireless

DISABLED BY DEFAULT

SSID: OffseasonFMS24

Encryption: WPA2 AES

Key: DefaultKey

Channel: Auto

Width: 20MHz

Hidden SSID: No

Firewall

Firewall enabled by default with a default deny policy for traffic passing through. Allowed ports are
the ports specified in the Game Manual, the network management ports allowed in the regular
season firewall (e.g. ICMP, DHCP, etc.), plus the following additional ports:

« UDP 1110 - Used for DS->Robot traffic when not connected to FMS. This allows the AP to be
used for non-FMS offseason scenarios

The default policy for traffic into/out of the AP (i.e. not through) is to allow. This allows you to
connect to the AP webpage, SSH into the AP, etc.

This firewall policy means that many services will be blocked between the robot and DS such as
SSH, code deploys, FMS controlling a DS connected wirelessly, etc.
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Wireless Settings\Status

This article details how to view the wireless status and change the wireless settings for the FRC
OpenWRT image

Accessing the Wireless Overview

OpenWrt Status + System~  Network ~  Logout

Status

System

1. Using a web-browser, enter in the appropriate address based on how you are connected to the
AP (192.681.1.1 for the "Internet" port, 10.0.100.2 otherwise). If the web page does not come
up, make sure the AP is powered on (both plugged in and power switch turned on), and that
your computer is set to an approriate IP (192.168.1.* for the Internet port, DHCP otherwise).

2. Login using the default username/password of root/root

3. From the AP home page, hover over the Network menu and select the Wireless entry to
navigate to the Wireless Overview page.
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Wireless Overview Page

radio0: Master "OffseasonFMS” radio1: Master "FieldAdmin”

Wireless Overview

@) Marvell 88W8864 802.11nac (radio0) o @ Scan ||t Add
= Channel: 157 (5.785 GHz) | Bitrate: 117 Mbit/s oo
SSID: OffseasonFMS | Mode: Master . )
0,
ol 100%  Bogip: 62-38-E0-09-FE-82 | Encryption: WPA2 PSK (CCMP) g @ Disable | & Edt o TS
o%’%l Marvell 88W8864 802.11bgn (radio) @ Scan 7 Ad
4 = Channel: 11 (2.462 GHz) | Bitrate: ? Mbit/s

SS5ID: FieldAdmin | Mode: Master . A
0,
0% BgsID: 62:38-E0:09-FE-83 | Encryption: WPA2 PSK (CCMP) @ Disable ||@ Edt B Semov

Associated Stations @

e
SSID MAC-Address Host Signal / Noise RX Rate |/ TX Rate
& wian0 OffseasanFMS AC-86T4-39-EATO 10.0.1.1 4 10/ -94 dBm 130.0 Mbit/s, 20MHz, MCS 15

117.0 Mbit/s, 20MHz, MCS 14

The Wireless Overview page contains information about the status of the wireless adapters and
networks of the AP as well as a few buttons to change settings:

1. 802.11nac radio: This section contains information on the status of the 5GHz adapter (channel
and current bit rate)

2. Wireless Network: This section contains information on a specific wireless network on the
adapter it is listed under. This information includes the SSID (network name) and encryption
type

3. Disable/Enable: This button disables the particular network selected. If the network is currently
disabled, this will change to an Enable button.

4, Edit: This button brings you to the Wireless Network page for the particular network where you
can edit settings such as channel, SSID, security, etc.

5. 802.11bgn radio: This section contains all of the same details as 1-4 above, but for the 2.4GHz
adapter

6. Associated Stations: This section provides details on any clients currently connected to the AP
wirelessly such as what SSID they are linked to, the client MAC address, the client IP address,

Off-Season FMS Last Updated: 06-13-2018 Page 51



Off-Season FMS

the signal-to-noise ratio on frames recieved from the client and the RX rate (the bitrate the
client is sending data at) and TX rate (the rate the AP is sending data to the client) of the client.

Wireless Network Page

Wireless Network: Master "OffseasonFMS" (wlan0)
nfigu tion covers physical settings of the radio hardware such as channel, transmit power or antenna selection which are shared among al
io hardware is multi-SSID capable). Per network settings like encryption or operation mode are grouped in the Inferface

Device Configuration

General Setup | Advanced Settings

Status dl  WMode: Master | SSID: Offseason FMS
100% BSSID: 62:38:E0:09:FE:82 | Encryption: WPAZ PSK (CCMP)
Channel: 157 (5.785 GHz) | Tx-Power: 23 dBm
Signal: -11 dBm | Noise: -94 dBm
Bitrate: 117.0 Mbit's | Country: US

Wireless network is enabled Disable

Mode Channel Width
Operating frequency | N B 157 (5785 MHz) E| 20 MH:B
Transmit Power | 23 dBm (199 m! B
@ dBm
Interface Configuration
General Setup Wireless Security MAC-Filter Advanced Settings
ESSID | Ofiseasoni
Mods B
Network [ [lan: &
n i@
=]

@ Choose the network(s) you want to attach to this wireless interface o fill out the create field to dsfine 2 new network.
Hide ESSID [0

WMM Mode

(9 Bsckio Oeniow oo & Avpy

The Wireless Network page contains settings for the Wireless Adapter (top section) and specific
wireless network (bottom section). Note that the Offseason image has 1 network per adapter by
default.

+ Operating Fregency: Contains the Channel and Channel Width settings for the wireless adapter.
The image comes with this set to "auto" by default, but you may wish to do a channel scan
(there are free applications available to do this on iOS, Android, PC, etc.) and choose the least
congested channel. If you have at least 40MHz (2 channels) of clear space, you may wish to use
this setting to minmize the chance of bandwidth issues. Note: This AP image and the
OpenMesh radio have only been tested using the Band 1 (36-48) and Band 3 (149-165)
channels. Use of the Band 2 DFS channels is not recommended.

« Transmit Power: This setting is actually controlled by the legal limits embedded in the radio
firmware and the setting on the web page has no effect.

Off-Season FMS Last Updated: 06-13-2018 Page 52



Off-Season FMS

Interface Configuration

+ Wireless Security Tab: Clicking this tab will bring you to the Wireless Security settings (detailed
below). Click General Setup to return to the pictured screen.

« ESSID: The SSID (network name) of the wireless network

+ Mode: The mode the network is operating in. Should not be changed off of Access Point.

* Network: The OpenWRT "network" the Wireless Network is associated with. Should not be
changed off of wwan

+ Hide ESSID: Hides the SSID in the beacon frames. This means that this network will not show up
or will be listed as "unknown" in the network listings of PCs, phones, etc. The OpenMesh radios
are capable of connecting to the network even if the ESSID is hidden.

« WMM mode: Controls whether WMM is enabled or not. Leave this checked.

Note: After changing any settings on this page, you must click Save & Apply in order for
the settings to be saved and loaded into the radio.

Wireless Security

Interface Configuration

General Setup Wireless Security MAC-Filter Advanced Settings
Encryption | WPA2-PSK E|
Cipher | Force CCMP (AES) E|
Key |ssssssssse -

|=] Back to Overview Save & Apply Save

The Wireless Security tab contains the settings for the security of the wireless network. To return
to the general settings, click General Setup.

+ Encryption: Controls the encryption scheme used for wireless security. It is recommeneded to
set this to either Disabled (for no security) or WPA2-PSK (for enabling security)
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+ Cipher: Controls the cipher used with the selected security. Recommended to leave as Force
CCMP (AES)

+ Key: The encryption key used for the wireless security. Defaults to being displayed in dot-mode,

click the green arrows to toggle to regular character display. TO change the key, enter the new
key here and click Save & Apply below.
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Firewall Settings

As detailed in the Default Settings article, the image comes with the firewall enabled by
default. This article describes how to disable and re-enable the firewall. This article does not go
into detail on how to add additional rules to the firewall, if you wish to do this, we recommend
editing the /etc/firewall file directly (either via ssh or copying it off the device and then back on)
and using the existing rules as a template.

Accessing the Firewall Page

0] pe n\Wirt Status System Metwork Logout

Wireless Network: Ma

The Device Configuration section covers pl
defined wireless networks (if the radio hard
Configuration.

Device Configuration Firewall

1. Using a web-browser, enter in the appropriate address based on how you are connected to the

AP (192.681.1.1 for the "Internet" port, 10.0.100.2 otherwise). If the web page does not come

up, make sure the AP is powered on (both plugged in and power switch turned on), and that

your computer is set to an approriate IP (192.168.1.* for the Internet port, DHCP otherwise).

Log in using the default username/password of root/root

3. From the AP home page, hover over the Network menu and select the Firewall entry to
navigate to the Firewall page.

N
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Disabling the Firewall

General Settings Port Forwards

Firewall - Zone Settings

Traffic Rules Custom Rules

The firewall creates zones over your network interfaces to control network traffic flow.

General Settings
Enable SYN-flood protection
Drop invalid packets
Input
Qutput

Forward

Zones

Zone = Forwardings

lan: lan: ;21 =

EECHNS wwan: . Y & | =

) Add

ESEs sy
(]

Input Qutput Forward Masquerading  MSS clamping

acce:-lEl accectB accectB =] [ [ Edit i) Delete

a:ce:l ac:e:tB reject (] [ [ Edit %] Delete

—

To disable the firewall:

1. Set the default Forward rule to accept
2. Set the Forward rule for the teams zone to accept

3. Click Save & Apply
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Re-enabling the Firewall

General Settings Port Forwards Traffic Rules Custom Rules

Firewall - Zone Settings

The firewall creates zones aver your network interfaces to control network traffic flow.
General Settings
Enable SYN-flood protection

Drop invalid packets

Input accept B
Qutput accept B
Forward accept ' o
- @
Zones
Zone = Forwardings Input Qutput Forward Masquerading ~ MSS clamping
lan: lan: 2| = acceptB acceplEl accemB ] ] 4] Edit || ] Delete
TEAmS wwan: St @ & | = acceptB accept El acceplB =] =] |4] Edit ] Delete
. N
] Add

To re-enable the firewall

1. Set the default Forward rule to reject
2. Set the teams zone forward rule to reject
3. Click Save & Apply

@© Warning: Setting other entries to reject may prevent you from accessing the AP web page
and/or SSH. If this happens, you may be able to access the web page via the alternate
address (192.168.1.1 ont he Internet port vs 10.0.100.2 on the other ports.) If you are still

unable to access the AP, you may need to perform the recovery procedure described in
the Recovery Procedure article.
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Recovery Procedure

In the event you are unable to access your AP that has been flashed with the FRC OpenWRT
firmware, there is a recovery procedure available to boot to the backup partition. This will
restore all settings to the image defaults (as described in Default Settings) which should allow
you to access the device again.

Recovery

1. Power off router with power switch.
2. Turn power back on and Power LED will light.
+ As soon as all LEDs turn off (~2s), power off router with power switch

3. Turn power back on and Power LED will light.
+ As soon as all LEDs turn off (~2s), power off router with power switch

4. Turn power back on and Power LED will light.
+ As soon as all LEDs turn off (~2s), power off router with power switch

5. Turn power back on and allow router to fully boot.
* It should now be booted to the alternate firmware partition
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