Windows Firewall Configuration

Windows Firewall Configuration

Many of the programming tools used in FRC need network access for various reasons. Depending
on the exact configuration, the Windows Firewall may potentially interfere with this access for one
or more of these programs. This document describes procedures for Windows 7, but Windows 8

should be similar.

Disabling Windows Firewall

The easiest solution is to disable the Windows Firewall. Teams should beware that this does make
the PC potentially more vulnerable to malware attacks if connecting to the internet.

Control Panel

ol S

@uv@ + Control Panel » All Control Panel Items » - | 5 | Search Control Panel £

Adjust your computer's settings View by: Sgall icons ~

P Action Center Administrative Tools €; Akamai NetSession Interface Control...  [Bg AutoPlay

E AXIS Media Contral (32-bit) @ Backup and Restore '& Blackhawk Centrol Panel L3 Color Management

B credential Manager ¥ Date and Time '@ Default Programs @ Desktop Gadgets

i=n Device Manager @ Devices and Printers B Display '@' Ease of Access Center

n Flash Player (32-bit) Folder Options A Fonts =1 Getting Started

) HomeGroup @ Indexing Options Intemet Options | 5| Java

&2 Keyboard Location and Other Sensors _P Mail (32-bit) F Mouse

»¥ Network and Sharing Center Notification Area Icons E NVIDIA Control Panel & NVIDIA nView Desktop Manager

M Performance Information and Tools & personalization ] Phone and Modem E Power Options

Programs and Features @ QuickTime (32-bit) el Recovery & Region and Language

4 RemoteApp and Desktop Connections % Sound

@) Sync Center & System
3& User Accounts a Windows CardSpace
@ Windows Mobility Center £Y Windows Update

@1 Speech Recognition
;L Taskbar and Start Menu
Bl Windows Defender

ﬂ Windows Firewall

(® SRS Premium Sound

Click Start->Control Panel to open the Control Panel. Click the dropdown next to View by: and

select Small icons then click Windows Firewall.
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Turn Windows Firewall on or off
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In the left pane, click Turn Windows Firewall on or off, and click yes or enter your Administrator
password if a dialog appears.
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Disable the Firewall
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Customize settings for each type of network
You can modify the firewall settings for each type of network location that you use,
What are network locations?
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\_@ () Turn on Windows Firewall

Block all incoming connections, including those in the list of allowed programs

Motify me when Windows Firewall blocks a new program
% @ Turn off Windows Firewall (not recommended)

Home or work (private) network location settings
\_@ () Turn on Windows Firewall

Block all incoming connections, including those in the list of allowed programs

Matify me when Windows Firewall blocks a new program
‘@ Turn off Windows Firewall (not recommended)

Public netwerk location settings
\_a] () Turn on Windows Firewall

Block all incoming connections, including those in the list of allowed programs
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ﬂe Turn off Windows Firewall (not recommended)

For each category, select the radio button to Turn off Windows Firewall. Then click OK.

Configure the firewall

Alternatively, you can add exceptions to the Firewall for any FRC programs you are having issues
with.
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Click Start->Control Panel to open the Control Panel. Click the dropdown next to View by: and
select Small icons then click Windows Firewall.

Allow a program...
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In the left pane, click Allow a program or feature through Windows Firewall

Windows Firewall Configuration Last Updated: 12-02-2016 Page 4



Windows Firewall Configuration

Allowed Programs

el » All Control Panel terns » Windows Firewall » Allowed Programs - | +4 | IT

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed pregrams and ports, click Change settings.

What are the risks of allowing a program to communicate? Change settings

Allowed programs and features:

Name Domain  Home/Work (Private)  Public *
FRC Diriver Station
FRC PC Dashboard
FTCounterMonitor.exe
FTCounterMonitor.exe
FTCounterMonitor.exe
FT5PVStudio.exe
FTSPVStudio.exe
FTSPVStudio.exe
FTSysDiagSvcHost.exe
FTSysDiagSvcHost.exe
FTSysDiagSveHost.exe
Gooagle Chrome
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’ Details... ” Remove ]

’ Allow ancther program... l

For each FRC program you are having an issue with, make sure that it appears in the list and that it
has a check in each of the 3 columns. If you need to change a setting, you made need to click the
Change settings button in the top right before changing the settings. If the program is not in the
list at all, click the Allow another program... button and browse to the location of the program to
add it.
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