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What are email bots?

As a B2B marketer, it’s likely that email forms one of the main marketing channels 
in your repertoire.

The precious opens and clicks that they generate have a wide-reaching impact, 
triggering nurture workflows, driving your lead-scoring, and forming the basis 
for judging a campaign’s success. If these measurements aren’t right, your entire 
strategy begins to look shaky. 

This is the threat that email bot activity presents. And also the reason why 
CommuniGator has incorporated bot prevention into our software. By no means is 
this all-encompassing, as unfortunately, there is no silver bullet when it comes to 
bots. Due to their nature, bots are constantly trying new methods to test email links.

Email bots are logics or scripts used by 
security systems to protect email servers. 
They are installed at the lead’s end, with the 
role of ‘reading’ every incoming email and 
checking the integrity before being sent 
onto the actual recipient.

Every link and attachment is checked for 
malware, or malicious code, to ensure the 
email is safe for internal delivery. Otherwise, 
it is marked as spam. Each link is followed to 
confirm a legitimate destination. Plus, every 
link on the destination website is scanned for 
the same purpose. 

Whilst annoying for email marketers, bots do 
serve the purpose of preventing any harm to 
the receiver’s system or network.

A Protection Mechanism 

The menace of bots is not simply 
due to their effect on email results, 

but to their rapid adjustment to 
their rules of email engagement. 

Bots change approach incredibly 
quickly, in order to find the 

malware links common in spam 
email phishing attacks and 

prevent them being forwarded 
to the intended recipient’s 

inbox. Consequently, every ESP 
is suffering the menace of bot 

activity. 

CommuniGator will work to 
automatically prevent what it can, 
but it is possible some bot activity 

will slip through the net, due to 
their increasingly realistic clicking 

activities. 
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How can bot activity affect my marketing results?

At the simplest level, bot activity will skew your results. Since bots are looking at 
each email and following every link in rapid succession, open and click rates will 
skyrocket. When the likelihood is, no recipient has even looked at your email yet. 

This may then scupper any lead nurture programs you have set up. Recipients may 
be identified as marketing qualified leads (MQLs; leads satisfying specified marketing 
criteria based on interest levels), due to their strong engagement with your emails. 
Recipients can be falsely progressed through your campaigns at a pretty speedy 
rate. This, in turn, creates false positives for nurture-based campaigns. As well as 
incorrectly influencing your MQL activities. Say, for example, when a lead has clicked 
in 3 emails, your sales team pick up the phone for a call. They could be calling a lead 
who has never actually interacted with you before.

Spot bot activity at a glance

Once the initial excitement of a great engagement rate wears off, you may realise 
something looks a little odd. Marketers have reported several weird results, which 
ultimately can be attributed to bot activity. Once you know how to spot them, you 
can work to remove the offender altogether. 

• Multiple clicks:  You may have noticed a surge in your email metrics. The same 
email address, domain or company clicking on everything in your email. 

• Inhumanely quick activities: When you peruse your activity log, you may notice 
A LOT of activities have occurred across an unfathomably short amount of time. 

• Clicks before delivery: It is possible that an activity will appear to have taken 
place before the email has actually been delivered to the recipient. Culprit: bot. 

• Fast responses: An exceptionally high number of clicks occurring in the first few 
minutes of an email going out.

So what do you do if everything is not as it seems? When in actual fact your high 
campaign performance is a result of bot activity? 
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Avoiding bot damage

Don’t fret just yet. 

There are several ways to avoid bot damage from messing up your results. And 
multiple methods of identifying when a potential bot has been affecting results. 
So you can do something about it! In fact, with CommuniGator’s software, some of 
these methods are in place automatically. So, if you’re a CommuniGator customer, 
the likelihood of you spotting bot 
activity in your campaign results is 
highly unlikely. Let’s look at the solutions 
we’ve put in place, and the extra things 
you can do to be sure bots aren’t making 
trenches in your metrics.

Our integrated solutions: 
 
The majority of advice out there recommends post-campaign strategies to reduce 
the impact of bots. They fail to detail how marketing automation providers reduce 
the impact from the get-go. Not us. We know bot activity is irritating to remove 
manually from results, so we’ve developed a way to identify and remove it from 
campaign results automatically. As bots are developing, some of them are getting 
smart. They no longer appear as bots would in a traditional format. So, we won’t 
claim to catch every single bot activity, but we do have a way to manage when one 
slips through the net as well.

• Automatic removal: You may have seen others suggesting to manually add a 
hidden link into your email. One that’s not visible to the human eye but that a bot 
would pick up without issue. The reasoning is that as soon as someone clicks this 
link, you know they must be a bot. It’s sound logic. So CommuniGator software 
automatically incorporates this, with no involvement from you. When a bot clicks 
the hidden link, we capture the IP and UserAgent and use this pairing to suppress 
all future opens and clicks. Only when it comes from a perfect match of data 
though, ensuring we don’t remove authentic interactions. I should emphasise 
here that not every bot system will access the hidden link for us to capture it. This 
is when our alternative bot methods come in.
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• Manual deactivation: If you notice any signs of bot activity, get in contact! Our 
deliverability guru will investigate the data presented. If it’s indicative of bot 
activity, manual blocks for the IP or UserAgent will be added. And if it looks like 
the bot traffic is from a cloud-based system, we can block the entire IP range. 
Or a whole UserAgent if it’s proven 
to be a bot. With this method, we are 
very specific about what is assessed. 
Ensuring we don’t accidentally block 
legitimate human interaction. 

Additional solutions

Our automated bot detection will remove the majority of bot activity from your 
results anyway, but there are a few extra things you could do to be really sure that 
bots won’t affect anything in your marketing strategy. 

• Change up your success metrics: Mixing up the metrics you use to measure 
success will ensure that opens and clicks are not what is solely relied on for 
campaign measurements. Your email will have a purpose. Capitalise on it. Use this 
purpose to define the metric used to assess whether a campaign meets its goal.  If 
you’re pushing for more event sign-ups, use event registrations. You get the idea. 

• Upgrade your content triggers: Avoid using opens and clicks to trigger the 
send of more meaningful content. Instead use web sign-ups, page visits, and 
accumulative lead scoring to progress contacts through your lead nurture 
campaigns.

Final Thoughts

As annoying and sizable as bot activity can seem, the likelihood is, it won’t cause 
the hassle you’re thinking it will. With CommuniGator’s software, the automatic 
addition of a hidden link will mean that the majority of bot activity is picked up and 
removed before it even makes it to your results and reports. So if it’s happening, you 
don’t need to worry. And on the off-chance some activity does slip through, then 
you just need to get in contact. Our trusted email technicians will look to suppress 
the offending bot, rectifying your results to their correct standing. 

It is important to know that the bot 
detection simply hides the data from 
campaign results and reporting. The 
opens and clicks still function for the 

email recipients. So nothing is blocked, 
and the likelihood is you won’t notice 

anything different at all!



About CommuniGator

CommuniGator is one of 
the leading marketing 
automation software 
providers in the UK.
Established in 2005, we’ve gone 
through a period of evolution as the 
marketing landscape has changed.

The core platform functionality caters to email 
marketing with automated welcome series, a HTML 
editor for designing your emails, templates, responsive 
design, dynamic groups based on behaviour, 
integration with the leading CRM platforms, an event 
management suite, robust reporting and so the list 
goes on.

On the marketing automation side we’re able to track 
prospect activity across the web pages they visit on 
your website and the email content they consume 
and take action against. This means you can build up a 
really detailed profile of who has done what.

To read all the juicy details of what the platform offers 
and how we can help your business jump on over to 
our website: www.communigator.co.uk

Give us a call: +44 (0)1483 411 911

This document and it’s contents are proprietary to CommuniGator or 
its licensors. No part of this document may be copied, reproduced or 
transmitted to any third party in any form without CommuniGator’s 
prior written consent.

Our products and services include:

GatorMail    I    GatorLeads    I    GatorWorkflow   I    GatorCreator    I    GatorExpress 

GatorSocial   I    GatorDataI    GatorDocs   I   GatorEvents   I    GatorSurvey    I    CRM Integration 

GDPR Opt-In Service    I    Managed Services    I    Copywriting Service   I    Design Service


