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Preface


The cost of failure keeps rising. Industry survey data suggests that over 90% of mid-size and large enterprises face costs exceeding $300,000 per hour of downtime, with over 40% reporting costs between $1 million and $5 million per hour.1 As more business runs on software, as customer expectations for reliability rise, as systems become more interconnected and failures cascade further, the price of getting resilience wrong compounds.




Organizations invest accordingly. Some implement chaos engineering programs, others focus on load testing or incident analysis, many run operational readiness reviews or conduct GameDays. They follow frameworks, adopt best practices, hire experts. The specific practices vary, but the commitment is real.




Yet when production fails in ways that matter, organizations often discover their practices didn’t prepare them. The chaos experiments didn’t anticipate the cascading failure that just happened, the load testing didn’t reveal the capacity cliff they just hit, the incident analyses didn’t surface the recurring pattern, and the GameDays didn’t build the coordination capability the response required. The practices operated, the boxes got checked, but the learning that would build resilience didn’t accumulate.




If you’ve watched a well-funded resilience program produce impressive artifacts while the same types of failures keep recurring, this book is for you. If you’ve sat through incident reviews that carefully avoid the actual problems, if you’ve seen chaos engineering become a compliance exercise, if you’ve wondered why all the investment isn’t building the capability it should, you’re not alone. These patterns are systematic, not accidental.




This book examines why resilience practices often fail to produce resilience, and what enables them to actually work. It explores the fundamental gap that resilience work must manage, the organizational forces that widen it, and the conditions that enable learning despite those forces.




The core argument is simple. Resilience is an ongoing practice of learning and navigation, not an engineering problem to solve through sufficient investment and comprehensive planning. The gap between how we think our systems work and how they actually work will never close completely. The question is whether we’re discovering and managing that gap continuously, or waiting for production failures to reveal it.




What This Book Offers


This book assumes you already have practices operating or are considering implementing them. Many excellent resources exist for step-by-step implementation guides. What this book offers is a way to understand why those practices aren’t producing what they should, and what conditions enable them to actually work.




The approach is exploratory rather than prescriptive. I describe patterns I’ve observed across more than a decade of work, frameworks I’ve found useful for making sense of those patterns, and conditions I’ve seen enable learning. These ideas aren’t new. They’ve been developed over decades in aviation, nuclear, and healthcare. What I’m offering is their application to software organizations, where the same patterns appear in different contexts. I’m offering perspective on dynamics that I believe are systematic and important.




The book is structured to build understanding progressively. Part 1 establishes the foundation: how complex systems fail, why learning is the only viable response, why practices designed for learning often fail to produce it, and what bedrock conditions enable practices to work. Part 2 examines five specific practices, showing how each reveals different dimensions of the gap and how each drifts toward theater under organizational pressures. Part 3 explores how to navigate these dynamics: making drift visible, designing for adaptability, treating resilience as ongoing practice rather than achievable destination. The final chapter examines how these dynamics manifest as AI becomes embedded in both the systems we build and the tools we use to build them.





Who This Book Is For


If you’re involved in resilience work in any capacity, this book is for you. Engineers implementing practices, leaders sponsoring programs, consultants advising organizations, architects designing systems, SREs operating them. The perspective applies across roles because the dynamics are organizational and cultural, not specific to particular job functions.




You might be frustrated that resilience practices feel like checkbox exercises rather than learning, confused why significant investment hasn’t built the adaptive capacity you expected, or concerned that your organization talks about resilience but doesn’t actually behave in ways that build it. You might simply sense that something is wrong beneath the surface of impressive-sounding programs but lack language to articulate what.




The book provides concepts and vocabulary for understanding what’s happening and discussing it precisely. The tensions described here are real and irreducible. The goal is making them visible and navigable.





How to Read This Book


The chapters build on each other. The foundational concepts in Part 1 are referenced throughout Parts 2 and 3. The specific practices in Part 2 assume understanding of why practices fail from Part 1. The navigation guidance in Part 3 assumes both the foundation and the practice-specific observations.




That said, if you’re dealing with a specific immediate challenge, the Part 2 chapters can stand relatively independently. If chaos engineering has become validation theater, Chapter 7 addresses that directly. If incident analysis stays shallow, Chapter 9 explores why and what enables depth. If you need to understand a particular practice urgently, start there, but expect references to concepts from Part 1 that might require backtracking.




The book uses a small set of core concepts repeatedly: Work-as-Imagined versus Work-as-Done, organizational tensions (five primary, five secondary), bedrock conditions (psychological safety, appropriate incentives, leadership support), learning cycles. These concepts appear across chapters because they’re fundamental to understanding how resilience work actually functions. The repetition is deliberate, because understanding develops through seeing how the same concepts manifest in different contexts.





A Note on Examples


The examples and stories throughout this book come from more than a decade of building and operating software, running chaos experiments and load tests, facilitating incident analyses and GameDays, conducting operational readiness reviews, and observing how organizations actually practice resilience. All examples have been anonymized and often composited from multiple organizations to protect confidentiality. If you recognize patterns described here, it’s because these dynamics emerge consistently across organizations. They’re features of how complex sociotechnical systems and human organizations work, not fingerprints of specific companies.





A Note on Interpretation


My sample is biased. The organizations I’ve worked with are not representative of all software organizations. Most reached out because they were already investing in resilience, often operating in cloud environments at significant scale. The patterns I describe may manifest differently in smaller organizations, in different industries, or in contexts I haven’t encountered.




Interpretation is always present when making sense of organizational patterns. Researchers with good intentions can look at the same data and derive completely different stories from it. The world is messy. I’ve tried to ground my interpretations in established research and extensive observation, but they remain interpretations. Where I’ve seen consistent patterns across many organizations, I have more confidence. Where I’m extrapolating from limited observation, I’ve tried to say so. The frameworks in this book are lenses for making sense of dynamics, not laws of organizational physics.
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What I Hope You Take Away


The organizational forces that undermine resilience are real, the tensions are inherent, and the drift toward brittleness disguised as safety is normal rather than exceptional. But these forces can be made visible, the tensions can be navigated consciously, the drift can be recognized and actively managed.




Resilience as ongoing practice rather than achievable destination; learning and navigation rather than control and elimination. That reframing is what enables resilience work that actually builds capability rather than creating expensive theater.




Once you can name what’s happening, you can see it. Once you can see it, you can talk about it. Once you can talk about it, you can make different choices.




I hope this book helps you with the vocabulary. The choices are yours.
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Part 1: The Problem
This content is not available in the sample book. The book can be purchased on Leanpub at https://leanpub.com/whywestillsuckatresilience.




Chapter 1: How Complex Systems Fail
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It works. No one fully understands how.




In 1998, Richard Cook published a short paper that would become foundational to understanding how complex systems actually behave. “How Complex Systems Fail” offers eighteen observations about the nature of failure in systems people depend on1. These observations emerged from Cook’s work studying failures in medical systems, but they describe something universal about complexity itself.




The first observation is deceptively simple: “Complex systems are intrinsically hazardous systems.” Not sometimes hazardous or hazardous only when poorly designed, but intrinsically hazardous. The systems we build to handle important work contain multiple points of potential failure. They always have. They always will. No amount of careful engineering eliminates this fundamental reality. You can reduce specific risks. You can add redundancy. You can improve monitoring and automate recovery. The underlying hazard remains because it emerges from the complexity itself, not from implementation choices.




Cook’s fifth observation explains why these systems continue functioning despite being intrinsically hazardous: “Complex systems run in degraded mode.” The system you think you have, the one described in architecture diagrams and capacity plans, exists only briefly if at all. Real systems operate continuously in states that deviate from design assumptions. A database runs with one replica offline. A service operates at capacity limits not anticipated when it was built. Monitoring has gaps where recent changes aren’t fully instrumented. Configuration drifts across servers. Dependencies get updated without full regression testing. The system runs anyway, adapted by the people operating it to handle conditions that weren’t part of the original design.




This degraded mode operation isn’t a failure state to be corrected. It’s normal. Cook’s observation is that complex systems contain changing mixtures of failures latent within them. At any given moment, some components are operating outside their design parameters, some assumptions about the environment no longer hold, some protective mechanisms aren’t quite working as intended. The system continues functioning because of ongoing adaptations by the people running it, not because all the components are operating within specification.




Werner Vogels, Amazon’s CTO, captured this reality in a way that resonates with anyone operating systems at scale: “Everything fails, all the time.”2 Not occasionally when things go wrong, but continuously. At sufficient scale, every component will fail, every process will encounter unexpected conditions, and every assumption will eventually be violated. You cannot engineer your way out of this. No amount of redundancy, testing, or monitoring prevents failure. Failure is the normal operating condition, not an exception to be eliminated.




This might sound pessimistic, but it’s actually liberating once you accept it. If failure is inevitable, the question isn’t “how do we prevent all failures?” The question becomes “how do we build systems and organizations that can handle failure when it happens?” The shift from prevention to capability changes everything about how you approach resilience.




There’s a deeper liberation here too. Once you accept that mistakes are part of the process, you stop being afraid of them. You learn from each specific failure, address what it reveals, and then move forward confidently to make new, different mistakes. New mistakes mean you’re pushing into unexplored territory, building new capabilities, taking the risks that create value. The goal of learning from this failure is not to prevent all future failures. It’s to free you to encounter new ones with confidence.




The Mechanism: Why Everything Fails


Understanding that complex systems are intrinsically hazardous and run in degraded mode raises an obvious question: what is the mechanism that makes failure inevitable? Why can’t we just design systems that work as intended?




The answer lies in a gap that exists in every complex system, what resilience engineering calls the distinction between Work-as-Imagined (WAI) and Work-as-Done (WAD).3 On one side of this gap is WAI. This is how we think systems operate. It’s what’s captured in architecture documents and design reviews. It’s the system described in runbooks and operational procedures. It’s what we teach new engineers during onboarding. It’s the capacity model we used for planning. It’s the failure modes we anticipated and designed protections for.




Work-as-Imagined is clean, logical, and rational. It’s documentable. It’s measurable. It’s defensible to auditors and leadership. When we design systems, we work in the space of the imagined. We make assumptions about how components will interact, what load patterns will look like, how failures will manifest, what operators will do when things break. These assumptions feel reasonable at design time. They’re based on the best information available. They account for known constraints and established patterns.




On the other side of the gap is WAD. This is how systems actually behave when they encounter real conditions with real constraints operated by real people under real pressures. It’s the system on launch day, when real traffic immediately reveals interactions between components that behaved differently in testing. It’s the system that has evolved through six months of production traffic with usage patterns that don’t quite match the load testing assumptions. It’s the configuration that has drifted because the documented change control process takes three days but the customer-impacting bug needed a fix in three hours. It’s the monitoring that doesn’t quite cover the interaction between the new feature and the legacy payment system. It’s the runbook that gets bypassed because the person responding to the incident knows a faster path that isn’t documented yet.




Work-as-Done includes all the adaptations, shortcuts, workarounds, and informal knowledge that accumulate as systems encounter reality. An engineer notices that deployements to the Asia Pacific region need an extra verification step not in the official process because of a subtle interaction with a local caching layer. A team learns that the database failover procedure in the runbook doesn’t account for a recent schema change, so they’ve developed an informal pre-flight check they run first. An operator knows that when a particular alert fires, you should check three other things before following the documented response, because the alert sometimes triggers on conditions that resolve themselves.




This is tacit expertise. It’s the knowledge that keeps systems running despite, and sometimes in spite of, documented procedures. It’s hard to transfer to new team members. It’s nearly impossible to audit. It often becomes visible only when the person who holds it leaves the team or isn’t available during an incident.




The gap between WAI and WAD is not a sign that something has gone wrong. The gap is inevitable. It emerges naturally from the nature of complex systems.




The gap doesn’t start small and grow. It exists from the beginning, because complex systems produce emergent behavior, properties that arise from the interaction of components, people, and context that cannot be predicted from understanding the parts individually. The system’s actual behavior isn’t fully designed; it emerges. You can understand every component and still not understand the system, because the system is the interactions, not the components.




When organizations systematically map how their operations actually work, even domain experts are surprised to discover that what they perceived as purposively designed and stable was in fact continuously produced through social interaction, far less centrally coordinated and far more emergent than anyone imagined.4 The architecture diagram was already wrong before anyone used the system.




This isn’t just a property of the system. It’s also a property of the people trying to understand it. Human cognition has finite capacity. We cannot hold the full complexity of a system in our heads, so we simplify. We build mental models that compress thousands of interactions into manageable abstractions. Architecture diagrams, component boundaries, documented procedures. Herbert Simon called this bounded rationality, the recognition that humans face problems too complex to solve optimally, so they simplify and satisfice, finding representations that are good enough rather than complete.5 Every mental model of a complex system is a lossy compression. The simplification is not a failure of discipline. It is a structural necessity.




The gap is therefore permanent. Systems produce emergent behavior that can’t be fully predicted. Humans produce simplified models that can’t fully capture it. Neither changes with better tools, better documentation, or better engineering. What changes is how adequate the simplified models are for the task at hand. Models can be improved, diversified, and stress-tested. The practices examined in this book do exactly that. They create structured ways to discover where your simplified model is wrong before production discovers it for you. The gap remains, but its consequences become more manageable.




And then it grows. Systems evolve continuously. New features change failure modes, dependency updates alter interaction patterns, scaling events reveal capacity assumptions that weren’t quite right, and incident responses create new knowledge about system behavior under unanticipated conditions. The system in production six months after launch is fundamentally different from the system that was designed, even if the code is largely the same. The evolution happens through small changes that individually seem insignificant but cumulatively transform how the system actually works.




Real operating conditions never quite match design assumptions. Load patterns shift, user behavior changes, dependencies evolve, and network characteristics vary in ways that weren’t anticipated at design time. For instance, the business launches in a new market with different usage patterns, a feature becomes unexpectedly popular and creates load on a service that was designed for different scale, or external events trigger cascading failures that weren’t considered during planning. You cannot anticipate all of this during design. The gap between assumed conditions and actual conditions grows as the system encounters reality.




People adapt continuously to bridge these gaps. Engineers develop workarounds when processes are too slow. Operators learn which alerts need immediate response and which can wait. Teams discover that the documented procedure for a particular failure mode doesn’t quite work, so they develop a modified approach. Knowledge accumulates about how to actually run the system effectively, distinct from how the system was designed to be run. This adaptation is necessary. It’s what allows systems to continue functioning when reality diverges from assumptions.6 But it also means that how work actually happens increasingly diverges from how work was imagined to happen.




As the system evolves, as conditions change, as people develop new adaptations, the distance between WAI and WAD increases. Unless there is deliberate effort to understand how work actually happens and update the imagined version accordingly, the gap widens. Documentation becomes outdated as runbooks describe procedures that no longer match reality, architecture diagrams show systems that have since been modified, and capacity models reflect assumptions that no longer hold.




This is why everything fails. The gap between how we think systems work and how they actually work is where fragility lives. We design protections for imagined failure modes. Real failures emerge from the gap, from interactions and conditions we didn’t anticipate, from the mismatch between assumed behavior and actual behavior. We create monitoring based on imagined system states. Real problems manifest in ways the monitoring doesn’t capture because they involve the parts of WAD that aren’t reflected in WAI.




Cook’s insight that complex systems run in degraded mode is describing this gap. The degraded mode is the space between how the system was designed to operate and how it actually operates. The changing mixtures of failures he describes are the mismatches that exist at any moment between imagined behavior and actual behavior. Vogels’ observation that everything fails all the time is describing the consequence. At scale, with sufficient complexity, the gap is large enough and dynamic enough that failures emerge continuously. They emerge not because of poor engineering but because the gap is fundamental to complex systems.




This might seem like a counsel of despair. If the gap is inevitable and growing, if failure emerges from this gap, what can be done?





Learning Is The Only Option


Eliminating the gap is impossible, and so is preventing all failures. The only productive response is learning: discovering where WAI and WAD diverge, understanding how people are already adapting to bridge mismatches, seeing both what’s working and what’s broken. The gap is permanent. What matters is whether you understand it, learn from it continuously, and develop the capacity to navigate it skillfully.




This is what resilience actually requires: developing organizational capacity to learn about and navigate the gap between how you think your systems work and how they actually work. Resilience isn’t something you build from nothing. It already exists in every functioning system, in the workarounds engineers develop, the undocumented procedures operators follow, the tacit knowledge that keeps production running. The question is whether you’re learning from that existing resilience, amplifying what works, and understanding what prevents effective adaptation.




A note on language. Throughout this book I describe practices that “expose” or “discover” the gap rather than “reduce” or “close” it. This framing is deliberate but requires nuance. Specific instances of the gap can absolutely be addressed. When chaos engineering reveals that a service doesn’t handle dependency failure gracefully, you can fix that. When incident analysis shows that runbook procedures don’t match operational reality, you can update the runbook. The practices expose gaps so you can address them before they cause problems.




What cannot be eliminated is the gap itself as a structural phenomenon. Systems evolve faster than documentation tracks. People adapt faster than procedures capture. Complete understanding of complex system behavior is unachievable. Address one gap and new ones emerge as contexts change. The gap is where both vulnerabilities and resilience live. Resilience comes from continuously learning about it.





What We Mean by Resilience


Before going further, we need clarity on what resilience actually means. The word gets used in many different ways, and those different meanings lead to very different approaches to improving it.




David Woods’ foundational paper “Four Concepts for Resilience” provides the clearest framework I’ve found for distinguishing between these different meanings7. Woods identifies four distinct concepts that people refer to when they use the label “resilience.”




Resilience as rebound focuses on recovery from disruptions and return to normal operation. This is reactive recovery. In software systems, rebound includes rolling back a bad deployment, restoring lost data from backups, rebooting a failed server, truncating log files that filled the disk and brought down a service. The emphasis is on getting back to a known good state after something has gone wrong. Rebound assumes that such a state exists and is still viable, that returning to it is both possible and desirable.




Resilience as robustness emphasizes the ability to absorb well-understood disturbances without human intervention. Robustness is what you get from redundancy: multiple replicas of a service, multi-region deployments, automated failover between database instances. It’s what you get from protective patterns: circuit breakers that prevent cascading failures, rate limiting that protects against overload, timeouts that prevent indefinite waits, retry logic with exponential backoff. It’s what you get from adaptive scaling that adds capacity automatically when demand increases.




Robustness works well for anticipated failure modes where you can model the disturbances in advance. You know that individual servers will fail, so you design for that. You know that networks will have transient issues, so you add retries. You know that dependencies will occasionally be slow or unavailable, so you implement timeouts and circuit breakers. You can build robust systems for these well-understood problems.




Resilience as graceful extensibility is about how systems stretch to handle surprises that fall outside their designed boundaries. This is what happens when something unexpected occurs and people respond by adjusting their approach, coordinating in novel ways, finding creative solutions under pressure. Graceful extensibility is your incident response capability. It’s what allows teams to adapt in real time to conditions they’ve never seen before, to handle the failures you didn’t anticipate and couldn’t have robustness for.




When a database starts exhibiting bizarre performance characteristics no one has seen before, graceful extensibility is what allows engineers to investigate, form hypotheses, test them under pressure, and devise solutions even though this specific problem isn’t in any runbook. When a new feature interacts with a legacy system in ways that weren’t anticipated and starts causing cascading failures, graceful extensibility is what allows teams to understand the interaction, coordinate across organizational boundaries, and stabilize the system even though the failure mode wasn’t designed for.




Resilience as sustained adaptability is the ability to maintain and evolve adaptive capacity over time as conditions change. All systems face continuous evolution. New features create new failure modes. Components that work well attract demand beyond their original design. Dependencies shift. Usage patterns change. Markets evolve. Sustained adaptability means building organizational capabilities that help you keep learning and adjusting as these changes occur.




This includes practices like learning from incidents in ways that deepen understanding across teams, not just fixing the immediate problem. It includes operational reviews that detect shifting patterns before they become crises. It includes distributing knowledge rather than concentrating it in individuals who become single points of failure. It includes creating organizational systems that continuously discover where WAI and WAD are diverging, and that update assumptions based on actual behavior.




Woods argues, and I agree, that while rebound and robustness are important, they have limited value for complex adaptive systems operating at scale. Rebound assumes you can return to a previous state, but modern systems evolve so continuously that the “previous state” may no longer be viable or even achievable. Robustness only works for well-understood failures. Most interesting problems are surprises, the failures you didn’t anticipate and couldn’t design protections for.




The real progress in resilience comes from graceful extensibility and sustained adaptability. These capabilities focus on handling the unexpected and building long-term adaptive capacity. They acknowledge that you cannot prevent all failures, cannot anticipate all conditions, cannot design for all interactions. What you can do is build the organizational capability to learn when reality diverges from assumptions, to adapt when surprised, and to maintain these capabilities as systems and conditions evolve.




The challenge is that most organizations focus heavily on rebound and robustness. They invest in automated recovery systems, comprehensive runbooks, tested disaster recovery procedures, redundant infrastructure, monitoring and alerting. These are valuable and necessary, but they’re insufficient.




What’s typically missing is the adaptive capacity to handle surprises: the ability to learn about the WAI-WAD gap before it produces customer-impacting failures, and the organizational systems that maintain learning capability over time as people change, systems evolve, and conditions shift.




The WAI-WAD gap is why rebound and robustness are insufficient. You design robustness for imagined failure modes. Real failures emerge from the gap, from the space where your assumptions don’t match reality. You create runbooks for imagined recovery procedures. Real incidents require graceful extensibility because they involve conditions the runbooks don’t cover.





What This Book Examines


This book focuses primarily on graceful extensibility and sustained adaptability. It examines five practices that serve as mechanisms for sustained adaptability, practices that build and maintain the capacity for graceful extensibility. In practical terms, we’re exploring organizational systems for continuously developing and maintaining the adaptive capacity to handle whatever surprises emerge as your systems and organization evolve. That said, when discussing specific incidents or system behaviors, I may use the term “resilience” more broadly to include rebound and robustness as well, since all four capabilities matter in practice.




Managing the gap requires learning: discovering where WAI and WAD diverge, understanding how systems actually behave rather than how you think they behave, knowing how people respond to problems rather than what procedures say they should do, and detecting when assumptions no longer match reality, when adaptation has created new risks, when evolution has introduced new failure modes.




This learning cannot be a one-time effort because the gap is dynamic: systems evolve, conditions change, new features introduce new interactions, and dependencies shift. The learning must be continuous, systematic, and organizational. It must happen faster than the gap grows. It must inform how you design, operate, and evolve systems. It must become part of how the organization functions, not an occasional activity when something goes wrong.




This is what graceful extensibility and sustained adaptability actually mean in practice: building organizational capacity to continuously learn about and manage the WAI-WAD gap. The practices examined in this book are mechanisms for this learning. Each practice, when implemented well, discovers different dimensions of the gap.




Operational Readiness Reviews discover gaps between how teams think they’re prepared and how prepared they actually are. They examine architecture, failure modes, monitoring, deployment procedures, disaster recovery, and organizational learning.




Load Testing discovers gaps in assumptions about capacity and performance. You have a capacity model that predicts how the system will perform under various load levels. Load testing reveals whether the model matches reality. Often it doesn’t.




Chaos Engineering discovers gaps in assumptions about how systems behave under failure conditions. You think your service degrades gracefully when a dependency becomes unavailable. Chaos engineering tests that assumption. It reveals what actually happens when the dependency fails, which often differs from imagined behavior.




GameDays discover gaps in coordination and knowledge. Making these gaps visible when customer impact isn’t at stake is far preferable to discovering them during a real incident.




Incident Analysis learns from gaps that reached production. An incident occurred because reality didn’t match assumptions in some way. Every incident is an expensive lesson about the WAI-WAD gap.




Together, these practices enable systematic discovery of the gap rather than waiting for production failures to reveal it. They surface both what’s broken and what’s working. They build the organizational muscle for continuous learning about how your systems actually work, which is the foundation of sustained adaptability.




But as we’ll see in the chapters ahead, having these practices in place doesn’t guarantee that learning happens. Organizations can run all five practices while still failing to build adaptive capacity. The practices can become demonstrations of capability rather than learning mechanisms.




Understanding why that happens requires one more foundational concept: how organizations drift toward failure through accumulated reasonable decisions.





How Organizations Drift


Diane Vaughan’s research on the Challenger disaster revealed a mechanism she called the normalization of deviance8. Small deviations from design specifications or established procedures get rationalized as acceptable. A component shows slightly more wear than expected, but nothing fails. The deviation becomes data suggesting the system tolerates more variation than originally specified. Further wear in subsequent operations gets evaluated against this new baseline rather than the original design standard. Over time, what would have been unacceptable deviation from the original specification becomes normal because the reference point has shifted.




This normalization happens through locally rational decisions: each small deviation makes sense given current pressures and recent experience. The system tolerated the last deviation, so this slightly larger one seems acceptable. Nothing failed last time, so the current practice appears validated. The organization’s understanding of what’s safe drifts along with its practices, so the growing gap remains invisible from inside.




The same mechanism operates in software systems. Say a deployment process skips a verification step because of time pressure. Nothing breaks, so the abbreviated process becomes acceptable for urgent deployments. Over months, the definition of “urgent” expands and the verification step gets skipped more frequently. Eventually the abbreviated process becomes standard practice, and new team members never learn there was a verification step to begin with. The organization’s baseline has shifted without anyone deciding to change it.




Success is the misleading signal that enables this drift. When deviations don’t produce immediate failures, they feel validated. The team that skipped the verification step didn’t experience problems, so the skip seems justified, and the organization that simplified its testing didn’t have an outage, so the simplification appears safe. Each successful deviation reinforces the new baseline and makes further deviation feel acceptable.




This creates a cruel dynamic: the absence of failure becomes evidence that current practice is adequate, even as current practice drifts further from what would actually be safe under stress. The organization accumulates latent risk that remains hidden until conditions change or the system encounters stress it hasn’t seen before.




Sidney Dekker studied this phenomenon across industries and described it as drift into failure9. Where Vaughan focused on how specific deviations become normalized, Dekker emphasized the systemic nature of the drift. Organizations don’t fail because they ignore safety or make reckless decisions. They drift toward failure through accumulated small adaptations, each one a reasonable response to local pressures. Add one more approval step to prevent the last incident. Streamline this process to move faster. Cut that redundancy to reduce costs. Each decision makes sense locally. Collectively, over months and years, they move the organization toward brittleness while everyone involved believes they’re making the system safer or more efficient.




This organizational drift is distinct from the WAI-WAD gap, though related. The gap is a structural mismatch between models and reality that exists even in well-run organizations. Drift is about how practices, procedures, and standards erode through accumulated reasonable decisions. Both contribute to fragility. Both grow invisibly. And both require deliberate effort to counteract.




Understanding organizational drift matters because it affects the resilience practices themselves. The practices examined in this book can drift just like any other organizational process. Chaos experiments become safer over time. Incident reviews become shallower. Load tests become less realistic. The very practices meant to discover gaps can normalize into ineffective routines. Recognizing this dynamic is the first step toward preventing it.




If the gap is inevitable, if drift is normal, if practices meant to build resilience can themselves drift toward theater, what actually works? The answer is learning. Not occasional learning when something goes wrong, but continuous, systematic learning that discovers the gap faster than it grows. That’s where we turn next.









Key Concepts





	
Complex systems are intrinsically hazardous. They contain multiple points of potential failure that cannot be eliminated through careful engineering. They always have, they always will.




	
The gap between WAI and WAD is inevitable. Complex systems produce emergent behavior that can’t be fully predicted. Human cognition requires simplified models that can’t fully capture it. The gap exists from day one and widens as systems evolve, conditions change, and people adapt. Reality was already different from the documentation before anyone used the system.




	
Drift happens through normalization of deviance. Small deviations get rationalized as acceptable. The baseline shifts. What was once unacceptable becomes normal because nothing failed. The gap grows invisibly.




	
Four concepts of resilience. Rebound (recovery), robustness (absorbing known disturbances), graceful extensibility (handling surprises), and sustained adaptability (maintaining adaptive capacity over time). This book focuses on the latter two.




	
Learning is the only productive response. You cannot eliminate the gap. You can learn about it, discover where assumptions diverge from reality, and update your understanding before production forces that discovery.









Actionable Checklist





	
[ ] Identify where your mental models of system behavior come from. Design documents? Previous experience? Monitoring data? Ask whether these sources reflect current reality.




	
[ ] Look for signs of normalization of deviance. What shortcuts have become standard practice? What deviations from documented procedures feel routine?




	
[ ] Assess your resilience investments. Are you primarily focused on rebound and robustness (known failures) or on graceful extensibility and sustained adaptability (handling surprises)?




	
[ ] Examine where tacit knowledge lives. Who knows how systems actually work versus how they were designed? What happens when those people are unavailable?
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