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A Complete Guide to Binary Analysis,
Debugging, and Software
Deconstruction
About this book: Reverse engineering is the art of understanding software from
the inside out. Whether you are a security researcher hunting vulnerabilities,
a developer debugging compiled code, or simply someone who wants to
understand what really happens when a program runs, this book takes you on
a complete journey from fundamental computer science concepts to expert-
level binary analysis techniques. Every chapter builds systematically on the
last, covering CPU architecture, assembly language, executable formats, static
and dynamic analysis tools, malware analysis, mobile reverse engineering,
firmware examination, network protocol analysis, obfuscation bypass, sym-
bolic execution, fuzzing, and the emerging role of artificial intelligence in
binary analysis. By the time you finish, you will have the knowledge, tooling
expertise, and practical experience to deconstruct any binary with confidence.
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Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Universal Binaries

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Code Signing and Security

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Mach‐O Analysis Tools

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Comparing Formats: Headers, Sections, and Symbols

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Manipulating Binaries at the File Level

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

What Is a Calling Convention

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

x86 Calling Conventions: cdecl, stdcall, fastcall

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

cdecl (C Declaration)

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

stdcall (Standard Call)

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

fastcall

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert
https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert
https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert
https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert
https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert
https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert


Chapter 5: Calling Conventions and the Stack Frame 15

thiscall

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

x64 Calling Conventions

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

System V AMD64 ABI (Linux, macOS, BSD)

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Microsoft x64 Calling Convention (Windows)

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

ARM Calling Convention: AAPCS

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

AArch64 (ARM64) AAPCS64

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

ARM 32‐bit AAPCS

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Stack Frames, Prologues, and Epilogues

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

x86‐64 Stack Frame Structure

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

The Function Prologue

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

The Function Epilogue

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Recognizing Prologues and Epilogues

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Analyzing Function Calls in Assembly

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Direct vs Indirect Calls

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Tracing Arguments Through a Call

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Identifying Function Boundaries

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Common Mistakes and Troubleshooting

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Practical Example: Analyzing a Real Function Call

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Techniques
This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Disassemblers vs Decompilers: What Each Does Best

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Ghidra: Setup, Navigation, and Workflow

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Installation and Setup

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Importing a Binary

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

The Ghidra Interface

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Essential Ghidra Workflow

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Ghidra Scripting

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Ghidra’s Strengths and Limitations

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

IDA Pro and IDA Free: Features and Limitations

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

IDA Pro vs IDA Free

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

The IDA Interface

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Hex‐Rays Decompiler

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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IDA’s Strengths and Limitations

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Binary Ninja: Modern Analysis Capabilities

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Architecture and IL System

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Interface and Features

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Scripting and API

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Binary Ninja’s Strengths and Limitations

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Radare2 and Cutter: The Open‐Source Powerhouse

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Radare2 Command Structure

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Cutter: The GUI for Radare2

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Radare2/Rizin Strengths and Limitations

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Cross‐Referencing, Graph Views, and Data Flow

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Cross‐Reference Analysis

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Control Flow Graphs

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Data Flow Analysis

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Choosing the Right Tool

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Debugging
This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

The Philosophy of Dynamic Analysis

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

GDB: Linux Debugging from the Command Line

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Basic GDB Session

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Essential GDB Commands for Reverse Engineering

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Switching to Intel Syntax

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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pwndbg and gef: Enhanced GDB Experiences

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

LLDB and macOS Debugging

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Basic LLDB Session

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

LLDB‐Specific Features

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

LLDB and macOS Security

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

WinDbg and x64dbg: Windows Debugging

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

WinDbg

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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x64dbg

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Breakpoints, Watches, and Memory Inspection

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Types of Breakpoints

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Watches

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Memory Inspection

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Instrumentation with Frida and Runtime Hooks

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

How Frida Works

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Basic Frida Script

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Common Frida Use Cases

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Frida’s Strengths and Limitations

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Common Mistakes and Troubleshooting

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Fundamentals
This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Setting Up a Safe Analysis Environment

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

The Analysis Sandbox

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

VM Detection Awareness

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Static Indicators: Strings, Imports, and PE Headers

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

String Analysis

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Import Analysis

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

PE Header Analysis

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Dynamic Behavioral Analysis in Sandboxes

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Automated Sandboxes

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Manual Dynamic Analysis

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Common Malware Techniques: Persistence, Evasion, and
Communication

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Persistence Mechanisms

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Evasion Techniques

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Command‐and‐Control Communication

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Case Study: Analyzing a Real Malware Sample

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Reporting Findings and Building IOCs

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Defensive Applications

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Reverse Engineering
This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

The Windows API and Win32 Functions

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Core API Categories

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Analyzing Windows GUI Applications

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

The Message Loop

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Dialog‐Based Applications

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Registry, File System, and Process Analysis

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Registry Analysis

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Process Analysis

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

DLL Loading and Module Analysis

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

DLL Entry Points and TLS Callbacks

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

DLL Injection Detection

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Anti‐Tamper and License Verification Mechanisms

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Common Protection Techniques

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Case Study: Analyzing a Software Protection Scheme

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Linux Shared Libraries and Dynamic Linking

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

The Dynamic Linker: ld‐linux.so

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Symbol Resolution: GOT and PLT Revisited

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Analyzing Shared Libraries

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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This content is not available in the sample book. The book can be purchased on
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Service Identification

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Analyzing Running Services

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Common Service Analysis Scenarios

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

ptrace and Process Inspection

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

How ptrace Works

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

ptrace Restrictions

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Strace, Ltrace, and System Call Tracing

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Strace: System Call Tracing

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Ltrace: Library Call Tracing

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Combining Strace with Analysis

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Case Study: Reversing a Linux Daemon

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

APK Structure and Android Package Anatomy

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

APK Internal Structure

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

The AndroidManifest.xml

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Decoding APKs with apktool

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Dex Files and Smali Bytecode

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Understanding Smali

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Decompiling to Java with Jadx

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Analyzing Native Libraries: .so Files

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Locating Native Libraries

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

JNI (Java Native Interface)

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Analyzing Native Libraries in Disassemblers

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Dynamic Analysis with Frida on Android

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Setting Up Frida on Android

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Hooking Java Methods with Frida

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Hooking Native Functions with Frida

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Bypassing Common Protections

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Case Study: Reversing an Android Application

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Systems
This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Firmware Extraction Methods

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Non‐Invasive Extraction

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Invasive Extraction

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Firmware Identification

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Embedded Architectures: MIPS, PowerPC, and ARM in
Devices

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Common Embedded Architectures

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Setting Up Cross‐Compilation and Analysis Toolchains

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Firmware Emulation with QEMU

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

QEMU for Firmware

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Firmadyne and Other Automation Tools

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Emulation Challenges

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Hardware Interfaces: JTAG, UART, and SPI

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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UART (Universal Asynchronous Receiver/Transmitter)

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

JTAG (Joint Test Action Group)

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

SPI (Serial Peripheral Interface)

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Case Study: Analyzing a Router Firmware Image

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Chapter 13: Obfuscation,
Anti‐Debugging, and Unpacking
This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Code Obfuscation Techniques and Detection

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

String Obfuscation

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Control Flow Obfuscation

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Opaque Predicates

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Anti‐Debugging and Anti‐Analysis Mechanisms

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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API‐Based Detection (Windows)

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Timing‐Based Detection

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Hardware Breakpoint Detection

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Linux Anti‐Debugging

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Packed Executables and Unpacking Strategies

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Common Packers

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Automated Unpacking

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Manual Unpacking

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Virtualization Protection

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Case Study: Unpacking a Protected Binary

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Chapter 14: Advanced Analysis:
Symbolic Execution, Fuzzing, and
Automation
This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Symbolic Execution with angr

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

How Symbolic Execution Works

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

angr: The Python Binary Analysis Framework

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

angr’s Capabilities Beyond Symbolic Execution

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Limitations of Symbolic Execution

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Fuzzing Strategies and Tools: AFL, libFuzzer, Honggfuzz

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

AFL++: The American Fuzzy Lop Successor

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

libFuzzer: In‐Process Fuzzing

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Honggfuzz: Parallel and Versatile

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Fuzzing Best Practices

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Binary Instrumentation: Unicorn, Capstone, Keystone

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Capstone: Disassembly Engine

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Keystone: Assembly Engine

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Unicorn Engine: CPU Emulation

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Scripting and Automation: Python for Reverse
Engineering

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Essential Python Libraries for RE

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Building Custom Analysis Pipelines

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Integrating with Disassemblers

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Building Custom Analysis Pipelines

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Chapter 15: Network Protocol Reverse
Engineering
This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Capturing and Analyzing Network Traffic

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Packet Capture Tools

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Setting Up Capture

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Protocol Dissection and Field Identification

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Identifying Message Boundaries

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Field Identification

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Building a Protocol Model

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Reverse Engineering Encrypted Protocols

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Identifying Encryption

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Approaches to Encrypted Protocol Analysis

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Building Custom Protocol Decoders

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Wireshark Lua Dissector

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.
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Python‐based Protocol Decoder

This content is not available in the sample book. The book can be purchased on
Leanpub at https://leanpub.com/thereverseengineeringhandbookfrombeginnertoexpert.

Case Study: Reverse Engineering a Proprietary IoT
Protocol

This content is not available in the sample book. The book can be purchased on
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